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. . . XML database
Abstract—Recent years have witnessed an increasing trend Data owner

of enterprises outsource their IT services to third parties. A Verification tokens
major concern in database outsourcing paradigm is integrity
verification. Two important issues of integrity verification are Query Q

Answer

correctness and completeness. In this paper, we consider these -
two issues for outsourced XML databases. We propose a novel

auditing mechanism that provides the guarantees for both of Fig. 1. System architecture
them. Our experimental results demonstrate the effectiveness )
and efficiency of our approaches. immediately below and above the query range. Then the data

|. INTRODUCTION owner hashes and signs all consecutive pairs of tuples in the

Advances in networking technologies and the continuéai*“{i"“_’ Ti’ T+, wh(ére Tiﬁlin; atgl ”’ﬁ tﬁi bW<
growth of the Internet have triggered a new trend towarI f{ﬁé se<rvle aro] s<ann. in-)l/)eiwien ?u lIJeP ﬁf the ansswea:y}he
outsourcing data management and information technologyc<|)ent cannot re (?OI’]StI’L)J/Ct the si natur(fs The si nehamd
external service providers. However, the third-party eerv . 9 ' 9
provider that in thedatabase-as-service (DAShodel may gpproach can provide robust completengss gssurance,é*rol Iwev
not be trusted[10]. One of important security concerns ,Flonlly con5|d¢rs the comp!eteness vgrmcatlon of valu
the database outsourcing paradigninigrity, when a client queries, thus it cannot be directly applied to the struehased

. : ' : . queries in XML databases.
receives a query result from the third-party service prewid . L
he/she wants to be assured that the result is both correcf‘nOther possible approach of completeness auditing is to

and complete. Hereorrectnessmeans that the answers arésrtr?éecgr;e?:tfnjgsuf/tgrri?icga:ir;?] (i)snglc?:cl)ni(l\llilrls_hg:tzbac:ssm[ﬂa.rin
from the original database without being tampered With’levhit e answgr from the secure structure ang that fro?ln the I[s)erve?r
completenesmeans that the result includes all records in th ithouah thi h id diti i th
original database that satisfy the query. ough this approach can provide auditing guarantees,
Sgoure structure can grow to a fairly large size. Furtheegior

The problem of providing security guarantee to outsourc . o L . .
databases has received considerable interests in recars ygequwes that the verifier has sufficient computation capari

[11], [16], [18], [20], [23]. However, most of them only maintaining the secure structure and evaluating queriaissig

consider relational databases. As large amounts of data g}%(structure, which may not hold in our outsourcing model.
s

stored in native XML database repositories now, there ris le et al. [23] pf‘?p"?eo‘ to add fake tuples into r.eIa.1t|0naI
the need to consider integrity auditing of outsourced XMgatabases for verification purpose. We adapt their idea to

databases. In this paper, we focus on the mechanisms ML databases. As the test queries on XML databases may

provide both correctness and completeness auditing for X ver muItl_pIe fake _elements a<_:cord|ng to their structdne,
databases that are hosted by untrusted third-party servers challenge is to design appropriate fake elements so that _the
We consider the system model that consists of three co Imber of fake elements calculated from the tgst quenes
ponents, thalata ownerwho possesses the original databasg]deed equal.s tq the total number of actual matching ones.
the third-partyservice provideror the server, who hosts and®: Our contributions
manages the database from the data owner, anddtifier First, we adapt the Merkle signature [14] to XML databases
who validates the integrity of the server. Figure 1 shows tlaad propose a correctness-auditing signature schemerthat p
architecture of the system. We assume that the verifier canugats the attacker from modifying the databases (Sectjon I
the data owner him/herself. Thus the verifier may have lithite Second, we design a probabilisttcompletenessuditing
resources such as disk space and computational power. Ongethanism. The basic idea is that the data owner stores some
our goals is to reduce the space overhead and computatidaie elements, callegerification tokenson the server together
complexity that is incurred by integrity auditing. with the hosted database. To verify the integrity, the verifi
We adapt the signature-based approach [11], [13], [4] sends a set of test queri@sto the server. By checking whether
XML databasess for correctness verification. Now the mathe server returns all the verification tokens that satisfy t
challenge of integrity auditing is theompletenessverifi- queries, the verifier can conclude with a probability whethe
cation. A possible approach is to use aggregate signatuties server obeys the integrity requirement. We quantify the
[11], [5], [18]. By this approach, to prove the completenegzrobability that the attacker can successfully escape from
of the result for a range queru,b] over an ordered list being caught if he/she modifies the data. This approach avoid
[r1,...,7,], the publisher releases the two entries that athe expensive computation of aggregate signatures as Jn [11



e A\"l'z'1|:2 - the tag, the data value, and the attributes. The checksum of
D N the non-leaf nodes are constructed by concatenating the has
i;fiD‘ ":Z'T = p=s /D‘< Pt value of the structural labels and the checksum values of the

G . (L E F G children. We computé @ H(p) instead ofl @ p to guarantee

O S B the uniqueness of the computed result. We requirethat an

p=1 p=2  p=3 p=4 p=5 p=6 .. .. .
efficiently computable collision-resistance hash func{®]. It

takes a variable-length input and returns a fixed lengthrpina

[5], [18]. It is also more efficient than the secure structursfauence. Furthermore, it should be difficult for the attack

technique [4], since the size of verification tokens is reddy FO reverse the hash value, i.e., givBiz), it is computatlonal_
. . infeasible to compute. Therefore, the attacker cannot easily
much smaller than the size of the database (Section IlI). .
. . . : modify the checksum.
Third, we design theaandomizedapproach by which the T e
o To distinguish the true elements from the verification token
data owner randomly generates the verification tokens. W

. : Féments, we construct theignature of the true and fake
analyze both the time and space cost at the data owner, ¥erif] . : .

. . efements by applying different checksum construction mech
and the server side (Section V).

anisms on true elements and verification tokens. In pasicul

Since the randomized aproaC*.‘ may introduce ygmﬂcqg[c be the checksum constructed by Equation 1. We construct
storage overhead at the verifier side, fourth, we propose tt e

deterministicapproach, which only stores a deterministic func-he S|gnaturesg as foIIowmg.
) P o . , _{ (c) t is a true element
tion at the verifier side instead of real verification tokeRsis sig = . L (2)
. ) X H(c)+1 tis a verification token
approach can achieve the same degree of integrity guarantee
as the randomized approach, but much better time and spacéhe structural labels and the signatures are attached to
overhead at the data owner, verifier, and the server sidg¢ elements and are sent to the server. On receiving the
(Section V). structural labels and signatures, without the possesdidineo
Last but not least, we complete our analytical results wig¢ne-way hash functiorf/, the server cannot distinguish the
a comprehensive set of experiments. Our experiments demtHe elements from the verification tokens.
strate both the effectiveness and efficiency of our approachfo Verify the correctness, for each element in the returned
(Section VI). answer, we require that the server must return its attached
We assume the readers are familiar with XML and its quegfructural label and signature. Given a returned eleragtett
evaluation. We only consider the XPath queries that contdihp) andsig be its structural label and signature. Note that by
/,// and[]. We assume there does not exist any XML schem@ur assumption that the query answer is element-based i.e.
We do not consider updates at present. must contain all of its sub-elements. Then first, the verifer
The rest of this paper is organized as follows. SectigiPnstructs the checksurhby applying Equation 1 ofy p, and

VIl overviews the previous work related to our problem, ané- Second, the verifier computes the signatsiig by applying
Section VIII concludes the paper. Equation 2 on¢’. Third, the verifier comparesig’ with the

returnedsig by the server. Ifsig’ equals eithesig (i.e., e is

a true element) osig — 1 (i.e., e is a verification token), the

For the purpose of correctness verification, we construgdyifier can conclude that the returned element originates f
the checksunof elements. Simply constructing the checksuihe gwner's database. Otherwise, the verifier will inforratth

from the element content (tags, attributes, data valuessab- the gatabase has been tampered with. If the attacker modifies
elements) may result in that the elements on different pathigher the structure or the content of the elements, it can be

are of the same checksum values, which may enable the sepigight by our signature-based techniques. The complekity o
to change the orders of the elements. Thus we incorporate thgrectness verification i©(a * |S4]), wherea is the time

structural information of elements into checksum. In pair, complexity of the hash functiof, and S4 is the set of
each element is labeled with aevel value  that specifies glements returned by the server.
the level ofe in the database tree, andpasitionvalue p that
specifies its topological order within the elements at thaesa
level. Figure 2 shows an example of labelednd p values. To verify whether the server returns all necessary answers,
We construct thestructural label(,p). The checksum of the we propose a probabilistic auditing approach. Intuitivehe
elemente is constructed from the structural labels: data owner inserts fake elemenisas theverification tokens
H(l® H(p))||H(e.tag) if ¢is a leaf into the original XML databaseD, a_nd sends the updated
databasé+ A to the server. Meanwhile, the data owner sends
||H (e.wal)||H (e.att), i ) " :
c= ) . (1) the information ofA to the verifier. How to producé will be
H(l® H(p))||c(e.childy) Otherwise; : : :
) i ; further discussed in Section IV and V. When there comes the
... ||c(e.childy,), n:# of children ofe _ . . o
need to verify the integrity of the server, the verifier seadet
Here "||” is a concatenation functiorf is a one-way hash of test queries) to the server. By checking against the stored
function, and® adds the valud to H(p). The checksum verification tokens, the verifier knows in advance the tokens
is constructed in a bottom-up fashion; the checksum of tlig{A) that should be returned as part of the answegofif
leaf nodes are constructed by concatenating the hash valtiesserver is honest, it should retupiD) +Q(A). Thus if the
of the structural labels and those of the content, includirapnswerAg from the server does not satisfy tha{A) C Ag,

Fig. 2. Thel andp values on XML database

[I. CORRECTNESSAUDITING

IIl. COMPLETENESSAUDITING




_— A ID | Verification | Frequency
Y Token

D DD ‘ D E HE DD D1 A/B/D/G 3

I T | /T\ L p2 | A/BIEIG 1

GGG G F G G EF GEF ps | AIC/DIE 1
Fig. 3. An example of XML database that contains the fake elésndinue ps | AIC/DIF 1
elements are connected with solid lines, while fake elememscannected
with dotted lines. Fig. 4. The verification token table on the verifier side

the verifier can conclude with 100% belief that the serveisdo8econd, for each elementin S,, compute its checksurd
not return the complete set of answers. Otherwise, the &eriffrom its returned structural label. Third, for each element
concludes that the server is honest with some probabilgxtN e, compute its signatureig’ = H(c') by using Equation 2.
we explain how to analyze the probability. Let sig be its signature returned by the serversilf’ = sig—
Given a query(@, assume its answer contains true 1, e is a verification token; otherwise it is a true element.

elements andk fake elements. If the attacker removes aRollowing this procedure, all verification tokenss in S4
elemente, the probability that this element is a true one iare identified. Fourth, check wheth8 = Q(A). If Sp #
n/(n+k). However, if the attacker returns allfake elements, Q(A), the verifier concludes that the service provider does
the verifier cannot explicitly infer that the attacker hamowed not return the complete set of answers. Otherwise, the eerifi
a true element. Thus the probability that the attacker escagoncludes that the service provider may remove a tuple with
from detection of removing a true element 4g/(n + k). the probabilityp, wherep is computed by using Equation 3.
Furthermore, if the attacker removes < n elements, the )
probability that he/she escapes from being detected equald® COSt Analysis

S Let D be the hosted XML database andbe the verification

H (n—i)/(n+k—i)[23 3) tokgns. We us® gndSA to denote the set of test queries and

their answer that is returned by the server.

) ) o Data owner. After the data owner outsources the database,
It is straightforward that with fixed value (the number here is no space overhead at the data owner side. For the

of true elements), largek results in smaller probability that st case, the time complexity of generating the veriftzati

the attacker can escape. Therefore, adding more fake elemetyqns isO(|D)).

can strengthen the integrity auditing guarantee. However,ysrifier : The space overhead for storing the verification tokens

will also bring additional overhead to query evaluationefiéh ¢ O(|A|). The time complexity of evaluating a test quegy

exists a trade-off between security and efficiency of queQyaingt a root-to-leaf verification toketis O(|Q|+|t)[9]. Thus

evaluation. More _dlscussmn of the trade-off can be found ¢ total time complexity of evaluating test queries agztine

the next two sections. verification token table, i.e., the complexity of Step 1 i th

verification procedure, i©(|Q|x|A|). The complexity of Step

N 2&3 is O(a * |Sal), wherea is the complexity of the hash
For the purpose of completeness auditing, the data oWRghction 7. The complexity of Step 4 i©(|S4| + |Q(A))).

generates a few fake elements at random and use these fgkge both|S4| and |Q(A)| are dominated by)(|Q| * |A|),

elements as verification tokens. In particular, the dataeowryq, is negligible, the time complexity of verifying query

randomly p|_cks a subset of leave _elt_ament§ from the_ databqgeo(|Q| « |Al). The total time complexity of verifying a set

For each picked leave element, it is replicated fotimes, of test queriesQ at the verifier side i€)(|Q| *|A|).

wherek is an integer number randomly picked from the rang§erver. The space overhead for storing the hosted database is

[1,n]. The value ofn controls the size of the verification ©0-0(|D| +|A|). The time complexity of evaluating a test query

kens. We call these replicas of true elements awéniication Q on the hosted database G&|Q| * (|D| + |A|)) [9]. Thus

tokens These verification tokens are stored on both the servgg total time complexity of evaluating a set of test quetks
side and the verifier side. Figure 3 shows an example of thO(|Q| «(|D| + |A])

database that consists of both verification tokens (coedect
by dotted lines) and true elements (connected by solid )lines V. DETERMINISTIC APPROACH
The verification tokens are stored in a table called the The randomized approach provides robust guarantees for
verification token tableFigure 4 shows an example of thecompleteness auditing. However, it is possible that a large
table. Each entry in the table consists of the verificatidk®hs number of verification tokens are needed for stronger sgcuri
represented by their root-to-leaf paths, as well as the mumlguarantees, which may bring expensive overhead in terms
that they are replicated. The table tal®§ F'|) space, where of both time and space at the verifier side. Thus in this
F is the set of verification tokens of unique paths. section, we propose a deterministic approach that avoids
Given a test query), let S4 be the answer returned bystoring verification tokens and evaluating XML queries & th
the service provider. Lef\ be the verification tokens that areverifier side. Before we explain the details, we first have the
stored at the verifier side. The completeness auditing at tledowing theorem.
verifier side takes four steps. First, evaluate the testyg@er Theorem 5.1:Given a test queryy, let S4 be its answer
against the verification token&, and get the answeap(A). thatis returned by the server afg be the verification tokens

=0

IV. RANDOMIZED APPROACH



in S4. Let Q(A) be the verification tokens at the verifier sidgathp : ¢;//t2// ... //t;, it satisfies that
that satisfies). Then if |Sgp| = |Q(A)], thenSr = Q(A). A Pl 1P|

The proof of the theorem is similar as in [23]. By Theorem sz _ Z H ws, 4)
5.1, instead of checking whethét» equalsQ(A), we check Py
whether their sizes are the same. Based on this, there isab ne . . .
to store the verification tokens {fQ(A)| can be efficiently wherew; is the weight \_/alue of the tag, and P IS the set
computed. Our goal is to design such mechanism that suppoorﬁfiths t.hat only contair andp' has an embedding to.
size-based completeness auditing. To achieve this goal, we he existence of the embedding from the patle the path

propose the deterministic approach by which the number %fmghes ;fhat .tfhe ?nsvxt/elis of E[:r(])nttam;s_ ';hat :)hﬁ]' ThtL:]S the
verification tokens are decided by a deterministic function number of verilication tokens that satisties the path query

particular, each unique tag in the original XML database }Qat .only contains/ must egual to the sum Of. those of all
assigned a weight € [0, 1]. We define the functiorF: £— queries t_hat are contamedm In gene_ral, Equation 4 should
Z, where& is the element set, andl is the set of integers. be satlgfled for all ppssmle test quenes. However, the “‘“”.‘b
For the XML element of the root-to-leaf path, /t2/ ... /t,, of po_SS|bIe testqueries are exponential to the number "W'
Fle) = [N * [, w,, whereN is a pre-defined integer, andt@gs in the_database, which may result in the computation of
w: is the weigﬁ value of the tag in e. weight assignment of expensive complexity. Thus we assume
! L . . ... that the verifier and the data owner pre-define the test querie
ap?)?osaegh (\)/\?ortl?:aclelfglrlgn\/lvqgl'c functioft, the deterministic together. The data owner only has to compute the weight

i i i assignment of the tags in the test queries by using Equation
Setup The data owner decides the weight assignment of taE’.SExample 5.2 gives more details.

and the deterministic functiod’. He/she sends the weight Example 5.2:Given the original XML instance in Figure 3
assignment scheme arfd to the verifier. (only considering the data connected with solid lines)uass
Construction of verification tokens: The data owner ran- the data owner picks the elements B/D/G, A/B/E/G,
domly picks some leaf elements from the original databasghqg A/C/D/E to make replicas. The tad is assigned a

For each chosen elementit is replicated for#'(e) times. The \eight 0. The test queries are defined{aly/ /E, A//D}. We
replicated elements, i.e., the verification tokens, aré¢ tgethe pgye:

server with the hosted database.

j=1s=1

WA *WE = WA *XWR *WE + WA *We * WD *WE

Verification: For a test path query) that consists of tags (A//E covers A/B/E/G and AIC/DIE)

t1,...,tn, the verifier computeg = [N =[], w;], where W4 kWD = WA * W * Wp + WA *We * WD

w;(1 < i < n) is the weight of the tag; in Q. The valuek is (A//D covers A/B/D/G and A/C/DIE)

considered agl(A)|, the total number of verification tokens i i ) .

that satisfy the query). A valid weight assignment schemetiss = we = 0.5, wp =

g =1.wa andwg can be any value if0,1]. |

Note that there always exists at least one valid scheme, in
}/(ghich the test queries are root-to-leaf path queries tht on
contain/.

It is straightforward that if the test queries only consibt 0"
root-to-leaf paths and the "/” (parent-child) predicaten any
weight assignment scheme works. However, if the test gsier
either contain the paths that are not root-to-leaf or contiaé¢
"II" (ancestor-descendant) predicate, they may matchiplelt A. Cost Analysis

verification tokens of different paths. Careless assigrinén Let D be the original XML databaseA be the fake

weights may result in wrong conclusion of the number cglements, and? be the set of unique tags iP. We useS,
verification tokens that satisfy the test queries. Example %0 denote the answer that is returned by the server

gives more details. Data owner. There is no space overhead at the data owner
Example 5.1:Given the XML instance in Figure 3 (only side. The time complexity of computing weightsG¥| D).
considering the data connected with solid lines), assurae tRyerifier: The verifier stores the set of unique tags in the
the wp = 0.3, wp = 0.1, while other tags are assigned thgerification tokens and their weights. Thus the space oeethe
weight 1. GivenN = 10, the number of verification tokensgn the verifier side i<O(|T|), whereT is the set of unique
A/B/D/G equalsN xwa xwp *wp *wg = 10%1x1x0.3% tags in the verification tokens. For each test quérythe
1 = 3. Similarly, the number of verification token$/B/E/G  time complexity of computingQ(A)| is O(|Q|). The time
equals 1. Then for the test que@y : A//G, the deterministic complexity of identifying verification tokens froms, is
function F' will return the number of the verification tokensO(a «|S4]), wherea is the complexity of the hash function
that satisfies); as N x w4 * wg = 10 * 1 =1 = 10, which g The time complexity of comparing whethgp(A)| = |Sr|
does not_match the real answer 4. Thus the weight assignmgrionstant. Thus the time complexity for a test quergt the
scheme is not correctll verifier side isO(|Q| + a * |Sa|). The total time complexity
To find the appropriate weight value scheme so that thér a set of test querie® is O(|Q| + a * [Sal).
number of fake elements calculated from the test queries ®erver. The space overhead for storing all fake elements is
deed equals to the total number of actual matching verifioatio(|D|+-|A|). The time complexity of evaluating the test query
tokens, first, we define thealid weight assignment. Q on the hosted database(¥|Q| = (|D|+ Al)) [9]. Thus the
Definition 5.1: [Correct weight assignment] We say the total time complexity of evaluating a set of test queri@ss
weight (wy, . .., w,) of the tags(t4, ..., t,) isvalid if forany  O(|Q| *(|D| + |A))).



From the comparison of the space and time overhead of batindit the completeness of the query answers, Pang et al. [18]
randomized and deterministic approaches, we observehtbat proposes assigning signatures in a chain of paired tuplath. B
deterministic approach reduces much overhead at the verifieork can provide robust completeness assurance, howbeer, t
side. due to the requirement of correct weight assignmérgs, computation of signatures can be expensive, especiallghéor
deterministic approach might only support test queries thange queries that cover large number of tuples. Furthexmor
consists of root-to-leaf paths witp predicate solely. Thus it only considers the completeness verification of valugseba
there exists a trade-off between the types of test quergts thueries in the relational databases and cannot be directly
can be verified and the performance of the auditing proceduapplied to the structure-based queries in XML databases. Si

VI. EXPERIMENTS [20] proposes a mechanism called tbleallenge tokerand
In this section, we measure both efficiency and effectivenedses it as a probabilistic proof that the server has executed
of our approach. the query over the entire database. But their scheme does
A. Setup not provide authentication guarantee: the server could pas

, . the challenges and yet still return false query results. Xie
We used two real datasetS|GMOD recordanduniversity o 5 hroposed to add fake elements into the database for

courses downloaded from the XML repository of UniVersnyveriﬁcation [23]. We follow their path. However, they only

of Washington”. To evaluate the effect of size of verificationcgider relational databases. We adapt their idea to XML
tokens to verification, we choose= 0%, 1%, 5%, 10%

i 0y 2V and  yatabases. The challenge is to generate appropriate weight
15% of leaf elements that are replicated as verification tOkerEChemes for the deterministic approach.
B. Space Overhead There are a few work on verification of query assurance
First, we measure the space overhead by correctness Ver-XML databases [13], [4], [6]. Devandu et al. [6] uses the
ification. The result shows that fIGMOD recorddataset Merkle hash technique for authenticating XML data. Bertino
(467K B), the total size of the structural labels and signatures$ al. [4] proposes a technique based on the Merkle hash
is 216K B, the 46% of size growth; while for theuniversity technique for selective dissemination of XML data in a third
course dataset M B), the structural labels and signatureparty distribution framework. Kundu [13] proposes a sigmet
take the0.8M B space, thel0% of the original database. Al- scheme for tree structures to ensure efficient integrity in
though they are considerable large compared with the @iginhird-party distribution frameworks. They only addres® th
database, it is acceptable as they only occur at the seder storrectnessaspect of the integrity, but cannot be used to
Second, we measure the size of verification token taldelve thecompletenesissue. Nguyen et al. studied the query
for the randomized approach. Figure 5 shows the result. \Wesurance issue for outsourced XML databases [17]. They
observe that the increase of the database size is much fapteposed to convert XML databases to relational databases
than that of the verification token table. This is because &b that the existing signature-based techniques on reédtio
verification tokens in the database that are of the same pdttabases as aforementioned can be applied to verify the
correspond to one entry in the verification token table. This completeness and correctness. Thus it has the same drawback
beneficial to the verifier since more verification tokens do nas expensive overhead of computing the aggregate sigeature
necessarily increase space overhead at his/her side. Bertino et al. [4] studied the security issue in the scenario
C. Time Performance of third-party distribution of XML documents. They propose

We measure the time for query evaluation alone, for corredf. construct thesecure structureof the database fqr later
ness verification, and for completeness verification. Fgair vgnflcatlon. the secure structure can grow o a fa|rly large
reports the results on both datasets. First, it is stradgiverd S|ze_z_for large XML databases. I_:urthermo_re, It requires tthet
that more verification tokens always require more time to kyéenﬂer has sufficient computqtlon cap_auty of_mamtamihg
evaluated and verified. Second, the time of evaluating botfcure structure and_ evaluating quenes against the e, ct
correctness and completeness are negligible comparedetoW'Ch may not hold in our. ou.tsourcm.g model. )
time of query evaluation, i.e., our integrity auditing apgch There are other security issues in outsourcing database
does not incur much overhead to query evaluation. Third, tA&d€ls that are orthogonal to our problem, for example,reecu
time to validate completeness by the deterministic approat€!€asing of outsourced XML databases [22], enforcing sece

is always much faster than that by the randomized approa€RNtrol policies on published XML documents [3], [15], and
This proves the efficiency of our deterministic approach. duerying encrypted outsourced XML databases (we refer the
readers to [21] for a survey of this topic).
VII. RELATED WORK

After Hacigumus et al. [10] raised the security issues in VIIl. CONCLUSION
the scenario of database outsourcing, there are severdllaot ] ) . ) .
works in recent years. These works address different aspéct N this paper, we propose a solution for integrity auditing
integrity in the database outsourcing model. For instafie, of the outsourced XML databases. It addres_ses two issues,
[16] focus on thecorrectnessspect of the integrity, while [11], COrrectnessand completenesf query evaluation. By our

[18], [23], [20] study the problem ofompletenesassurance. approach, the correctness auditing is_gchigved py sigmat_ur
In particular, Li et al. [11] uses Merkle hash tree [14] i¢cheme, while the completeness auditing is realized by in-
serting some fake elements, i.e., verification tokens, theo

Lhttp://www.cs.washington.edu/research/xmidatasetsiipository.html  outsourced database and then analyzing the fake elemants th
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abilistic guarantee of the completeness auditing mechanis  XPath Queries. VLDB 2002, _

d t h | izedand th 10] H. Hacigumus, B. R. lyer, C. Li, and S. Mehrotra. Execgtsyl over
an pro_p_os_e WO approaches, n_amey mmadomlz_e n ¢ encrypted data in the database-service-provider model.|GM&D
deterministicapproaches, to realize our mechanism. Conference, 2002.

As the future work, first, we will implement other possibldl1] F. Li. M. Hadjieleftheriou, G. Kollios, and L. Reyzin. yhamic au-

. thenticated index structures for outsourced databasesSIGMOD
approaches, for example, merkle tree based techniques, and ~nference 2006.
compare the performance of these approaches with ouUrg] R. Kaushik, P. Shenoy, P. Bohannon, and E. Gudes. Biplobcal
Second, our current results are limited to path queries. How Similarity for Efficient Indexing of Paths in Grgph Structdr®ata. In
. . Proc. of the 18th Intl. Conf. on Data Engineering, Februsd92
to extend the current solution to support general XML querig;

; X . : ; : 3] A. Kundu, E. Bertino. Structural Signatures for Treet®&tructures.
is an interesting research direction. Third, we plan to reckte PVLDB 2008.

our solution to support update. We also plan to extend oldf]
work to address the other important issues, for instanee, ths
freshness (i.e., the returned answer results are up-&);dat

the database outsourcing model.

(16]
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