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Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 48

The Job of a System Administrator

What exactly does a System Administrator do?
@ no precise job description

@ often learned by experience

system administrator n.:

one who, as a primary job function, manages computer and network systems on
behalf of another, such as an employer or client.

Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 49

The Job of a System Administrator

What exactly does a System Administrator do?
@ no precise job description
@ often learned by experience

@ “makes things run”

system administrator n.:

one who, as a primary job function, manages computer and network systems on
behalf of another, such as an employer or client.

Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 50

The Job of a System Administrator

What exactly does a System Administrator do?
@ no precise job description
@ often learned by experience
@ “makes things run”

@ work behind the scenes

system administrator n.:
one who, as a primary job function, manages computer and network systems on
behalf of another, such as an employer or client.

Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 51

The Job of a System Administrator

What exactly does a System Administrator do?
@ no precise job description
@ often learned by experience
@ “makes things run”
@ work behind the scenes

@ aka Operator, Network Administrator, System Programmer, System Manager, or
even “Tech Support”

system administrator n.:
one who, as a primary job function, manages computer and network systems on
behalf of another, such as an employer or client.

Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 52

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 53

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 54

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 55

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 56

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 57

About this class

We can only cover some of the aspects of System Administration.




CS615 - Aspects of System Administration Slide 58

About this class

Suggested Reading:

@ “Essential System Administration”, 3rd Edition, by Aleen Frisch

@ “Unix System Administration Handbook”, 3rd Edition, by Evi Nemeth et al

@ “Principles of Network and System Administration”, 2nd Edition, by Mark Burgess
@ “Analytical Network and System Administration”, by Mark Burgess
4

“The Practice of System and Network Administration”, by Thomas A. Limoncelli &
Christine Hogan

Grading:
@ 5 Quizzes, worth 20 points each.
@ 4 homework assignments, worth 75 points each
@ 1 presentation, worth 120 points

@ no curve
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So what is a System?

“”A group of interacting, interrelated, or interdependent elements that together form a
complex whole.”
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So what is a System?

“”A group of interacting, interrelated, or interdependent elements that together form a
complex whole.”

In the context of this class, we generally consider computer-human systems
consisting of

@ the computer(s)
@ the network
@ the user(s)

@ the organization's goals and policies
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... and Administration?

Mirriam Webster:

administer, v. to manage or supervise the execution, use, or conduct of
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... and Administration?

Mirriam Webster:

administer, v. to manage or supervise the execution, use, or conduct of

System Administration generally also includes other tasks such as
@ system design and architecture
@ reliability studies
@ resource management

@ system fault diagnosis

...all of which my involve a fair amount of software development, programming and
scripting.
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Problem Solving

Start with some Einstein:

“It is the aim of science to establish general rules which determine the
reciprocal connection of objects and events in time and space.”

Lecture 01: Introduction January 22, 2009



CS615 - Aspects of System Administration Slide 71

Problem Solving

Start with some Einstein:

“It is the aim of science to establish general rules which determine the
reciprocal connection of objects and events in time and space.”

Add Ockham's Razor (aka the Law of Parsimony):

“Of two equivalent theories or explanations, all other things being equal, the
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Problem Solving

Start with some Einstein:

“It is the aim of science to establish general rules which determine the
reciprocal connection of objects and events in time and space.”

Add Ockham's Razor (aka the Law of Parsimony):

“Of two equivalent theories or explanations, all other things being equal, the
simpler one is to be preferred.”

Throw in some philosophy for good measure:
Causality: For every effect, there must be a cause.

And we end up with...
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Problem Solving

A typical task in the life of a System Administrator:

1. Observe that backups are taking longer than acceptable.
2. Consider factors that in uence backups, such as

@ |esystem size

@ other activity during backup

@ network speed

@ tape drive speed and capacity

3. Determine which factor to change to increase ef ciency
4. Try it out

5. Repeat (if necessary)

Which, of course is just...
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Problem Solving

The Scienti ¢ Method :

1. Characterization
2. Hypothesis

3. Prediction

4. Experiment

5. Repeat (if necessary)

In other words, we continually strive to uncover the most likely explanation for
observable phenomena and in uence and adjust the system fol lowing our equally
continually developing theories and goals.
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Problem Solving... in real life
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Problem Solving... in real life

UNIX philosophy:
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Problem Solving... in real life

UNIX philosophy:

Do one thing and do it well.
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Some OS versions

Some Operating Systems variations you may encounter:

A/UX AlX IRIX Darwin
GNU/Hurd Digital Unix DragonFly BSD FreeBSD
HP-UX Mac OS X IOS JunOS
MS Windows zOS Minix NetBSD
Ultrix OpenBSD  OS/390 Unix OSF/1
Plan 9 Inferno ONX RTOS SCO UnixWare
SCO Xenix Solaris SunOS Tru64 Unix

Various Linux avors
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UNIX Basics

The OS is divided into
@ kernel
@ shell

@ tools & applications

Basic UNIX features:
@ multitasking

@ multiuser

@ portability

@ networking capabilities
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UNIX Basics

These features necessitate/result in:
@ multi-user concepts
@ user privileges
@ |e permissions
@ process ownership and priorities
@ communication with users
@ disk quotas

@ superuser account

@ unrestricted access for superuser
@ requires strong authentication

@ security considerations

@ protect users data
@ protect communication
@ protect superuser account
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Syllabus

@ 2009-01-22: Introduction, Overview, UNIX history and basics
@ 2009-02-05: Filesystems and Disks

@ 2009-02-12: User Management, multi-user basics
@ 2009-02-19: Software Installation Concepts

@ 2009-02-26: Automating Administrative Tasks

@ 2009-03-05: Backup and Disaster Recovery

@ 2009-03-19: Networking

@ 2009-03-26: Popular services (HTTP, Databases)
@ 2009-04-02: Popular services (DNS, SMTP)

@ 2009-04-09: Performance Tuning and Optimization
@ 2009-04-16: System Security

@ 2009-04-23 — 2009-04-30: Misc. presentations
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Syllabus

Miscellaneous topics and presentations may include:
@ |arge scale logging
@ heterogenous networks / multiple OS
@ automated installation
@ con guration management
@ server room basics, cooling issues, racking etc.
@ clustering
@ spam
I
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Reading

System Administrator Job Description
@ Frisch: Preface; Limoncelli & Hogan: Preface, 26; Nemeth: 1; Burgess: 1, 2, 14
@ http://sageweb.sage.org/resources/publications/8_jo bs/
UNIX history:
@ http://www.bell-labs.com/history/unix/
@ http://www.futuretech.blinkenlights.nl/admin/dayla. html
@ http://www.levenez.com/unix/history.htmi
@ http://en2.wikipedia.org/wiki/Operating_system
UNIX basics:
@ chmod(1), chown(1), Is(1)
@ intro(1), login(1), passwd(5)
@ su(1), sudo(8)
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