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Topics covered

@ OS installation

@ |e system hierarchy
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Jan's Words of Wisdom
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OS Installation

INFO: *default.otr’ is up to date.
0: *local.otr’ 1s up 1o date.
1. mr' is up to date.
is up 1o date.
defauh otr’ 1s up to date.
" ommands .. 93%
-1.rf-amp1nuer e itop: Jusr/local/11b/netscape/mailcap not found
b{:make: INFO: ‘local.otr’ s up to date.
INFO: ‘1r1:-ta1l.nl.r is up 1o date.
INFO: ‘*system.olr” 15 up to date.
INFO: ‘dafault. nlr' is up to date.
INFO: “local.otr® is up to date.
ca: INFO: “install.otr’ 15 up to date.
U s mak INFO: “system.otr’ 1s up to date.
UM:make: INFO: *‘default.otr’ 13 up to date.
Running exit-commands .. 96X

Internet Gateway 3.1 has been installed. Restart the
web server With the command Jetc/init.d/webface restart

U¥:make: INFO: “local.otr’ 1s up to date.
: INFO: “install.otr' Is up to date,
INFO: ‘systes.otr’' i3 up o date.
:make: INFO: ‘default.otr’ 1S up to date. .
U\ catl: ERROR: Write error (8/325 characters written): Broken pipe
Running exit-commands .. 96%

MediaMail s not installed on this agfsl.en. Automatic installation
of nodelock 1icenses in Media Mail will not be supported

Running exit-commands .. 331

Check ing dependencies .. 108X Done.

Caleulating sizes .. 188X Done.

Installations and removals were successful.

You may continue Wwith installations or quit now.

To install from another CD, change the CD in the drive and enter
conmand "from®.

Inst> i
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OS Installation

Welcome to =ysinst, the HetB3D-4.0 zystem installation tool. This
menu-driven tool iz designed to help you install HetB5D to a hard disk, or
upgrade an existing NetB5D system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...) to select an
item, or type CTRL+N-CTRL+F to select the next-/previous item.

The arrow keys and Page-up-Page—down may also work.

fictivate the current selection from the menu by typing the enter key.

If you booted from a floppy, you may now remove the disk.

Thank you for using NetB5D!?

NetBSD-4.0 Install System

a: Install HetB5D to hard disk
! Upgrade NetBSD on a hard disk

b
c: Re-install =ets or install additional sets
d: Reboot the computer
e: Utility menu

¥x: Exit Install System
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[=] Installer: Solaris 10 Software

Ready to Install

The following items will be installed:

Root Device: cOdO

Fdisk Partitions:
Disk Type

File Systems:

Solaris Operating System: Solaris 10 Software
Solaris Software Group: Entire Group

cOdn Diagnostic 0
cOd0 Solaris

coueln et

cOd0s0 / 6381 MB

cOd0s1 swap 514 MB

cidis? fexportthome 71565 MB
Region and Locales:

ﬂ%:?@ S'un English {(POSIXC) (C)

sidaiiseshs System Locale: English (POSIX Cy{C )

presenved

£ Back

Install How 3

Exit

Lecture 03: Software Installation Concepts

February 12, 2009



CS615A - Aspects of System Administration Slide 16

OS Installation

Before installing, consider

@ purpose of machine
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OS Installation

Before installing, consider
@ purpose of machine

@ choice of hardware
@ disk partitioning scheme
@ choice of lesystem
@ which software to install

@ installation media
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OS Installation

Installation Method

What type of media contains the
packages to be installed?

Hard drive
NFS image
FTF

HTTP
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OS Installation
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OS Installation

Before installing, consider
@ purpose of machine

@ choice of hardware
@ disk partitioning scheme
@ choice of lesystem
@ which software to install

@ installation media

@ network installation
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@ installation CD-ROMs
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OS Installation

Before installing, consider
@ purpose of machine

@ choice of hardware
@ disk partitioning scheme
@ choice of lesystem
@ which software to install

@ installation media

@ network installation

@ installation oppies

@ installation CD-ROMs
@ customized boot media
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OS Installation

Before installing, consider

@ installation process
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OS Installation

Before installing, consider
@ installation process

@ base installation

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 29

OS Installation

Before installing, consider
@ installation process

@ base installation
@ installation of add-ons and third-party applications

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 30

OS Installation

Before installing, consider
@ installation process

@ base installation
@ installation of add-ons and third-party applications
@ security implications

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 31

OS Installation

Before installing, consider
@ installation process

@ base installation

@ installation of add-ons and third-party applications
@ security implications

@ able to be easily repeated

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 32

OS Installation

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 33

OS Installation

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 34

OS Installation

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 35

OS Installation

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 36

OS Installation

Before installing, consider
@ installation process

@ base installation

@ installation of add-ons and third-party applications
@ security implications

@ able to be easily repeated
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OS Installation

Before installing, consider
@ installation process

@ base installation
@ installation of add-ons and third-party applications
@ security implications
@ able to be easily repeated
@ post-installation
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OS Installation

Before installing, consider
@ installation process

@ base installation

@ installation of add-ons and third-party applications
@ security implications

@ able to be easily repeated

@ post-installation

@ register information

@ remove unneccessary software
@ patch software

@ disable services
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OS Installation

e now have your BSD-disklabel partitions as:
This i=s your last chance to change them.

start HB End HB 3Size HMB FS type Hewf=s Mount Mount point

b 600 swap

C: 2000 NetBSD partition
d: 3072 Whole disk
e
f
q

800 FF5uvl Yes Yes susr-local
0 unused
Show all unused partitions
h: Change input wunits (sectors-cylinders-HMB)
x: Partition =zizes ok
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& Fermi Linux

~Online Help -Disk Setup
=
Partitions
Drive /devihde (Geom: 155061/16/63) (Model: WDC WDS0DBB-32BSA0)
Choose where you would like ‘ | | | | | | | | | | | bt e |
Fermi Linuz to be installed.
N Drive /dev/hdd (Geom: 155061716/63) (Model: ST3800214)
If you do not know how to partition = hadie
your systemn, please read the ‘ | | | | | | | | | | | |2°3‘? e |
secton on partiiening in the Fed
Hat Linux Installation Guide.
If you used autormnatic partiioning,
you can either accept the current New | Edit | Delste | Reset | Make RAID |
partifon settings {click Next), or
modify the setup using Disk Druid, Device sta|  End| size (vE)|Type Mount Paint |Format | |-
the manual partiioning tool. e
I£ you just finished partifioning with fdevihdci 1 9143 4500 extd Mo
fdisk. oumust define mmogm Bt fdlev/hdc? 3144 155061 71819 Extended
. + 7 L I fdew/hdcS 9144 13207 2000 swap Yes
Foinis for your partitions. Use the L sdewhdcE 13208 22350 4500 i3 No
Edit button, once you have chosen idewhdc? 22351 31493 4500 extd Mo
a partition, to define its mount point. Fidewihdcs 31494 40636 4500 ext3 Mo
o Fdev/dcd 40637 49779 4500 extd Mo
If you are manually partitioning L /dewihdc10 49780 56922 4500 ext3 Mo
your system (using Disk Druid), -/devihde1l 56923 BG0BS 4500 ext3 Mo
youwil see your current hard F/devihdclz  BE0G6 77208 4500 ext3 Mo
drive{s) and partiions displayed F/devihdcl3 77209 GBB3S1 4500 extd Mo
Lol Tlac 4l it nsadna e foal £ £ fema e memme e tm——-- - e £
2 Hide Help ? Release Notes <] Back > Mewt
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OS Installation

The following are the values you entered.

DNS Domain: my.domain
Host Hame: vigorll
Primary Interface: ne

Host IP: 192.168.1.11
Netmask: 255.255.255.0
IPv4 Nameserver: 145.253.2.75
IPv4 Gateway: 192.168.1.1
Media type: autoselect
IPv6 autoconf: no

IPvb Hameserwver: {none>

Are they OK?

b: No
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OS Installation
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File System Hierarchy

Layout of lesystem should be standardized. Some UNIX versions adhere to these
standards, some are strongly in uenced by tradition.
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File System Hierarchy

Layout of lesystem should be standardized. Some UNIX versions adhere to these
standards, some are strongly in uenced by tradition.

Basic distinction between shareable and unshareable as well as static and variable
data.
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File System Hierarchy

Layout of lesystem should be standardized. Some UNIX versions adhere to these
standards, some are strongly in uenced by tradition.

Basic distinction between shareable and unshareable as well as static and variable
data.

Shareable content:

@ essential components that remain the same across multiple hosts
@ often possible to mount read-only

@ may overlap with local data
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File System Hierarchy

Layout of lesystem should be standardized. Some UNIX versions adhere to these
standards, some are strongly in uenced by tradition.

Basic distinction between shareable and unshareable as well as static and variable
data.

Shareable content:
@ essential components that remain the same across multiple hosts
@ often possible to mount read-only
@ may overlap with local data
Unshareable content:
@ data that needs to be individual to each host
@ data that changes often

@ may overlap with local data
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Examples:

shareable content

unshareable content

static

variable
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Examples:

shareable content

unshareable content

static

Jusr
/opt

variable
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Examples:

shareable content

unshareable content

static

Jusr
/opt

/etc
/boot

variable
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File System Hierarchy

Examples:

shareable content | unshareable content

static Jusr /etc
/opt /boot
variable | /var/mail
/var/spool/news
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File System Hierarchy

Examples:

shareable content | unshareable content

static /usr /etc
/opt /boot
variable | /lvar/mail /var/run

/var/spool/news | /var/lock
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File System Hierarchy

@ the root le system, or /, needs to be adequate to boot, restore, recover, and/or
repair the system.

@ /usr : often shareable, read-only data
@ /usr/local : truely local data; often mirrors / to a certain extent

@ /var : multi-purpose log, temporary, transient, and spool les; includes shareable
and non-shareable data

Some Operating Systems may use other schemas. Know thy enemy!

Lecture 03: Software Installation Concepts February 12, 2009
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System Software vs. Third Party Software

Consider:

@ OS upgrades vs. software upgrades
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System Software vs. Third Party Software

Consider:
@ OS upgrades vs. software upgrades
@ con guration les get mixed up

@ duplicates or con icting versions in the base system vs. the add-ons
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System Software vs. Third Party Software

Consider:
@ OS upgrades vs. software upgrades
@ con guration les get mixed up
@ duplicates or con icting versions in the base system vs. the add-ons

@ startup scripts, deemons
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System Software vs. Third Party Software

Consider:
@ OS upgrades vs. software upgrades
@ con guration les get mixed up
@ duplicates or con icting versions in the base system vs. the add-ons
@ startup scripts, deemons
@ |ocation of third party software

@ dependencies
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System Software vs. Third Party Software

Consider:
@ OS upgrades vs. software upgrades
@ con guration les get mixed up
@ duplicates or con icting versions in the base system vs. the add-ons
@ startup scripts, deemons
@ |ocation of third party software
@ dependencies

@ installation by hand and/or installation using a package manager
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System Software vs. Third Party Software

Consider:
@ OS upgrades vs. software upgrades
@ con guration les get mixed up
@ duplicates or con icting versions in the base system vs. the add-ons
@ startup scripts, deemons
@ |ocation of third party software
@ dependencies
@ installation by hand and/or installation using a package manager

@ proprietary third party software

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 69

More fun than...
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Binary vs. Source installation

Bene ts of binary installation:

@ packaged by "vendor”! support

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 71

Binary vs. Source installation

Bene ts of binary installation:
@ packaged by "vendor”! support

@ faster
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Binary vs. Source installation

Bene ts of binary installation:
@ packaged by "vendor”! support
@ faster

@ uses less space
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Binary vs. Source installation

Bene ts of binary installation:
@ packaged by "vendor”! support
@ faster
@ uses less space

@ may be only possibility
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Binary vs. Source installation

Bene ts of binary installation:
@ packaged by "vendor”! support
@ faster
@ uses less space
@ may be only possibility

@ may be possible to deploy across large numbers of hosts
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Binary vs. Source installation

Bene ts of binary installation:

@ packaged by "vendor”! support

@ faster

@ uses less space

@ may be only possibility

@ may be possible to deploy across large numbers of hosts
Disadvantages of binary installation:

@ complex dependencies
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Binary vs. Source installation

Bene ts of binary installation:
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Binary vs. Source installation

Bene ts of binary installation:

@ packaged by "vendor”! support

@ faster

@ uses less space

@ may be only possibility

@ may be possible to deploy across large numbers of hosts
Disadvantages of binary installation:

@ complex dependencies

@ installation procedure may be cumbersome

@ your OS may not be of cially supported
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Binary vs. Source installation

Bene ts of binary installation:

@ packaged by "vendor”! support

@ faster

@ uses less space

@ may be only possibility

@ may be possible to deploy across large numbers of hosts
Disadvantages of binary installation:

@ complex dependencies

@ installation procedure may be cumbersome

@ your OS may not be of cially supported

@ installation scripts may be busted
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Binary vs. Source installation

Bene ts of binary installation:

@ packaged by "vendor”! support

@ faster

@ uses less space

@ may be only possibility

@ may be possible to deploy across large numbers of hosts
Disadvantages of binary installation:

@ complex dependencies

@ installation procedure may be cumbersome

@ your OS may not be of cially supported

@ installation scripts may be busted

@ |imited control over where les are installed
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Binary vs. Source installation

Bene ts of binary installation:
@ packaged by "vendor”! support
@ faster
@ uses less space
@ may be only possibility
@ may be possible to deploy across large numbers of hosts

Disadvantages of binary installation:
@ complex dependencies

@ installation procedure may be cumbersome
@ your OS may not be of cially supported

@ installation scripts may be busted

@ [imited control over where les are installed

@ binaries not optimized for your systems
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 83

Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

@ ability to patch source (features, security etc.)
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Binary vs. Source installation

Bene ts of source installation:
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

@ ability to patch source (features, security etc.)

Disadvantages of source installation:
@ complex dependencies

@ may take time
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

@ ability to patch source (features, security etc.)

Disadvantages of source installation:
@ complex dependencies
@ may take time

@ requires more detailed knowledge
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

@ ability to patch source (features, security etc.)

Disadvantages of source installation:
@ complex dependencies
@ may take time
@ requires more detailed knowledge

@ a lot of software is done poorly
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Binary vs. Source installation

Bene ts of source installation:
@ full control over

@ installation location
@ compiler ags and optimization
@ dependencies

@ make things work even if your OS is not of cially supported

@ ability to patch source (features, security etc.)

Disadvantages of source installation:
@ complex dependencies

@ may take time
@ requires more detailed knowledge
@ a lot of software is done poorly

@ not all software is available in source form
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More fun than...
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Software Installation Concepts

Package Management Systems
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Why use a Package Management System?
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Why use a Package Management System?

Sure, you could install everything by hand. But ...

@ thousands of applications and libraries are available
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Why use a Package Management System?

Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available

@ binaries are not available for all platforms
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Why use a Package Management System?

Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms

@ compilation from source is not always trivial
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Why use a Package Management System?

Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms
@ compilation from source is not always trivial

@ “90% of everything is crud”
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Why use a Package Management System?

Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms
@ compilation from source is not always trivial

@ “90% of everything is crud”
@ platform and compiler issues may arise
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Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms
@ compilation from source is not always trivial

@ “90% of everything is crud”
@ platform and compiler issues may arise
@ different ways of satisfying dependencies / optional features
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Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms
@ compilation from source is not always trivial

@ “90% of everything is crud”
@ platform and compiler issues may arise
@ different ways of satisfying dependencies / optional features

@ how to maintain a database of installed applications?
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Why use a Package Management System?

Sure, you could install everything by hand. But ...
@ thousands of applications and libraries are available
@ binaries are not available for all platforms
@ compilation from source is not always trivial

@ “90% of everything is crud”
@ platform and compiler issues may arise
@ different ways of satisfying dependencies / optional features

@ how to maintain a database of installed applications?

@ dependencies among applications and libraries grow rather complex
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Complexity of Dependencies

An example: Let's install some software to produce nice slides!

latex2htmI-2002.2.1nb1l
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Complexity of Dependencies

An example: Let's install some software to produce nice slides!

ghostscript-gnu-7.05nbl netpbm-10.11.8 teTeX-bin-2.0.2
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Complexity of Dependencies

An example: Let's install some software to produce nice slides!

teTeX-share

ghostscript-fonts @ @
ghostscript-gnu I

latex2html
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Complexity of Dependencies

An example: Let's install some software to produce nice slides!

latex2html
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More fun than...

Lecture 03: Software Installation Concepts February 12, 2009



CS615A - Aspects of System Administration Slide 105

Package Managment

Important aspects of package managment:

@ available for virtually all OS
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Package Managment

Important aspects of package managment:
@ available for virtually all OS

@ may include building from source as well as (or) binary package managment
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Package Managment

Important aspects of package managment:
@ available for virtually all OS
@ may include building from source as well as (or) binary package managment

@ easily determine what is installed
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Package Managment

Important aspects of package managment:
@ available for virtually all OS
@ may include building from source as well as (or) binary package managment
@ easily determine what is installed

@ keep track of where things are installed
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Package Managment

Important aspects of package managment:
@ available for virtually all OS
@ may include building from source as well as (or) binary package managment
@ easily determine what is installed
@ keep track of where things are installed

@ make consistent use of the package manager
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Package Managment

Important aspects of package managment:
@ available for virtually all OS
@ may include building from source as well as (or) binary package managment
@ easily determine what is installed
@ keep track of where things are installed
@ make consistent use of the package manager

@ consider providing separate depots or views for different purposes
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Package Managment

Important aspects of package managment:
@ available for virtually all OS
@ may include building from source as well as (or) binary package managment
@ easily determine what is installed
@ keep track of where things are installed
@ make consistent use of the package manager
@ consider providing separate depots or views for different purposes

@ teach users to use the tools
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Package Managment

Some popular package managment systems are:
@ Darwin and Mac OS X nk
@ Debian packages (dpkg, apt-get )
@ FreeBSD/OpenBSD Ports
@ Gentoo Linux portage
@ |RIX tardist

@ NetBSD Packages Collection (pkgsrc) — available for a wide range of platforms
(*BSD, Linux, Solaris, Darwin, IRIX, HP-UX, AlX)

@ RedHat Package Manager (rpm)
@ Slackware Linux tgz

@ Solaris pkg

@ Depot and GNU Stow
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!

@ consider escalation of low-level vulnerability to higher level
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level

@ regularly check known resources
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources

@ use your vendor's security checking mechanism (if existent)
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)

@ consider impact of patches/upgrades
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies

@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies

@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies
@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)
@ con guration le changes
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level

@ regularly check known resources

@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies
@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)
@ con guration le changes
@ user interface
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies
@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)

@ con guration le changes

@ user interface

@ con ict with system requirements
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies
@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)

@ con guration le changes

@ user interface

@ con ict with system requirements

@ verify your vendor's patches integrity
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Managing Security Patches and Software Upgrades

Always investigate all security issues relevant to your system!
@ consider escalation of low-level vulnerability to higher level
@ regularly check known resources
@ use your vendor's security checking mechanism (if existent)
@ consider impact of patches/upgrades

@ dependencies
@ shared libraries: backwards compatibility, ABI changes?
@ static libraries: require update/rebuild

@ restart of binaries (reboot?)

@ con guration le changes

@ user interface

@ con ict with system requirements

@ verify your vendor's patches integrity
@ if no patches are available, make your own
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Links

@ http://www.pathname.com/fhs/
@ hier(7)
@ your package managers manual pages

@ pkg_info(1)
@ pkginfo(1), pkgadd(1M)
@ rpm(1)

@ audit-packages(1)
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