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Topics covered

A number of multi-user issues, including, but not limited to:

technical implications

user interaction

politics, policies

ethical implications
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The meaning of “multiuser”

Single user...
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The meaning of “multiuser”

Single user... simple causality:
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The meaning of “multiuser”

Many users...
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The meaning of “multiuser”

Many users... complex causality:
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The meaning of “multiuser”
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Jan's Words of Wisdom

Thursday, February 19th, 2009
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Words of Wisdom

It's not yours!
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Words of Wisdom

It's yours!
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Words of Wisdom

Yes, it's yours:
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Words of Wisdom

WWUBS?
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Implications of a Multi-User System

Users are a curious bunch...
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Implications of a Multi-User System

users may want to keep �les private
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Implications of a Multi-User System

users may want to keep �les private

users may want to share �les

users may try to gain access to �les they shouldn't have acces s to

users may (want to) do things that affect other users
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Implications of a Multi-User System

users may want to keep �les private

users may want to share �les

users may try to gain access to �les they shouldn't have acces s to

users may (want to) do things that affect other users

different users may require different privileges
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Implications of a Multi-User System
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Multiuser: Technical Implications
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UNIX Fundamentals: User Accounts and File Permissions

Every account

has a unique ID

belongs to at least one group

may or may not be password protected

may or may not have a valid login program

Every �le

is associated with a uid and a gid

has a number of protection bits

Got Root? Politics, Policies and Ethics February 19, 2009



CS615A - Aspects of System Administration Slide 25
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Unix Groups

enables arbitrary collections of users to share resources

information stored in /etc/group , format is:
name:*:GID:user1,user2,...

most Unix systems impose a limit of 16 or 32 group memberships per user

most Unix systems have a common default group for new users (some Linux
versions deviate)

some Unix systems have group shadow �les
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UNIX Fundamentals: User Accounts and File Permissions

Example:

$ ls -Tail
total 4688
436334 drwx------ 2 jschauma wheel 512 Feb 8 15:36:53 2004 .
436224 drwxrwxrwt 6 root wheel 512 Feb 8 15:29:01 2004 ..
436314 crw------- 1 root wheel 1, 2 Feb 8 15:31:00 2004 bar
436317 brw-r--r-- 1 root wheel 2, 3 Feb 8 15:31:27 2004 baz
436321 -rw------- 2 jschauma users 0 Feb 8 15:32:58 2004 blaf asel
436319 lrwx------ 1 jschauma wheel 1 Feb 8 15:32:20 2004 blah -> n
436321 -rw------- 2 jschauma users 0 Feb 8 15:32:58 2004 fofo
436311 prw------- 1 jschauma wheel 0 Feb 8 15:28:32 2004 foo

4 -rwxr-sr-x 2 root wheel 2344675 Jan 22 12:41:10 2004 garg
$
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Adding accounts

Things to consider:

create/assign username, UID, primary group, supplementary groups, choose shell
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Adding accounts

Things to consider:

create/assign username, UID, primary group, supplementary groups, choose shell

assign a password
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Adding accounts

Things to consider:

create/assign username, UID, primary group, supplementary groups, choose shell

assign a password

create a home directory

place initialialization �les in the user's home directory

set other parameters (password aging, resource limits...)

add user to other facilities (enable disk quota, mail �lters , printer subsystem...)

perform any other site-speci�c initialization tasks

test new account ?

Got Root? Politics, Policies and Ethics February 19, 2009



CS615A - Aspects of System Administration Slide 38

Disabling and Removing User Accounts

Things to consider:

change other passwords
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Disabling and Removing User Accounts

Things to consider:

change other passwords

terminate running processes

remove user from secondary groups

(re)de�ne a mail alias or redirect mail
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Disabling and Removing User Accounts

Things to consider:

change other passwords

terminate running processes

remove user from secondary groups

(re)de�ne a mail alias or redirect mail

remove any cronjobs or other pending tasks for that user
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Disabling and Removing User Accounts

Things to consider:

change other passwords

terminate running processes

remove user from secondary groups

(re)de�ne a mail alias or redirect mail

remove any cronjobs or other pending tasks for that user

backup all of the users �les
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Disabling and Removing User Accounts

Things to consider:

change other passwords
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Practical Policies
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Practical Policies

Some important policy documents you may need:

administrative service policies

rights and responsibilities of users

policies regarding sysadmin or other users with special privileges

guest account policies

disaster recovery plan

donation policies
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Practical Policies

Some important policy documents you may need:

administrative service policies; may include

scheduled downtime

problem report system

emergency contacts

rights and responsibilities of users

Terms of Service (TOS)

resources available

time sharing information

policies regarding sysadmin or other users with special privileges

guest account policies

disaster recovery plan

donation policies
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Practical Policies
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Policy Enforcement

In order to enforce a policy you need to make sure, that

all involved parties are informed of the policy

Got Root? Politics, Policies and Ethics February 19, 2009



CS615A - Aspects of System Administration Slide 51

Policy Enforcement

In order to enforce a policy you need to make sure, that

all involved parties are informed of the policy

you log relevant information

Got Root? Politics, Policies and Ethics February 19, 2009



CS615A - Aspects of System Administration Slide 52

Policy Enforcement

In order to enforce a policy you need to make sure, that

all involved parties are informed of the policy
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Policy Enforcement

In order to enforce a policy you need to make sure, that

all involved parties are informed of the policy

you log relevant information

logs cannot be tempered with and are secure

you didn't policy yourself into additional responsibility
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Ethics
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Ethics

The SAGE Code of Ethics:

Professionalism
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity

Privacy
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity

Privacy

Laws and Policies
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity

Privacy

Laws and Policies

System Integrity

Education
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity

Privacy

Laws and Policies

System Integrity

Education
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Ethics

The SAGE Code of Ethics:

Professionalism

Personal Integrity

Privacy

Laws and Policies

System Integrity

Education

Social Responsibility

Ethical Responsibility
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Examples

A number of random examples on more or less complicated ethical matters:

objectionable website content
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Examples

A number of random examples on more or less complicated ethical matters:
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Examples

A number of random examples on more or less complicated ethical matters:

objectionable website content

manipulating other users' email

granting others access

dealing with law enforcement

questionable behavior in public places
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Examples

A number of random examples on more or less complicated ethical matters:

objectionable website content

manipulating other users' email

granting others access

dealing with law enforcement

questionable behavior in public places

being told or ordered to do something
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At the end of the day...
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Reading

User Management:

Frisch: Ch 6; Burgess: Ch 5;

passwd(5), passwd.conf(5) , login.conf(5) , vipw(8)

group(5)

useradd(8) , usermod(8), user(8) , usermgmt.conf(5)

userdel(8)

Ethics:

http://www.sage.org/ethics.mm
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