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Direct Connection
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In a networked world...
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The Domain Name System

Computers like numbers.

10011011111101100101100100010110
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The Domain Name System

Computers like numbers.

10011011 11110110 01011001 00010110

155 . 246 . 389 . 22
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The Domain Name System

People like names.

shell.cs.stevens.edu
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The Domain Name System
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The Domain Name System

Popular Services - DNS, SMTP April 2, 2009



CS615 - Aspects of System Administration Slide 9

DNS: A hierarchical system
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DNS: A distributed system

There are 13 root servers.
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DNS: A distributed system

There are 13 root servers.

Except... there are more.
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DNS: A distributed system

There are 13 root authorities.
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DNS: A distributed system

There are 13 root server addresses.
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DNS: A distributed system

There are hundreds of root servers.
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DNS: A distributed system
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The Domain Name Space

The domain name space consists of a tree of domain
names.
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The Domain Name Space

The domain name space consists of a tree of domain
names.

A subtree divides into zones.
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The Domain Name Space

The domain name space consists of a tree of domain
names.

A subtree divides into zones.

Each node may contain resource records.
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The Domain Name Space
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Domain Names

shell.cs.stevens.edu

Domain Names are read from right to left and components
separated by a “. ”.




CS615 - Aspects of System Administration Slide 21

Domain Names

shell.cs.stevens.edu.

The root is known as “. ”, but is usually left out.
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Domain Names

shell.cs.stevens. edu.

There is a small number of top level domains.
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Domain Names

shell.cs. stevens.edu.

Each domain can be divided into any number of sub
domains.
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Domain Names

shell. cs.stevens.edu.

Each domain can be divided into any number of sub
domains.
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Domain Names

shell .cs.stevens.edu.

The left-most component of a domain name may be a
hostname.
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Fully Quali ed Domain Names

shell.cs.stevens.edu.

A hostname with a domain name is known as a FQDN.
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DNS servers come in two avors

Authoritative DNS
Nameservers Resolvers
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Hostname resolution

Resolution on a resolver involves a number of queries:

$ nslookup shell.cs.stevens.edu
Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer:

shell.cs.stevens.edu canonical name = murky.cs.stevens. edu.
Name: murky.cs.stevens.edu

Address: 155.246.89.22

$
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Hostname resolution

Resolution on a resolver involves a number of queries:

13:35:22.536969 IP panix.netmeister.org.57997 > G.ROOT- SERVERS.NET.domain:
25307% [lau] A? shell.cs.stevens.edu. (49)

13:35:22.646808 IP G.ROOT-SERVERS.NET.domain > panixtmeister.org.57997:
25307- 0/7/9 (317)

13:35:23.683981 IP panix.netmeister.org.57997 > c.gtld- servers.net.domain:
59761% [lau] A? shell.cs.stevens.edu. (49)

13:35:23.687915 IP c.gtld-servers.net.domain > panix.ne tmeister.org.57997:
59761- 0/2/3 (134)

13:35:23.688330 IP panix.netmeister.org.57997 > nrac.st evens-tech.edu.domain:
15321% [lau] A? shell.cs.stevens.edu. (49)

13:35:23.693278 IP nrac.stevens-tech.edu.domain > panix .netmeister.org.57997:
15321* 2/2/3 CNAME[|domain]

13:35:23.696063 IP panix.netmeister.org.57997 > sitult. stevens-tech.edu.domain:
2385% [lau] A? murky.cs.stevens.edu. (49)

13:35:23.700196 IP sitult.stevens-tech.edu.domain > pan IXx.netmeister.org.57997:
2385*- 1/2/3 A murky.cs.stevens.edu (150)
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Hostname resolution

Resolution on a resolver involves a number of queries:

$ host -

. Name
. Name
. Name
. Name
. name
. Name
. Name
. name
. Name
. Name
. Name
. Name

name

t ns .
server
server
server
server
server
server
server
server
server
server
server
server
server

. ROOT-SERVERS.NET.
D.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET.
M.ROOT-SERVERS.NET.
F.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET.
E.ROOT-SERVERS.NET.
L.ROOT-SERVERS.NET.
H.ROOT-SERVERS.NET.
J.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET.
G.ROOT-SERVERS.NET.
K.ROOT-SERVERS.NET.

Slide 30

Popular Services - DNS, SMTP

April 2, 2009



CS615 - Aspects of System Administration

Hostname resolution

Resolution on a resolver involves a number of queries:

$ dig -t ns edu.

[.]

;v ANSWER SECTION:

edu. 172697 IN
edu. 172697 IN
edu. 172697 IN

[-..]
;; ADDITIONAL SECTION:

(-]

e.gtld-servers.net. 87863 IN
d.gtld-servers.net. 87582 IN
a.gtld-servers.net. 97467 IN
a.gtld-servers.net. 97467 IN
[..]

$

NS
NS
NS

A
A
A
AAAA

e.gtld-servers.net.
a.gtld-servers.net.
d.gtld-servers.net.

192.12.94.30

192.31.80.30

192.5.6.30
2001:503:a83e::2:30
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Hostname resolution

Slide 32

Resolution on a resolver involves a number of queries:

$ nslookup -query=ns stevens.edu.
Server: 166.84.67.2
Address: 166.84.67.2#53

Non-authoritative answer:
stevens.edu nameserver = nrac.stevens-tech.edu.
stevens.edu nameserver = sitult.stevens-tech.edu.

Authoritative answers can be found from:
sitult.stevens-tech.edu internet address = 155.246.1.20

$
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Hostname resolution

Resolution on a resolver involves a number of queries:

$ nslookup shell.cs.stevens.edu
Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer:

shell.cs.stevens.edu canonical name = murky.cs.stevens. edu.
Name: murky.cs.stevens.edu

Address: 155.246.89.22

$
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DNS Resource Records

@ NS — an authoritative name server

@ CNAME - the canonical name for an alias

@ SOA — marks the start of a zone of authority
@ PTR — a domain name pointer

@ HINFO — host information

@ MX — mail exchange

@ TXT text strings
LI
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DNS Resource Records

$ host shell.cs.stevens.edu

shell.cs.stevens.edu is an alias for murky.cs.stevens.ed u.
murky.cs.stevens.edu has address 155.246.89.22

murky.cs.stevens.edu mail is handled by 0 guinness.cs.ste vens-tech.edu.

$
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DNS Resource Records

$ host a.gtld-servers.net

a.gtld-servers.net has address 192.5.6.30

a.gtld-servers.net has IPv6 address 2001:503:a83e::2:30

$ host -t ptr 2001:503:a83e::2:30

0.3.0.0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.e.3.8.a.3.0 .5.0.1.0.0.2.ip6.arpa
domain name pointer a.gtld-servers.net.

$ host -t ptr 192.5.6.30

30.6.5.192.in-addr.arpa domain name pointer a.gtld-serv ers.net.
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Popular Services

Simple Mall Transfer Protocol
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Why SMTP needs to be a reliable service

Private:

$ grep -¢c "“From
20333
$ grep
7641
$ grep
180

$

Work:
$ grep
32068
$ grep
9694

$ grep
215

$

""From

1
()

""From

1
@)

""From

1
(@)

""From

1
)

""From

1
(@)

*2009' Mail/proclog
*Mar .*2009' Mail/proclog

FApr  2.*2009' Mail/proclog

*2009' Mail/proclog
*Mar .*2009" Mail/proclog

FApr 2.*2009' Mail/proclog
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The Mail System

Divided into
@ Mail User Agent or MUA, such as mutt
@ Mail Transfer Agent or MTA, such as post x
@ Mail Delivery Agent or MDA, such as procmail

@ Access Agent providing access via POP, IMAP etc.
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Anatomy of an email message
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Anatomy of an email message
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Anatomy of an email message

Popular Services - DNS, SMTP April 2, 2009



CS615 - Aspects of System Administration

An email example

$ telnet guinness.cs.stevens.edu 25

Trying 155.246.89.8...

Connected to guinness.cs.stevens-tech.edu.
Escape character is "]

220 guinness.cs.stevens-tech.edu ESMTP Postfix
helo shell.cs.stevens.edu

250 guinness.cs.stevens-tech.edu

mail from: <jschauma@ecs.stevens.edu>
250 Ok

rcpt to: <jschauma@netmeister.org>

250 Ok

data

354 End data with <CR><LF>.<CR><LF>
Subject: Act I, Scene |

When shall we three meet again?
In thunder, lightning, or in rain?

250 Ok: queued as 3CE84167A5
quit

221 Bye

gonnection closed by foreign host.
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SMTP Codes

SMTP codes consist of three digits in ve classes:

@ 1xx — Mail server has accepted the command, but does not yet take any action. A
con rmation message is required.

@ 2xx — Mail server has completed the task successfully without errors.

@ 3xx — Mail server has understood the request, but requires further information to
complete it.

@ 4xx — Mail server has encountered a temporary failure. If the command is
repeated without any change, it might be completed. Try again, it may help!

@ 5xx — Mail server has encountered a fatal error. Your request can't be processed.

Popular Services - DNS, SMTP April 2, 2009
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An email example
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From jschauma@cs.stevens.edu Thu Apr 2 14:41:43 2009
Return-Path: jschauma@cs.stevens.edu

X-Original-To: jschauma@netmeister.org

Delivered-To: jschauma@netmeister.org

Received: by panix.netmeister.org (Postfix, from userid 1 004)

id DEFCC7128A; Thu, 2 Apr 2009 14:41:42 -0400 (EDT)
X-Spam-Checker-Version: SpamAssassin 3.2.4 (2008-01-01 ) on
panix.netmeister.org
X-Spam-Level:

X-Spam-Status: No, score=-1.9 required=5.0 tests=AWL,BA YES 00 autolearn=ham
version=3.2.4
Received: from guinness.cs.stevens-tech.edu (guinness. cs.stevens-tech.edu
[155.246.89.8])
by panix.netmeister.org (Postfix) with ESMTP id 2BC7A7128 8
for <jschauma@netmeister.org>; Thu, 2 Apr 2009 14:41:12 -0 400 (EDT)

Received: by guinness.cs.stevens-tech.edu (Postfix, fro m userid 32767)
id 49F38167D1; Thu, 2 Apr 2009 14:41:12 -0400 (EDT)
Received: from shell.cs.stevens.edu (murky.cs.stevens. edu [155.246.89.22])

by guinness.cs.stevens-tech.edu (Postfix) with SMTP id 3C EB4167A5
for <jschauma@netmeister.org>; Thu, 2 Apr 2009 14:40:45 -0 400 (EDT)
Subject: Act I, Scene |
Message-ld: <20090402184053.3CE84167A5@guinness.cs.sevens-tech.edu>
Date: Thu, 2 Apr 2009 14:40:45 -0400 (EDT)
From: jschauma@cs.stevens.edu
To: undisclosed-recipients: ;

When shall we three meet again?
In thunder, lightning, or in rain?
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Mail Addressing and Delivery

A mail sent to user@subdomain.tld may be delivered to different places depending
on:
@ the DNS MX record, for example:

cs.stevens-tech.edu. IN MX O guinness.cs.stevens-tech.e du.
IN MX 10 jake.cc.stevens-tech.edu.

@ mail aliases, following the syntax:
local-name: user [, user ...]
@ |ocal forwarding / ltering; for example:

@ procmail(1)
@ ~/.forward
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Reading

DNS:
@ http://www.root-servers.org/
@ RFC 1034, 1035
SMTP:
@ RFC 821, 2821
@ aliases(b) , mail(1)
@ sendmail(8) , postfix(8)
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