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Analysis tools exist for information �ow in software, e.g.� Sword4J (tra
ks taint in Java)� Jif (se
urity-typed Java, de
entralized labels, et
)� FlowCaml (subset of o
aml)� SPARK/Ada� dynami
 
ontrol in runtime, e.g., taint mode in Perl� dynami
 
ontrol in OSBut stati
 analysis sometimes too 
onservative,dynami
 analysis is 
ostly or in
omplete,and poli
y spe
i�
ations are in
omplete and restri
tive.Naïve de
lassi�
ation. . . 2 Feb 2009 2/26
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Example poli
y: medi
al re
ord release
� The patient's diagnosis is released to insuran
erepresentative, but not the do
tor's notes (both are normallyse
ret).� Pre
eding release, an audit log entry is made, in
luding thepatient ID and re
ord version, as well as the IDs of the o�
e
lerk and insuran
e rep.� At the time of release, both 
lerk and representative shouldbe users with valid 
redentials to a
t in their respe
tive roles.
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Conformant implementation?
lass PatientRe
ord {int id, vsn; String{H} diagnosis; String{H} notes; }
lass InsRe
ord { int id; String diagnosis; }...Obje
t release (DB db, int patID, Clerk 
, InsRep r)pre
ond: sys.auth(
,"
lerk") && sys.auth(r,"rep"){ InsRe
ord ir := new InsRe
ord(); boolean t;PatientRe
ord pr := db.lookup(patID);if (subString("HIV",pr.diagnosis)) t := true;ir.id := pr.id;ir.diagnosis := pr.diagnosis;if (t) pr.id.setFont("itali
");return ir; }Naïve de
lassi�
ation. . . 2 Feb 2009 4/26
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ord { int id; String diagnosis; }...Obje
t release (DB db, int patID, Clerk 
, InsRep r)pre
ond: sys.auth(
,"
lerk") && sys.auth(r,"rep"){ InsRe
ord ir := new InsRe
ord();PatientRe
ord pr := db.lookup(patID);if (pr != null) {log.append(
.id, r.id, pr.id, pr.vsn, "release");ir.id := pr.id; ir.diagnosis := pr.diagnosis;return ir;} else { return new Msg("not available"); } }Naïve de
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Conformant implementation?Goal: automated stati
 veri�er that a

epts the pre
eding 
odeand reje
ts wrong versions.Assuming:� sys.auth(...) represents a
tual state of authenti
ation� authenti
ation proto
ol is 
orre
t� integrity of audit log� platform un
orrupted (program means what it says)� release exe
utes atomi
allyBut what does the poli
y even mean?Naïve de
lassi�
ation. . . 2 Feb 2009 6/26
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Outline of talk
� baseline poli
y and atta
ker model� non-interferen
e and delimited release �what �ows� gradual release �where in 
ode� our notion: 
onditioned gradual release� spe
i�
ation and enfor
ement� results and future work
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Baseline poli
y and atta
ker model� baseline: �xed labels (e.g., H,L) on external variables (e.g.,System.in and System.out)� a

ess 
ontrol assumption: atta
ker 
annot read or write Hvariables (i.e., platform/
on�guration not 
orrupted)� atta
ker knows 
ode, but it is �veri�ed� in some sense to bede�ned later (e.g., atta
ker may provide plug-ins but theseare type
he
ked, maybe have �proof 
erti�
ates�)� intermediate states are visible� i.e., termination and low writes are visible; but not real timeor other 
overt 
hannels (
f. MILS ar
hite
ture)Naïve de
lassi�
ation. . . 2 Feb 2009 8/26
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Semanti
s of baseline poli
y, vsn. 1Initial values of H variables do not in�uen
e �nal values of Lvariables.Let l be the low variables and let s , t be states.Write s ∼ t i� s and t agree on the low variables.Write s →∗ t to say the program yields t from s .Non-Interferen
e:if s0 ∼ s1 and s0 →∗ t0 and s1 →∗ t1 then t0 ∼ t1.Expressed in relational Hoare logi
:pre: A(l) post: A(l)Using agreement de�ned by (s0, s1) |= A(l) i� s0 ∼ s1and 
onsidering two program runs.Naïve de
lassi�
ation. . . 2 Feb 2009 9/26
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De
lassify what: delimited releaseRelease diagnosis but not do
tor's notes.Release parity of se
ret: l := de
lass(h%2)pre: A(h%2) ∧A(l) post: A(l)Idea: �es
ape hat
h� expression h%2 is low, although h is high.Beware of laundering: pre: A(h xor h ′) post: A(l)h := h xor h ′; l := de
lass(h xor h ′)Poli
y refers to initial state; ok as long as 
an't update h ,h ′.
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De
lassify when: NI untilRelease diagnosis only when log entry has been made and 
lerkand insuran
e representative authenti
ated.If si →∗ ti and s0 ∼ s1 then either t0 ∼ t1 or else ti satis�es the
ondition.Or: the 
ondition is true of one of the tra
es si →→ . . . → tiLabel H  
 L means NI until 
 holds [Chong,Myers'04℄.Anything 
an happen thereafter; need stronger property.
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De
lassify whereRelease diagnosis only when log entry has been made and 
lerkand insuran
e representative authenti
ated.�where in the 
ode is there a designated de
lass, and what
onditions hold there? (
f. labels on downgraders)Preliminary de�nitions:A tra
e σ is sequen
e of states resulting from assignments.purge(σ) deletes the states resulting from H assignments.
σ ∼ τ i� lowvis(purge(σ)) = lowvis(purge(τ))where lowvis throws away H variables.Naïve de
lassi�
ation. . . 2 Feb 2009 12/26
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Semanti
s of baseline poli
y, vsn. 2
Re
all σ ∼ τ i� lowvis(purge(σ)) = lowvis(purge(τ))Non-interferen
e with intermediate observations:If s ∼ tand σ, τ are the 
orresponding 
omplete tra
esthen σ ∼ τ.
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Gradual releaseDe�ne U(σ), the un
ertainty about initial state, w.r.t.observation σ, by U(σ) = {s | ∃τ : τ ∼ σ ∧ τ0 = s}Note that U(σ t) ⊆ U(σ) always. (tra
e σ followed by t)Gradual Release property [Askarov,Sabelfeld'07℄: for all σ, t ,if σ t is a tra
e then� either U(σ t) = U(σ)� or the step to t is a de
lassTo dete
t de
lass, 
onsider runs with program 
ounter.Naïve de
lassi�
ation. . . 2 Feb 2009 14/26



Gradual releaseDe�ne U(σ), the un
ertainty about initial state, w.r.t.observation σ, by U(σ) = {s | ∃τ : τ ∼ σ ∧ τ0 = s}Note that U(σ t) ⊆ U(σ) always. (tra
e σ followed by t)Gradual Release property [Askarov,Sabelfeld'07℄: for all σ, t ,if σ t is a tra
e then� either U(σ t) = U(σ)� or the step to t is a de
lassTo dete
t de
lass, 
onsider runs with program 
ounter.Naïve de
lassi�
ation. . . 2 Feb 2009 14/26



Gradual releaseDe�ne U(σ), the un
ertainty about initial state, w.r.t.observation σ, by U(σ) = {s | ∃τ : τ ∼ σ ∧ τ0 = s}Note that U(σ t) ⊆ U(σ) always. (tra
e σ followed by t)Gradual Release property [Askarov,Sabelfeld'07℄: for all σ, t ,if σ t is a tra
e then� either U(σ t) = U(σ)� or the step to t is a de
lassTo dete
t de
lass, 
onsider runs with program 
ounter.Naïve de
lassi�
ation. . . 2 Feb 2009 14/26



Gradual releaseDe�ne U(σ), the un
ertainty about initial state, w.r.t.observation σ, by U(σ) = {s | ∃τ : τ ∼ σ ∧ τ0 = s}Note that U(σ t) ⊆ U(σ) always. (tra
e σ followed by t)Gradual Release property [Askarov,Sabelfeld'07℄: for all σ, t ,if σ t is a tra
e then� either U(σ t) = U(σ)� or the step to t is a de
lassTo dete
t de
lass, 
onsider runs with program 
ounter.Naïve de
lassi�
ation. . . 2 Feb 2009 14/26



Gradual release examples
Gradual release: for all σ, t , if σ t is a tra
e then either
U(σ t) = U(σ) or the step to t is a de
lass.Se
ure: l := de
lass(h)Inse
ure: h := h ′; h ′ := 0; l := de
lass(h ′); h ′ := h ; l := h ′But it does satisfy pre: A(h ′) post: A(l).
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Conditioned gradual releaseSpe
ify ea
h l := de
lass(E) with a pre
ondition P ∧ φwhere P is state predi
ate, φ is 
onjun
tion of agreements.Conditioned gradual release (CGR): at every step, if atta
kerun
ertainty de
reases then it is a de
lass step with poli
y P ∧ φ,and� P is true at that step, and� the step satis�es pre: P ∧ φ post: A(l)where l are the program's low variables.
Naïve de
lassi�
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Small examples of CGR
if h 6= 0 then l := de
lass(h ′) else skipis inse
ure: observing termination with l un
hanged impliesh = 0, but no de
lassify step is observed.b := de
lass(h 6= 0); if b then l := de
lass(h ′) else skipis se
ure for poli
y with A(h 6= 0) for �rst de
lass and A(h ′) forse
ond.
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Enfor
ing delimited releasePoli
y: set of es
ape-hat
h expressions. (Jif: those in de
lassexpressions; better: separate from 
ode [Hi
ks et al'06℄.)Type
he
k the no-read-up/write-down 
onditions,but exempt de
lass statements and disallow them in H 
ontexts(under H guards).For ea
h l := de
lass(E), E must be an es
ape-hat
h(trivial synta
ti
 mat
h, 
ould do better).Disallow updates of H variables.
Naïve de
lassi�
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Enfor
ing gradual release
Poli
y: mark assignments that are allowed to de
lassify, e.g., bywriting x := de
lass(y)Type
he
k the no-read-up/write-down 
onditions, but exemptde
lassify statements and disallow them in H 
ontexts.l := de
lass(h); l := h is se
ure for G.R., but is reje
ted.
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Enfor
ing CGRPoli
y: Labeling for baseline. And to ea
h l := de
lass(E)atta
h a �owspe
, pre: P ∧ φ� Type-
he
k no-read-up/write-down, exempting de
lass; node
lass in H 
ontext; no updates of H variables (in φ).� For ea
h l := de
lass(E) with �owspe
 P ∧ φ, verify that itsatis�espre: P ∧ φ post: A(l)� Verify that P is a valid pre-assertion.Type-
he
ker + relational veri�er + assertion veri�er.Naïve de
lassi�
ation. . . 2 Feb 2009 20/26
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What and when poli
iesPoli
y should be separate from 
ode. (�Where� poli
y is indire
tapproa
h to �when�, 
f. intransitive NI.)S
hemati
 �owspe
 pre: P ∧ φ modif: x of type TIn P -states, 
an release, in any variable x , info bounded by φ.Instead of reje
ting bad dire
t �ows x ′ := E , look for �owspe
su
h that� x ′ has type T� P ′ ∧ φ ′ implies A(E)� P ′ is valid pre-assertion(renaming s
hema variable x to x ′)Naïve de
lassi�
ation. . . 2 Feb 2009 21/26



Flowspe
s and heap regionsExample:P : pr .
ommitted ∧ db.re
ent(pr)∧sys .auth(b, 'book') ∧ sys .auth(r , 'rep')∧log .
ontains(b.id , r .id ,pr .id ,pr .vsn , 'release')
φ : A(pr .diagnosis)modif: ir .diagnosisdiagnosis �eld is pointer to immutable string �but what if itwas root of a data stru
ture with mutable parts? e.g., a queryresult as 
olle
tion obje
t.Subsequent H writes 
ould be rea
hable/visible to L.Naïve de
lassi�
ation. . . 2 Feb 2009 22/26
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Region logi
Assertion language uses region expressions denoting sets oflo
ations.pre: Owns(r ,G) all a

ess paths to obje
ts in G go via rA(G .∗) agreement on all �elds of obje
ts in GMutable region expressions in modi�es 
lause: reasoning aboutseparation without rea
hability (fa
ilitates automated dedu
tion,
f. VCC for MS Hypervisor)
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SummaryKnowledge-based formulation of information �ow fa
ilitatespoli
ies that stipulate where in the 
ode releases are permitted,what is released there, and when 
an that 
ode be exe
uted.Straightforward enfor
ement by typing, ordinary assertions, andlo
al relational veri�
ation.(Bonus: avoid 
onservativity of typing.)Theorem: enfor
ement is soundSe
urity property avoids anomalies [Sabelfeld,Sands'05Dimensions and Prin
iples of De
lassi�
ation℄.Naïve de
lassi�
ation. . . 2 Feb 2009 24/26
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i�
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Future work� appli
ations� �initial se
rets� relative to start of session; further:nondedu
ibility on strategies [Wittbold,Johnson;O'Niell,Clarkson,Chong℄� veri�er for region logi
 [ECOOP'08, VSTTE'08℄; de
isionpro
edure for regions� veri�er for relational region logi
 �PVS prototype �rst� enfor
ement tool: integration of type inferen
e/
he
king,assertion 
he
ker, relational veri�erNaïve de
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ation. . . 2 Feb 2009 26/26


