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Represertation independence or relational parametricit y formally characterizes the encapsulation
provided by language constructs for data abstraction and justi es reasoning by simulation. Repre-
sertation independencehas beenshown for a variety of languagesand constructs but not for shared
referencesto mutable state; indeed it fails in general for such languages. This paper formulates
representation independencefor classes,in an imp erativ e, object-oriented language with pointers,
subclassing and dynamic dispatch, class oriented visibilit y control, recursive types and methods,
and a simple form of module. An instance of a class is considered to implement an abstraction
using private elds and so-called representation objects. Encapsulation of representation objects is
expressedby a restriction, called con nement, on aliasing. Represertation independenceis proved
for programs satisfying the con nement condition. A static analysis is given for con nement that
accepts common designs such as the observer and factory patterns. The formalization takesinto
account not only the usual interface between a client and a classthat provides an abstraction but
also the interface (often called \protected") between the classand its subclasses.
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1. INTRODUCTION

You have implemented a class[Dahl and Nygaard 1966; Arnold and Gosling 1998],
FIFO, whoseinstancesare FIF O queueswith public methods enqueueand dequeue
aswell as method sizethat reports the number of elemerts in the queue. The class,
implemented in some Java-like object-oriented language, is part of a library and
is usedby many programs, most unknown to you. The queueis represental using
a singly linked chain of nodesthat point to elemerns of the queue. There is also
a sertinel node [Cormen et al. 1990]. Each instance of FIFO hasa eld num with
the number of nodesand a eld snt that referencesthe sertinel. You realizethat a
simpler, more e cien t implementation can be provided without the sertinel, using
two elds, headand tail, pointing to the end nodesin the chain. You revise method
sizeto return numinstead of num 1 and revisethe other methods suitably. You are
guided to the necessaryrevisionshby thinking about the correspondence,sometimes
called a simulation relation, betweenthe represenations for the two versions.

Can the revisions a ect the behavior of clients, that is, programs that use class
FIFO in someway or other? The answer would be yes, if someclient determined
the number of nodes by reading eld num directly. A client that refersto eld
name snt would no longer compile. But you have taken care to encapsulate the
gueue'srepresenation: the elds are declaredto be private. By using programming
languageconstructslike private elds you aim to ensurethat client programsdepend
only on the abstraction provided by the class, not on its represertation. If client
behavior is independert from the represenation of FIFO, it is enough for you to
ensureequivalent visible behavior of the revised methods.

For scalable systems, scalable system-building tools, and scalable developmert
methods, abstraction is essetial. For reasoningabout a single component, e.g.,
a class, module, or local block, abstraction makes it possible to consider other
componerts in terms of their behavioral interface rather than their internal repre-
sertation. 2 Abstraction is neededfor the automated reasoningembodied in static
analysis tools [Cousot and Cousot 1977]and it is neededfor formal and informal
reasoningabout functional correctnessduring developmert and ewolution [Milner
1971;Hoare 1972]. Modular reasoninghas always beena certral issuein software
engineeringand in static analysis. With the ascendancyof mobile code it has be-
comeabsolutely essetial. For example,it is possiblefor clients of FIFO to belinked
to it only at runtime, soit is impossibleto ched all usesto determine whether the
revisionsa ect them.

The needfor exible but robust encapsulation mecanismsto support data ab-
straction has beenone of the driving forcesin the ewolution of programming lan-
guagedesign, from type safety and scoped local variables to module and abstract
data type constructs [Liskov and Guttag 1986]. There is a rich theoretical liter-
ature on the subject (e.g., [Plotkin 1973; Reynolds 1974; Donahue 1979; Haynes
1984; Reynolds 1984; He et al. 1986; Mitc hell 1996; Lynch and Vaandrager 1995;
de Roever and Engelhardt 1998]). Many di erent language constructs have been
studied. There is considerable variation in the details of these theories, partly
becausethe intended applications vary from justifying general tools for program

2Even a primitiv e type like int is an abstraction from the machine represertation.
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Fig. 1. A FIFO object with its encap-
sulated represertation: private elds and
nodes of a list (within the dashed rectan-
gle). One element of the queue is shown
as well as a user of the queue, but other
objects and references are omitted. The
dotted reference is an example of repre-
sertation exposure.

analysis and transformation to justifying proof rules to be applied to specic pro-
gramsasin the FIFO example. The commonthread is that two implementations of
a componert are linked by a simulation relation betweenthe two represerations.

Unfortunately, thesetheories are inadequatefor object-oriented programs. They
deal well with the encapsulationof data structures that correspond directly to some
languageconstruct, such asmodules, local variables, or private elds. But the FIFO
examplealsoinvolvesencapsulationof a data structure composedof heap cellsand
pointers, including aliasing with the tail eld asdepictedin Fig. 1.

The problem is that encapsulation provided by language constructs often runs
afoul of aliasing. For variables and parameters, aliasing can be prevented through
syntactic restrictions that are tolerable in practice (and often assumedin formal
logics and theories). Aliasing via pointers is an unavoidable problem in object
oriented programming where sharedmutable objects are pervasive. Yet unintended
aliasing can be catastrophic. A version of the Java accesscontrol system was
renderedinsecurebecausea leaked referenceto an internal data structure madeit
possibleto forge crytographic authentication [Vitek and Bokowski 2001]. In simply
typed languages,typeso er limited help: variablesx; y are not aliasedif they have
di erent types. Even this help is undercut by subclasspolymorphism: in Java, a
variable x of type Ob ject canaliasy of any type.

The ubiquity and practical signi cance of the issueis articulated well in the man-
ifesto of Hogg et al. [1992]. A number of subsequeh papersin the object-oriented
programming literature proposedisciplinesto cortrol aliasing. Of particular rele-
vanceare disciplinesthat imposesomeform of ownershipcon nement that restricts
accesdgo designated\representation objects” (repsfor short) exceptvia their \own-
ers", to prevent representation exmpsure [Leino and Nelson 2002]. A good survey
on con nement, especially ownership, can be found in the dissertation of Clarke
[2001]; seealso Lea [2000],Vitek and Bokowski [2001], Clarke et al. [2001], Muller
and Poetzsd-He ter [2000b],Boyland [2001], Aldric h et al. [2002],and the related
work section of this paper.

In Figure 1, an instance of class FIFO (the owner) usesprivate elds to point
to objects intended to be part of its encapsulatedrepresenation, as indicated by
the dashedrectangle. The contribution of this paper is a theory of represeration
independencefor encapsulation of data in the heap, using ownership con nement.
We follow Reynolds[1984]in calling our main result an abstraction theorem. Some
readersmay prefer the term relational parametricity .

The literature on con nement is largely concernedwith static or dynamic chedks
to ensureinvariance of various con nement properties. One of our cortributions is
to showv how establishedsematrtic techniquescan be usedto evaluate con nement
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disciplines. To prove our abstraction theorem, we use a semariic formulation of
con nement. To show that the notion is not too restrictiveor too di cult to enforce,
we give a modular, syntax-directed static analysisfor con nement. It acceptssome
example programsthat embody important object-oriented designpatterns. We do
not claim, however, that it is de nitiv e or comprehensie.

There are a number of ways in which abstractions can be expressedusing con-
structs of contemporary object-oriented languages,ncluding modules, classes]ocal
variables, object instances,not to mention heap structures suc as object groups.
We treat the most common situation: an instance of someclassis viewed asrepre-
senting an abstraction, possibly using someother objects as part of its represena-
tion.

We are aware of no previous results on represeration independencethat address
encapsulation of objects in the heap. Thus it is tempting to presen the ideas
in the setting of a simple idealized language, say a simple imperative language
with pointers to mutable heap cells. But this would leave open some challenging
issues,such as how class-basedscopingrules t with instance-basedabstraction.
We have chosento considera rich imperative object-oriented languagewith class-
basedvisibilit y, inheritance and dynamic binding, type casts and tests, recursive
types, and other features su cien t for programsthat t common design patterns
such as obsener and factory [Gamma et al. 1995].

Previous work on represenation independencehas beenconcernedwith relating
two versionsof a componert with respectto programsthat usethe componen. For
a class,the designerof a classneedsto considernot only users(the client interface)
but alsosubclasseqthe protected interface). This is a sourceof complication in our
treatment of con nement and, to a lesserextent, in our treatment of represena-
tion independence.Our results considerreplacemern of one version of a class(the
\owner") by another with the same public interface, in the context of arbitrary
classeghat useit and/or are subclassef it. On onehand, we cannot allow direct
accessto the owner's elds from subclass code, i.e., \protected" visibility. This
would entail, in general,coordinated revision of multiple classestogether, whereas
for simplicity we considerrevision of a single class. On the other hand, we do treat
accesdo reps from subclasscode.

Overview and readmap. The organization of the paper is intended to make it
possiblefor the casualreaderto skip sometechnical material and still get the gist
of the results.

Sect. 2 introducesthe language for which our results are proved and describes
a simple example with which we review the formalization of represenation inde-
pendenceusing simulation relations. The exampleis extendedto one showing how
represenation independencecan be invalidated by leaked referencesto reps. The
section concludeswith an informal statemert of our abstraction theorem.

Sect. 3 discussegnore elaborate examplesthat typify object-oriented programs.
A versionof a Meyer-Sieler [1988]exampleshows how higher order programscanbe
expressed.Versionsof the obsener pattern [Gammacet al. 1995]illustrate challenges
in formulating robust but practical notions of con nement. The section concludes
with an informal description of our notion of ownership con nement.

Sect. 4 formalizesthe syntax and typing rules. Sect.5 givesa surprisingly simple
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denotational semartics in the manner of Strachey [2000]. The readeris expectedto
be familiar with elemenary domain theory and xp oints but nothing beyond what
is found in introductory textb ooks [Davey and Priestley 1990; Winskel 1993].

Con nement, the semariic notion, is de ned formally in Sect. 6. Sect. 7 gives
the rst main result, an abstraction theorem for con ned programs. Sect. 8 shaws
in detail how the theorem appliesto the examplesin Sect. 3 and to further varia-
tions on the obsener pattern. Sect.9 considersexamplesof the interface betweenan
owner classand its subclasses.To achieve a su cien tly exible form of con nement
for subclassesof the owner class,while avoiding irrelevant complication, we add a
simple module construct to the language. Sect. 10 provesa secondabstraction the-
orem, for this extendedlanguageand for a generalizednotion of simulation needed
for owner subclasses. Sect. 11 wraps up the technical developmen by de ning a
static analysis for con nement that acceptsthe examplesof Sections2, 3, 8, and
9; soundnesswith respect to (semartic) con nement is showvn. Sect. 12 discusses
related work and open challenges.

Detailed proofs are given, as the complexity of similar languageshas led to er-
rors in published proofs, e.g., of type soundness.Appendicesgive someadditional
proofs.

Di er ences from the preliminary version. Outgoing referencesfrom represera-
tion objects to client objects, were disallowed in the preliminary version of this
paper [Banerjee and Naumann 2002a]. We conjectured that they could be allowed
if restricted to read-only accessas in [Muller and Poetzsdh-He ter 2000b; Leino
and Nelson 2002]. Here we allow them without restriction, asis neededto handle
examplessud as the obsener pattern where obseners may well change state in
responseto evernts. We have also added constructors to the language,at the cost of
somecomplexity in proofs due to the interdependenceof semarics for commands
and for constructors. The bene't is succinctformulation of an abstraction theorem
su cien t for transparent application to realistic examples. The other major addi-
tions are as follows: module-scoped methods, the generalizedabstraction theorem,
substartial worked examples,and the static analysisfor con nement.

In [Banerjeeand Naumann 2002a]we discusssimulation proofs of the equivalence
of \security passingstyle" [Wallach et al. 2000] with the lazy \stack inspection”
implementation of Java's privilege-based accesscontrol mecanism [Gong 1999],
and then extend our languageto include accesscontrol. We give an abstraction
theorem for this extended language. It was this study that led us to the main
results but in retrospect it seemstangential and is omitted.

2. REPRESENRTION INDEPENDENCE

We begin this expository section with a very simple example of represenation
independence contriv ed mainly to intro ducethe Java-like languagethat we will use.
Building on this examplewe show how pointer aliasing caninvalidate represenation
independence.We concludewith an informal statemert of the main results. Sect.3
dealswith more challenging examplesincluding the obsener pattern [Gamma et al.
1995]and givesa more precisedescription of ownership con nement.
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2.1 A rst example

The concretesyntax for classeds basedon that of Java [Arnold and Gosling 1998]
but using more conventional notation for simple imperative constructs. Keywords
are typesetin bold font and commerts are precededby double slash. A program
consistsof a collection of classdeclarations like the following one.

class Bool extends Ob ject f
bool f; /I private eld
conf skip g /I public constructor
unit set(bool x)f self.f:= xg // public method
bool get()f result:= self.fg // public method

g

There are two assa@iated methods: settakesa boolean parameter and returns noth-

ing; get takesno parameter and returns a boolean value. Methods are considered
to be public, that is, visible to methods in all classes.(Module-scoped methods are
addedin Sect. 10.) Every method hasa return type; the primitiv e type unit , with

only a single value (it ), correspondsto Java's \v oid" and is usedfor methods like
setthat are called only for their e ect on state.

Instancesof classBool have a eld f of (primitiv e) type bool. A eld f is accessed
in an expressionof the form e.f, and in particular self.f is usedfor elds of the
current object; a bare identier like x is either a parameter or a local variable.
The distinguished variable result providesthe return value; it is initialized with the
default for its type (false for bool and nil for classtypes). Fields are considered
to be private, that is, visible only to the methods declaredin the class. Visibilit y
is class-based,as in many mainstream object-oriented languages: an object can
directly accesshe private elds of another object of the sameclass.

When a new object is constructed, each eld is initialized with the default value
for its type. Then the constructor commandsare executed: the constructors de-
clared in superclassesare executed before the declared one which is designated
by keyword con. We refrain from considering constructors with parameters. In
subsequeh exampleswe omit the constructor if it is skip .

The obsenable behavior of a Bool object can be achieved using an alternate
implementation in which the complemen is stored in a eld:

class Bool extends Ob ject f
bool f;
conf self.f:= true g
unit set(bool x)f self.f:=: xg
bool get()f result:=: (self.fygg

We do not formalize classtypes(\in terfaces" in Java) separatelyfrom classdeclara-
tions. Classnamesare usedastypesand we usethe term classlooselyto meanthe
name of a declaredclass. But we are concernedwith relating comparable versions
of a class: asin the example above, a comparable version has the samename and
methods with the samenamesand signatures.
We claim that no client program using Bool can distinguish one implementation

from the other; thus we are free to replace one by the other. Of coursethis is not
the caseif we consider aspects of client behavior such as real time or the size of
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object code |but theseare not at the level of abstraction of sourcecode. Moreover,
input and output for end usersis of somelimited type likeint or String. If a Bool
could be output directly, say displayed in binary on the screen,then an end user
could distinguish betweenthe implementations. So we consider only clients that
use Bool objects in temporary data structures and not asinput or output data.

An example of such a client is method main in the following class. It declares
a local variable b of type Bool, with scope beginning at the keyword in. In the
absenceof explicit braces,the scope of a local variable extends to the end of the
method body.

class Main extends Objectf
String inout;
unit main()f Bool b:= new Bool in
if ...self.inout...then b.set(true) else b.set(false) ;
self.inout:= convertToString(b.get()) g g

We may consider method main as a main program for which the obsenable state
consistsof eld inout. Its nal value dependson somecondition \...self.inout..."
on its initial value. No object of type Bool is reachable in the state of a Main object
after invocation of main, sothere is no obsenable di erence betweenits behavior
using oneimplementation of Bool and its behavior using the other.

The claim is that we need not consider speci ¢ clients; there is no use of Bool
that can distinguish betweenthe two implementations. The standard reasoning
goesas follows.

(1) Supposeo is an object of type Bool for the rst implementation and o® an object
for the second. The correspondencebetween their states is described by the
local coupling relation

o.f=: (0%) :
(2) This relation hasthe simulation property:
| it holds initially (oncethe constructor has beenexecuted), and
| if the two versionsof set (respectively, get) are executedfrom related states
then the outcomesare related. (As we consider sequettial programs, the
outcomeis the updated heap and the return value if any.)

In short, the relation is establishe by the constructor and preservel by the
methods of Bool.

(3) To consider client programs we must consider program states consisting of
local variables (and parameters)along with the heap, which may contain many
instances of Bool as well as other objects. For states, we de ne the induced
coupling relation for a given local coupling. Primitiv e valuesand locations are
related by equality (later we re ne this to a bijection, to accourt for di erences
in allocation.) A pair of heapsarerelated if there is a one-to-onecorrespondence
betweenBool objects suc that they are pairwise related by the local coupling
of (1), and ewverything elseis related by equality.

The induced coupling relation is presened by all commandsin methods of all
classes.This is the abstraction theorem.
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(4) For a pair of states related by the (induced) coupling, if no Bool objects are
reachablethen the statesare equal. This is the identity extensionlemma, which
follows from the de nition of the induced coupling.

It is a consequenceof (3) and (4) that the two implementations cannot be distin-
guished by a client that doesnot input or output Bool objects. Any initial state
for such a client is related to itself, by (4). We can consider an execution of the
client using either of the two implemertations of Bool; the nal states are related,
accordingto (3). And thus they are equal, by (4).

Identit y extensioncon rms that the chosennotion of coupling relation is suited
to the chosenform of encapsulation. (Here, encapsulationmeansprivate elds and
objects, not input or output.) It is typically a straightforward consequenceof the
de nitions.

For program re nement, identity can be replaced by inequality in step (4). In
this paper we do not emphasizere nement, but the requisite adaptation of our
results is straightforward. For applications in program analysis, other relations are
usedin step (4), e.g.,for secureinformation o w the relation expressesquivalence
from the point of low-security obseners [Volpano et al. 1996].

The abstraction theoremis a non-trivial property of the language. It would fail,
for example, if the language had constructs that allowed client programs to read
the private elds of Bool |[or to enumerate the namesof the private elds, or to
qguery the number of boolean elds that are currently true. In fact, similar facilities
can be found in somere ection libraries and in the implemertation of Java's inner
classesput are consideredto be aws [Bhowmik and Pugh 1999].

Familiar operations on pointers, however, can alsoviolate abstraction. For exam-
ple, with pointer arithmetic one can distinguish betweentwo represerations that
dier only in the size of storage used (e.g., represeriing a boolean value using one
bit of an integer versus one bit of a character). Even in the absenceof pointer
arithmetic, sharedreferencedead to the following problem.

2.2 Repesentationexposure

Consider the following classOBool which provides functionality similar to that of
Bool, in fact using Bool. For clarity we have chosendi erent method names, to
emphasizethat we are not comparing this classwith Bool.

class OBool extends Ob ject f
Bool g;
unit init()f self.g:= new Bool; self.g.set(true)g
unit setgbool x)f self.g.set(x)g
bool getg()f result:= self.g.get()g g

To simplify the formal developmert, we sidestepthe complicated interactions be-
tween subclassingand method calls in constructors by con ning attention to con-
structors without parameters or method calls. In caseswhere this is inadequate,
an ordinary method can be used (lik e init in this example).

Here is an alternate implemertation of OBool.

class OBool extends Ob ject f
Bool g;



10 A. Banerjeeand D. A. Naumann

unit init()f self.g:= new Bool; self.g.set(false)yy
unit setgbool x)f self.g.set( x) g
bool getg()f result:= : (self.g.get()) g g

To describe the connection betweenthe two implementations a suitable local cou-
pling (recall (1) in Sect.2.1) is the following relation betweenan object state o for
the rst implementation of OBool and o° for the alternate one:

(o.g= nil = 0%g) _ (0.g6 nil 6 g~ o0.9.f=: (0%g.f)) . ()

If o and o° are newly constructed, the rst disjunct holds; method init establishes
the seconddisjunct. Invocations of setg and getg maintain the relation: From
related initial states, either both abort (due to dereferencingnil becauseinit has
not beencalled) or both terminate in related states.

For theseimplementations, it is not just a private eld that is to be encapsulated,
but also the object referencedby that eld. This is apparert in the coupling ( )
which involves both. To describe the roles of the objects involved, we call class
OBool an owner class. Its instances\own" objects of classBool, their represenation
objects, which are called reps for short. Together,an owner and its reps constitute
what we call an island (cf. Fig. 1), following Hogg [1991].

Here is a suitable client for OBool.

class Main extends Object f
String inout;
unit main()f OBool z:= new OBool in z.init();
if ...self.inout...then z.setg(true)else z.setg(false) ;
self.inout:= convertToString(z.getg()) g g

This does not distinguish betweenthe two implementations of OBool nor doesit
violate the intended encapsulationboundary.

Supposewe add to both versionsof OBool the following method which \leaks" a
referenceto the rep object.

Bool bad()f result:= self.gg

The method givesits caller an alias to the object pointed to by the private eld
0. This makesthe location of the encapsulatedobject visible to clients. In and of
itself, accesgo this location is not harmful.® Like the other methods, method bad
presenes( ). But aclient classC can exploit the leak asin the following command.

OBool z:= new OBool in z.init();
Bool w:= z.bad() in if w.get() then skip else abort

The commandaborts if the new OBool is an object o° for the secondimplemertation
of OBool, but it doesnot abort for an object o for the rst implementation. An

3To make this clear, one could assumethat, for both versions of OBool, the Bool object is allo cated
at the same location. The assumption can be formalized by adding a conjunct 0.g = o%g to
coupling ( ) and assuming that method init preserves this equality. It is then preserved by all
the methods of OBool including bad. Another justi cation is given in Sect. 10 where we show
formally how the language is \parametric in locations".
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attempt to argue using the stepsin Sect. 2.1 breaks down becausethis di erence
in behavior violates the abstraction theorem, step (3).

Identity extension, step (4), also fails. For a related pair 0,0° of OBool objects
we have 0.g = o%g but 0.g.f6 o%g.f. Thus the relation is not the identity for the
client to which, owing to method bad the reps are visible.

The client in the example above does happen to presene the relation ( ), up to
the point wherethe program doesor doesnot diverge,becauset doesnot alter the
state of the objects it accessesFor an examplewherethe abstraction theorem, step
(3), fails with terminating computations, considerthe following client command.

OBool z:= new OBool in z.init(); Bool w:= z.bad() in w.set(true)

This doesnot presene ( ). To seewhy, supposeo;o® are a related pair of OBool
objects assignedto z and satisfying ( ). After the assignmen to w, the e ect of
w.set(true) is to make o.g.f = o%g.f, contrary to the relation ( ). This is very
dierent from the e ect of z.setg(true)

The examples shov that both ingredients of represenation independence |
identit y extension and presenation| can fail if a rep is leaked. The challengeis
to con ne pointers in a way that disallows harmful leaks and thus admits a robust
represenation independenceproperty |without imposingimpractical restrictions.
The challengeis made more di cult by various features of Java-like languages,for
example,type casts. We considercastsnow; other challengesare deferredto Sect. 3.

Supposewe changethe return type for method bad, attempting to hide the type
of the rep object.

Ob ject bad()f result:= self.gg

ClassOb ject is the root of the subclassinghierarchy so by subsumption it allows
referencedo objects of any class. The client canusea cast, \ (Bool)", to assertthat
the result of z.bad() hastype Bool. (In a state wherethe assertionis false, the cast
would causeabortion.)

OBool z:= new OBool in z.init();
Bool w:= z.bad() in if w.get() then skip else abort

Again, the client is dependert on represenation.

Note that the castcould not be usedif the scope of classnameBool did not include
the client. This suggestsa focus on modules (\pac kages"in Java) for con nement
of pointers, as has been studied by Vitek and Bokowski [2001] among others (see
Sect. 12). But in our example the eld has private scope, ead rep is assaiated
with a single owner, and the coupling relation is expressedin terms of a single
owner. Our results accourt for this sort of instance-basedencapsulation. Instance-
based encapsulation facilitates more local or modular reasoning |in  particular,
a local coupling pertains to a single instance of the owner class. It is suited to
many common design patterns, as we illustrate in the sequel, and it is similar
to the value-orierted notions used for represenation independencein functional
languages[Reynolds 1984; Mitc hell 1986;1991].

2.3 Overviewof results

In the examplesabove, class OBool is viewed as providing an abstraction. It is
just as sensibleto consider Bool as providing an abstraction for which OBool is a



12 A. Banerjeeand D. A. Naumann

client. We do not annotate programs with a xed designation of owners and reps.
Rather, we study how to reasonabout a class,say Own, that one has chosento
view as an abstraction with encapsulatedrepresenation. Instancesof any subclass
of Own are also consideredto be owners. A secondclass,say Rep, is designated
as the type of reps for Own (reps can be any subclassof Rep). In practice, Rep
could be an interface or classtype, and there could be multiple Rep classesthese
generalizationsare straightforward but would complicate the formalization.

A complete program is a closed collection of class declarations, called a class
table* We consider an idealized Java-like languagesimilar to the sequetial frag-
ment of C++ (without pointer arithmetic), Modula-3, Oberon, C#, Eiel, and
other class-basedanguages. It includes subclassingand dynamic dispatch, class
oriented visibilit y cortrol, recursivetypesand methods, type castsand tests (Java's
instanceof ), and a simple form of module.

Roughly speaking, a classtable CT is con ned, for Own and Rep, if all of its
methods presene con nement. A con ned heap is one where the objects can be
partitioned into some owner islands (recall Fig. 1) along with a block of client
objects asin Fig. 5. Furthermore, there are no referencesrom clients to reps. (We
usethe term client for all objects except ownersand reps.)

Sect. 3 discussescon nement in more detail and the formal de nitions are the
subject of Sect. 6. The full signi cance of the de nitions does not becomeclear
until Sect. 9 where we study subclassesof Own: an object of such a type inherits
the methods and private elds of Own, which manipulate reps. To be useful, owner
subclassesmust have some accessto reps. On the other hand, as mentioned in
Sect. 1, full accesss not granted sincewe treat revision of a single class.

Our objective is to compareversionsof Own that may usedi erent reps. We say
CT and CT are comparableif they are identical exceptfor having di erent versions
of classOwn, and those two versionsdeclare the same public methods. The two
versionsof Own may well usedi erent rep classessay Repand Rep®. Without loss
of generality, our formalization has both Rep and Rep’ presert in CT and in CT®.

A key question is how to formalize local couplings, step (1) of the proof method
outlined in Sect.2.1. To allow useful data structures, we needto allow represen-
tations to include pointers to client objects (e.g., elemens of the FIFO queuein
Fig. 1). But if the programmer is required to de ne a relation involving the state of
objects outside the encapsulateddata, how can this be donein a modular way? We
have chosento userelations on the encapsulatedstate only. Put di erently: those
things on which a coupling dependsare consideredas part of the island. Although
other alternatives merit study, this one makes for transparent application of the
formal results to interesting examples(this is donein Sects.8 and 9). Moreover, it
is straightforward to de ne the induced coupling.

A local coupling is a relation betweena pair of owner islands for comparableCT
and CTC A simpleexampleis givenby ( ) abovein Sect.2.2. More interesting is the
obsener example, discussedn Sect. 3, which usesa linked list of client objects (the
obseners). In Fig. 7 on page45, a local coupling is depicted in which the obsener
objects occur as dangling pointers from the corresponding islands. The point is

40ur theory provides for modular reasoning about a single class in the context of an arbitrary
classtable. But it simplies the semartic model to assumethat the classtable is closed.
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that both versionsare manipulating the same obsener objects in the same way,
including the invocation of methods on those objects. Sothe state of the obsener
objects is not relevant in the local coupling |[nor could it be, if the reasoningis to
be carried out in a modular way independert of the particular clients.

In a related pair of islands, both owners have the sameclass,which may well be
a proper subclassof Own.

The induced coupling relation for heapsrelates h to h®just if there are con ning
partitions for which corresponding islandsare pairwise related by the local coupling.
Moreover, there is an exact correspondence between client objects in h and h®
Primitiv e values are related by equality. Locations are related by an arbitrary
bijective renaming, which is neededto accourt for di erences in allocation behavior.

The induced relation is a simulation if it is presened by the methods of class
Own in CT andin CT?% A method declaredin oneversionof Own may be inherited
in the other version;it is the behavior of those methods that matters.

The abstraction theorem says that the induced coupling is presened by all meth-
ods of all classesprovided that it is a simulation and both classtables are con ned.
The identity extensionlemma says that the induced relation is the identity, after
garbagecollection, for client statesin which no owners are reachable.

Sect. 7 givesthe formal de nitions for coupling and simulation in the special case
where locations of objects other than reps are related by equality. The abstraction
and identity extension results are proved there in detail. Sect. 10 generalizesthe
de nitions to allow an arbitrary bijection on locations; abstraction and identit y
extensionare proved for the generalcase. The special caseis of interest becauseit
is simpler and adequatefor someapplications in program analysis (e.g., [Banerjee
and Naumann 2002b]) and for non-trivial exampleslike those of Sect. 3 (as shovn
in Sect. 8). Examplesthat require the general caseare given in Sect. 9; they are
subclassesof Own that construct reps and passthem to methods of Own asin the
factory pattern [Gamma et al. 1995]. Notation is more complicated for the general
casebut the proofs are not very di erent from the special case.

Theseresults are proved in terms of a semaric formulation of con nement; in-
deed,the details of this formulation comedirectly from what is neededin the proofs.
Sect. 11 givesa syntax-directed static analysis: typing rules that characterize safe
programs and a proof that safety implies con nement (soundness). Our objective
is to round out the story by showing how con nement can be achieved in practice,
not to give a de nitiv e treatment of static analyses.But our analysisacceptsmany
natural examplesand the constraints are clearly motivated in the proof of sound-
ness. The analysisis modular: It doesnot require code annotations and the only
constraint it imposeson client programsis that they cannot manufacture reps.

3. OWNERSHIPCONFINEMENT

This section considerstwo examplesof represenation independence. The rst is
an object-oriented version of an example given by Meyer and Sieber [1988] as a
challengefor sematrtics of Algol. It illustrates the expressivenessof object-oriented
constructs, speci cally the useof callbacks which go against the hierarchical calling
structure which typi es the simplest forms of procedural and data abstraction.
The secondexampleis an instance of the obsener pattern [Gamma et al. 1995]
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which is widely usedin object-oriented programs. In addition to callbacksit involves
a non-trivial data structure and outgoing referencesfrom represenation objects to
clients. Note that we usethe term client not just for objects that usean abstraction
by instantiating it or calling its methods but for all objects exceptinstancesof the
owner and its reps.

The section concludeswith an overview of our semartic notion of con nement,
Sect. 3.3, to which somereadersmay want to jump now.

3.1 Callbacks
Meyer and Sieber [1988]considerthe following pair of Algol commands:

var n:= 0; P(n:= n+2); if nmod 2= 0then abort else skip ()
var n:= 0; P(n:= n+2); abort (y)

Both invoke someprocedure P, passingto it the command n:= n+2 that acts on
local variable n. (That is, P is passeda parameterlessprocedure whose calls have
the eect n:= n+2.) For any P, the commandsare equivalert: both abort. The
reasonis that in the rst examplen is invariably even: P is declared somewhere
not in the scope of n sothe variable can only be a ected by (possibly repeated)
executionsof n:= n+2 and this maintains the invariant.

The dicult y in formalizing this argumenrt is due to the dicult y of captur-
ing the sematrtics of lexically scoped local variables and proceduresin a language
where local variables can be free in proceduresthat can be passedas argumerts
to other procedures. A formalization basedon operational It appears even more
di cult, andremainsan open problem, to cope with assignmen of such procedures
to variables (seeSect. 12.1).

Now we consider a Java-like adaptation of the example, due to Peter O'Hearn.
In place of local variable n it usesa private eld g in a classA. Instead of passing
the command n:= n+2 as argumert, an A-object passesa referenceto itself; this
givesaccesdo a public method inc that adds 2 to the eld.

class A extends Objectf
int g;// (the defaultintegervalueis 0)
unit callP(Cy)f y.P(self); if selfgmod 2= 0then abort elseskip g
unit inc()f self.g:= self.g+ 2gg

In the context of this classand some declaration of class C with method P, the
Algol command ( ) correspondsto the command

Cy:=new Cin Ax:= new Ain x.callP(y) (2

This aborts becauseafter calling y.P, method callP aborts. The command (y) also
correspondsto (z) but in the context of an alternativ e implementation of classA:

class A extends Object f
int g;
unit callP(Cy)f y.P(self); abort g
unit inc()f self.g:= self.g+ 2gg
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In Example 8.3, we use the abstraction theorem to prove equivalence of the two
versionsusing local coupling relation

0.g= 0%g” o.gmod2= 0 :

This relation is presened by arbitrary P becauseP can a ect the private eld g
only by calls to inc.

As Reynolds[1978]shaws (seealso [Reddy 2002]), instance-basedobject-oriented
constructs can be expressedn Algol-lik e languages,but the latter arein someways
signi cantly more powerful. The Java version of the example can be seenas giving
an explicit closureto represen the command n:= n+2 in the form of method inc.
The fact that we can prove the result in a simple semariic model can be explained
by saying the languageis defunctionalized [Reynolds 1972;Banerjeeet al. 2001]and
lacks true higher order constructs. If the exampleis written in suc a language,P
rangesover more limited proceduresthan in Algol.

The root problem for Algol semartics [Reynolds 1981b; O'Hearn and Tennen
1995]and proof rules [Olderog 1983;German et al. 1989]is the interaction between
arbitrary nesting of variable and procedure declarations and possibility of passing
proceduresasargumerts. In imperative languagesdike C and Modula-3, procedures
can be passedas argumerts and even stored in variables, but only if their free
variablesare in outermost scope. This restriction greatly simpli es implemenrtation
of the language, and it su ces to admit simple but adequate semarnic models’®
The constructs of a Java-like languageo er similar expressive power and alsoadmit
simple models.

The examplealsoillustrates what are known as callbacks in object-oriented pro-
grams. When an A-object invokesy.P(self) it passesa referenceto itself, by which
y may invoke a method on the A-object which is in the middle of executing method
callP [a callback to A. If in (2) we replace x.callP(y) by x.callP(selj, and assume
that (z) is a constituent of a method of classC, then we get a callbadck to C.

The point of the Algol exampleis modular reasoningabout ( ) and (y) indepen-
dent from the de nition of P. For the object-oriented version we can also consider
reasoningindependent from subclassesof A. If instead of (z) we considera method

unit m(Cy, A X)f x.callP(y) g

then there is the possibility that m is passedan argumen x of somesubtype of A
that overridesinc. By dynamic binding, the overriding implemenrtation would be
invoked by callP. One might expect that, for modular reasoning,we needto require
that inc and callP satisfy the conditions of behavioral subclassing[Liskov and Wing
1994; Dhara and Leavens1996]. But note that the subclasscannot directly access
private eld g, sono matter what the overriding methods do they cannot violate
the invariant that g is even.

Represenation independencedoes not depend on behavioral subclassing. But
behavioral subclassingis essetial for modular reasoning,in particular to prove the
simulation property (step (2) in Sect.2.1). (Seealso Sect. 9.2).

5Naumann [2002] uses such a model to prove an abstraction theorem and apply it to Meyer-
Sieber examples. The simpler of their examples can be proved directly in the model without use
of simulations [Naumann 2001].
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class Observerextends Object f // \abstract class" to be overriddenin clients
unit notify() f abort g g

class Node extends Object f // rep for Observable
Observerab;
Node nxt; // next node in list
unit setOb(Observero)f self.ob:= 0og
unit setNext(Node n)f self.nxt:= n g
ObservergetOb()f result:= self.obg
Node getNext()f result:= self.nxt g g

class Observableextends Object f // owner
Node fst; // rst nodein list
unit add(Observerob)f Node n:= new Node; n.setOb(ob); n.setNext(self.fst); self.fst:= ng
unit notifyAll() f Node n:= self.fst; while n 6 null do n.getOb().notify(); n:= n.getNext() od g g

Fig. 2. First version of observer pattern, in procedural style.

3.2 The observemattern

In this subsectionwe considervariations on the often-usedObsener design [Gamma
et al. 1995]which involvesa non-trivial recursive data structure using multiple rep
objects and outgoing referencesto client objects. Further variations are given in
Sect. 9.

We focus attention on the abstraction provided by an Observableobject (some-
times called the \sub ject”). It maintains a list of so-calledobseners (\views") to
be notied when someevent occurs. Its public method add allows the addition of
an obsener object to the list. The public method notifyAll represens the event
of interest; for our purposes,its e ect is simply to invoke method notify on eadh
obsener in the list. What notify doesis not relevant, solong asit is con ned.®

This exampleis similar to \collection classes"which hold a set of referencesto
client objects; a comparisonmethod may be invoked on the clients for sorting etc.

In the rst version of the obsener example, Fig. 2, most of the work is done
by the owner class Observable which usesrep class Node to store obsenersin a
singly linked list. A more object-oriented version appearsin Fig. 8 of Sect. 8; it
exempli es the use of class-basedvisibilit y.

Fig. 3 givesexampleclient classesAnObserveand Main. ClassAnObserverecords
noti cations in its state. Method main constructs and initializes an Observable
installs an obsener, and invokes notifyAll; upon termination, ob.count= 1 and no
Observablds reachable.

Fig. 4 givesanother version of Observablgusing a sertinel node [Cormen et al.
1990],for the sake of an example. A more compelling useof sertinels is the version
of Fig. 9 (in Sect. 8), which also usessubclassingand dynamic dispatch.

In Sect. 8 we show equivalenceof the versionsof Figs. 2 and 4 as an application
of the abstraction theorem and identit y extension. The coupling relation describes
the correspondencebetweena pair of lists, onewith and onewithout a sertinel node

61n Java, class Object declares methods notify and notifyAll . Here we assume that no superclass
of Observerdeclares notify and no superclass of Observabledeclares notifyAll . In the Java versions
of our examples we use di eren t names.
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class AnObserverextends Observerf
int count;
unit notify() f self.count:= self.count+1 g g

class Main extends Object f
AnObserver ob;
unit main()f
ob:= new AnObserver; Observableobl := new Observable;obl.add(ob); obl.notifyAll() g g

Fig. 3. Example client for Observable.

class Node2 extends Object f // rep for Observable
Observerob;
Node2 nxt;
unit setOb(Observero)f self.ob:= og
unit setNext(Node2 n)f self.nxt:= ng
ObservergetOb()f result:= self.obg
Node2 getNext()f result:= self.nxt g g
class Observableextends Object // owner f
Node2 snt; // sentinel node pointing to list
conf self.snt:= new Node2g
unit add(Observer ob)f
Node2 n:= new Node2; n.setOb(ob); n.setNext(self.snt.getNext()); self.snt.setNext(n); g
unit notifyAll() f
Node2 n := self.snt.getNext(); while n 6 null do n.getOb().notify(); n:= n.getNext() od g g

Fig. 4. Version of observablethat usessentinel node, in procedural style

(seeFig. 7). It is enoughto say that the sameObserverdocations are stored in the
lists, in the sameorder. The state of the Observeris not relevant [nor could it be
in a modular treatment, as classObserverhasno elds. To reasonabout outgoing
calls, namely to notify, it is enoughto show that the two implemertations make the
samecalls. Those calls may lead to calls back to the Observablgbut encapsulation
ensuresthat those calls are the only way the behavior of notify can depend on, or
a ect, the Observable

Except for the bad method of Sect.2.1, all of the examplesdiscussedsofar satisfy
the con nement conditions discussednext.

3.3 Con nement

We need a notion of con nement to prevent represenation exposuresthat invali-
date simulation-basedreasoning,asdiscussedn Sect.2.1. A related issueis how to
formulate simulation. In all the examples,our discussioncertered on a correspond-
ing pair of instancesfor two implementations of the owner class. In particular, the
coupling relations are described for a pair of instances as discussedin Sect. 2.3.
A class-or module-basednotion of con nement might rule out leaks, but we aim
for an instance-basednotion of simulation suited to the kind of exampleswe have
discussed. These involve an abstraction provided by a single instance (the owner
object) using a represenation accessedia its private elds. Sowe needto prevent
problematic sharing not only betweenclient and owner but also betweendi erent
instancesof the owner class.
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Fig. 5. Connement example.
Rounded boxes are instances of
the indicated class. Solid arrows
represent allowed pointers. Dashed
boxes indicate owner islands, eac
consisting of one owner and its reps.

Fig. 5 illustrates instance-basedowner con nement; in this caseNodes are con-
ned to their owning Observable Following Hogg [1991],we usethe term island for
the sub-heapconsisting of an owner and its reps. Dashedlines in the Figure depict
two islands. Our notion of owner con nement imposesfour conditions on islands;
here are the rst three:

(1) there are no referencesfrom a client object to a rep;
(2) there are no referencesfrom an owner to repsin a di erent island;
(3) there are no referencesfrom arep to repsin a di erent island.

The Figure exhibits most allowed references,but we also allow an owner and its
reps to referenceanother owner (see Fig. 6 on page 35). An exampleis given in
Sect. 9.1. Note that heap con nement is a state predicate. The full de nition,
formalized in Sect. 6, dealswith presenation of this predicate by commandsand
with leaksvia parameter passingin outgoing method calls from island to client.

In class-basedanguageswith inheritance, there is a subclass (or \protected")
interface in addition to the public one. This raisesthe possibility of expressing
encapsulation of reps for not only (instances of) the owner classbut alsoits sub-
classes. Becausewe study the replacemen of a single class, not a classtogether
with its subclasseswe must treat subclassedike clients in that elds they declare
may not point to reps. To the list of conditions above we add:

(4) referencedrom an owner's elds to its repsare only in the private elds of the
owner class.

In order not to abandonthe expressienessof subclassing, however, we allow sub-
classmethods to manipulate reps: they may be constructed, stored in local vari-
ables, and passedto the owner. This ts well with the factory pattern [Gamma
et al. 1995]which allows owner behavior to be adapted in owner subclasseswith-
out violating encapsulation. To balance the paper, we have deferred the relevant
examplesto Sect. 8. Sect. 12 has further discussionof the \protected" interface.
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Con nement is formulated using class names. Two incomparable class names,
Own and Rep, are designated. An object is consideredto be an owner (respectively,
arep) if its typeis Own (resp. Rep) or a subtype thereof. Incomparability is a mild
restriction that enforcesa widely-followed discipline of distinguishing betweenrep
objects (e.g., nodesin a linked list) and objects represening abstractions (e.g., a
list). The technical benet of incomparability is that if C and D are incomparable,
which we write C & D, then an expressionof type C never has a value of type D.

We aim for clear separation between the semaric property neededfor the ab-
straction theorem |restrictions onthe heapasdescribed above| and the syntactic
conditions usedby the static analysisto enforcethe con nement property. For per-
spicuity, the separationis not absolute: the \semantic" property includesconditions
on method signatures. For example,we imposethe restriction that the return type
of a public owner method is incomparableto Rep.

Our useof typesto formulate alias restrictions allows heterogeneoudiata struc-
tures, but is slightly restrictive in that there is a single common superclassfor all
reps. For more exibilit y in practical applications, our theory could be adapted by
taking Own and Repto be \class types" (\in terfaces" in Java), rather than class
implementations, and also by allowing multiple Rep types. The generalization is
straightforward and not illuminating.

The more substartial restriction is due to the fact that class Ob ject is com-
parable to all classes. BecauseJava lacks parametric polymorphism, Ob ject is
often usedto expressgenerics,e.g., a list containing elemeris of arbitrary type. A
method to enumerate the list would have return type Ob ject, which violates our
restriction on owner methods. This restriction could be dropped in favor of more
sophisticated conditions to ensurethat no rep is returned (see Sect. 12). But in
practice many genericshave somesort of constraint expressedby a classor inter-
facetype |lik e Observerin our examples,or Compaable for data structures that
depend on an ordering. Thesedo not run afoul of our restriction. In any case,the
use of Ob ject for genericsis widely deplored becauseit undercuts the bene ts of
typing; parametric typesare clearly preferable.

Someworks on con nement have consideredall the con nement properties in-
tended to be satis ed by a program, using hierarchical notions of ownership [Clarke
et al. 2001;Muller 2002]. For example,a Setcould own the headerof alist which in
turn ownsthe nodesof the list. This is not necessaryfor our purposes(seeSect.12).
To analysethe abstraction provided by the set, we would considerboth the header
and nodesto be reps. On the other hand, to replaceone headerimplemertation by
another, Setis irrelevant; we chooseOwn to be the headerand Rep for the nodes.

What our formalization doesnot allow is for a single classto be consideredas
both an abstraction to be revised and as an internal represenation thereof. An
instance of Own cannot be part of the island of another instance of Own; in other
words, islands are not nested. Repsfor one instance of Own can point to another
instance of Own, allowing for example a collection to contain collections of the
samekind. But a collection cannot use another collection of the samekind as part
of its encapsulatedrepresertation.

This restriction is not neededfor soundnessof simulation. Nested islands can
be handled, at the cost of a healthiness condition on couplings, saying that the
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coupling predicate is imposed recursively on nested islands (this is worked out
by Cavalcarti and Naumann [2002, Def. 5] for a languagewithout sharing). The
restriction simpli es our theory and ts comfortably with the notations we borrow
from Separation Logic. It precludes,for example, a classList that servesboth as
the interface used by clients and also as the recursive node type. Suc examples
are consideredpoor programming practice.

4. SYNTAX

This section formalizes the language,for which purposewe adapt somenotations
from Featherweight Java [Igarashi et al. 2001]7 To avoid burdening the readerwith
straightforward technicalities we deliberately confuseconcretesyntax with abstract
syntax. We do not distinguish betweenclassesand classtypes. We confusesyntactic
categorieswith namesof their typical elemens. Barred identi ers like T indicate
nite lists, e.g., T f standsfor a list f of eld nameswith corresponding typesT.
The bar has no semariic import; T has nothing to do with T.

The grammar is basedon given setsof classnames(with typical elemen C and
including at least Ob ject ), eld names(f), method hames(m), and names(x) for
parameters and local variables. In most respects self and result are like any other
variables but selfcannot be the target of assignmen.

Grammar

T = booljunit jC data type

CL:= classC extends Cf T f; conf SgM g classdeclaration

M = T m(T X) fSg method declaration

S = x:=ejefi=e assignto variable, to eld
j X:=new C object construction
j x:=em(ejx:=super:m(e) method calls
j Tx:=einS local variable block
j if ethen SelseS |S; S conditional, sequence

e == xjnull jtrue jfalse jit variable, constant
j efje=e eld accessgquality test
j eisCj(C)e type test, cast

Class Ob ject hasno elds, no methods, and no proper superclass. Additional
primitiv e types, such asintegers, can be treated in the sameway asbool and unit
(integerscan also be represerted, e.g., in unary using linked lists).

In the formal language, expressionsdo not have side e ects. Object construc-
tion, new, occursonly asa commandx := new C that assignsto a local variable.
Method calls are not expressionsout rather occur in special assignmeits x := e:m(€)
to allow both heape ects and a return value.

Remark 4.1 (syntactic sugar) In exampleswe usese\eral abbreviations:

7But the languages di er, e.g., ours has imp erativ e features and private elds.
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| A method call commande:m(g), e.g., self.g.set(true) abbreviatesa call assigning
to an otherwise unusedlocal variable.

| Assignmen of a newobject to a eld abbreviatesa local block assigningthe new
object to a variable that is then assignedto the eld.

| Object construction in local variable initialization abbreviates initialization to
null followed by object construction.

| Methodsthat return valuesbut do not mutate state are usedin expressionsge.g.,
the argumert in self.inout:= convertToString(z.getg()) and the target object in
n.getOb().notify(). These are easily desugaredusing fresh variables and suitable
assignmerts.

| skip abbreviates someno-op assignmen x := X.

Since methods can be de ned recursively, we omit loops® For desugaringloops it
would be corvenient to have local or private method declarations, but the module-
scoped methods added in Sect. 10 su ce. The issueis discussedin Sect.8.1. O

A program is given as a classtable CT, a nite partial function sending class
nameC to its declaration CT (C) which may make mutually recursive referencego
other classes.Well formed classtables are characterized using typing rules which
are expressedising someauxiliary functions that in turn depend on the classtable,
asis neededto allow mutual recursion. Consider a declaration

CT(C) = classC extends D f T, f; conf S;gM g :

To refer to the constructor, we de ne constr C :_Sl. For the direct superclassof
C,wedene superC = D. Let M bein the list M of method declarations, with

M=Tm(T,X)fSyg :

We record the typing information by de ning mtype(m;C) = T,! T. (Note that
T,! T is not a data type in the language.) For the parameter nameswe de ne
pars(m; C) = X. If m hasno declarationin CT(C) but mtype(m; D) is de ned then
m is an inherited method, for which we de ne mtype(m; C) = mtype(m; D) and
pars(m; C) = pars(m; D). For the declared elds, we de ne type(f;C) = T; and
deldsC = (f :T1). Heref :T; denotesa nite mapping of eld namesto types.
To include inherited elds, we dene eldsC = deldsC [ eldsD and assume
f is disjoint from the namesin elds D. The distinguished class Ob ject has no
methods, elds(Ob ject) is the empty list, and super(Ob ject) is unde ned.

A typing context is a nite mapping from variable and parameter namesto
data types,sud that self2 dom . Whereasthe Java format T x is usedin code to
givextypeT, it iswritten x:T in typing contexts. Typing of commandsfor methods
declaredin classC is expressedusingjudgemerts ~ S where self= C. Moreover,
if mtype(m;C) = T! T and pars(m;C) = Xxthen X =T and result= T.° We
sometimessay \command" rather than the more precise\command in context" to
refer to a derivable judgemert ~ S. The judgemert ~ e:T saysthat expression

8But recursion cannot be coded by Landin's tric k of recursion through the heap, becausemethods
are statically bound to classes.

91n [Banerjee and Naumann 2002a] we make C an explicit, and redundant, part of the judgement,
and we use separate return statements rather than variable result.
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e hastype T. The constructor is typed using a judgemert self: C ©~ S:con which
is distinguished from the typing of S asa command, asthe former is usedto de ne
the semartics of S asa constructor, which in turn is usedin the semartics of object
construction (new).

Denition 4.2 (subt yping , ) The classtable determinesa subtyping relation

, whereT U meansT is a subtype of U, asfollows. If T or U is bool or unit
thendene T Ui T = U. For classtypesC and D, dene C D i either
C=DorsuerC D. O

The de nition of well formed classtable, in the sequel,requiresthat is acyclic
and as a consequenceve have C  Object for all C.

Subsumption is built into the rules for specic constructs. For example, the
assignmer rule allows x:D;y:E;self:C~ x:=y providedthat E D.

The constructor for one classmay construct objects of other classegFig. 4 is an
example). But for simplicity we disallow cyclic constructor dependenciesasin the
following.

class B extends Object f B f; conf selff := new Cgg
class C extends B f conf skip gg

(Recall that to initialize a C object both the B- and C-constructor are applied.)

De nition 4.3 (constructor dependence, ) For B;C ranging over declared
classeswe say that C has constructor dependenceon B, written B C,i B
(superC) or x := new B occursin constr C, for somex. O

Note that B C just if the constructor of C or one of its ancestor classescon-
tains new B (by which we meanx := new B for somex). Thus, writing * for
the transitiv e closure,we have B * C just if construction of a C-object entails
construction of a B-object. For the exampleabovewehaveC B andC C.

Denition 4.4 (well formed class table) A classtable is well formed provided
it satis es the following conditions.

| Each classdeclaration class C extends D f T f; conf SgM g is well formed,

that is, eadh method declaration M in M is well formed, and self:C ~ S:con,
accordingto the rules to follow.

| If C occursasthe type of a eld, parameter, or local variable in someclassthen
CT(C) isdened. No eld or method has multiple declarationsin a class.

| The subclassrelation is antisymmetric.
| Transitive constructor dependence, *, is irre exiv e (henceantisymmetric). O

The rules are straightforward renderings of the typing rules for Java, for private
elds, public methods and public classegArnold and Gosling 1998].

Typing of constructors

S=constrC self:C"~ S no method calls occurin S
self: C~ S:con
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Typing of method declar ations

X:T;self:C;result: T~ S
mtype(m; suger C) is unde ned or equalsT! T
pars(m; super C) is unde ned or equalsxX

C  Tm(T x)fSg

In this method rule, the condition on mtype is the standard invariance restriction
on method types, asin Java [Arnold and Gosling 1998; Abadi and Cardelli 1996].
The last antecedert in the rule, concerningpars(m; D), ensuresthat all declarations
of a method use the sameparameter names. This losesno generality and slightly
streamlinesthe formalization of the semartic domains and couplings.

Typing of expressions
I 1

T XIoX " null :B it cunit * true :bool * false :bool
e Ty Tepi Ty Te:( sel) (f:T)2delds( sel
e = e:bool Tef: T
“e:D B D “e:D B D
" (B)e:B " eis B :bool

The rule for equality test allows comparison of arbitrary data types, and is ref-
erenceequality in the caseof classtypes. But if e; and e, have typesnot related
by , the test e; = e, is false exceptwhen both are null. The rule for eld access
enforcesprivate visibilit y: only a method declaration in classC can access elds
declaredin CT(C). It can accessthose elds on any object of its type; to access
its own elds the expressionis selff . The rule for cast is standard.'?

Typing of commands

101t s not adequate for expressionsthat arise through substitutions usedin program logic (see Cav-
alcanti and Naumann [1999]) and in small-step semartics (see lgarashi et al. [2001]); the latter
source usesthe term \stupid cast" for the typing rule that allows (B) e when B is not a subclass
of the static type of e.
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Tep:( sel) (f:T)2delds( self

Te:T T X X 6 self "e:U UT
TXi=e Tefi=Te
“e:D mtype(m;D)=T! T mtype(m; super( sel)) = T! T
"e:U U T x6self T X ':U U T x6self T X
T x:= em(g) © X := super:m(g)
B X X 6 self B 6 Object TS TS
T X:= new B TS S

X 6 self x 62dom
" e:bool TS TS Te:U U T (;x:T)™ S
" if ethen S;else S, "Tx:=einS

In someof the command rules, the hypothesisinvolvesa partial functions which
must be de ned for the hypothesisto be satis ed. For example, in the rule for
super calls, mtype(m; super C) must be de ned and equalto T! T.

Each expressionand command construct is the conclusionof exactly onetyping
rule, and there are no other rules. Thus we have the following.'!

Lemma 4.5 Atyping ~ Sor ° e:T hasat mostonederivation. O

De nition 4.6 (inheritance) Method m is inherited in C from B if C B,
there is a declaration for m in B, and there is no declaration for m in any D such
that C D < B. To make the classtable explicit, we alsosay m is inherited from
Bin CT(C). O

Becausethe languagehas single inheritance, the subtyping relation is a tree: if
D BandD CthenB CorC B. If mtype(m;C) is de ned for some
C then it is de ned for all subclassesof C and there is a unique ancestor class
declaring m that is least with respect to

Lemma 4.5 justies proofs and de nitions by structural induction on typings.
The following notion facilitates induction on inheritance chains.

De nition 4.7 (metho d depth) For any m and C sucd that mtype(m; C) is
de ned, the methad depth of C for m in CT is dened by depth(m;C) = 1+
depth(m; super C) if mtype(m; super C) is de ned; otherwise, depth(m;C) = 0. O

An immediate consequencas that if mtype(m; C) is de ned and depth(m;C) = 0
then CT(C) has a declaration for m.

Finally, we considerrami cations of constructor dependence.Note that Ob ject 6
C for all C, by the typing rule for new.

Denition 4.8 (semantic dependence, ) Asanauxiliary notation, we de ne
B Ci fDjD *Bg fDjD * Cgandwrite B C if this inclusion is

strictly speaking this is not quite true, becausein a context where null is typed as C it can
also be typed as some subtype of C. But this has no bearing on semartics. There are seweral
straigh tforw ard solutions to the problem and we leave it to the interested reader.
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proper. For classesB;C declaredin the classtable, de ne B Ci B Cor
bothB CandB > C. O

Lemma 4.9 For a well formed classtable we have the following.

Q) is well founded.
(2) superC  C for all C.
(3 B C impliesB C forall B andC.

Pr oof. Note that is a preorder but not antisymmetric, so is not a lexico-
graphic order per se. To prove (1), de ne depsC = fD jD * Cgforany C. Then
wehaveB Ci (depsB;B) (depsC;C), where isdened by (X;B) (Y;C)
i X YorX YandB > C (where meansproper subset). This is logically
equivalent to: X Y or X =Y and B > C, which shows that the de nition is the
lexicographic coupling of and>. As hereis for nite subsetsof declaredclass
names,both and > are well founded, hencesois their lexicographic coupling.

For (2),if D * superC then D * C by denition of ; hencesuprC C.
Also, superC > C, so(2) holds by de nition of

For (3), supposeB C. Then, by transitivity, fDjD * Bg fDjD * Cg.
Also, wehaveB * C but B 6* B, by well formednessof the classtable, so the
inclusion is proper. That is, B C, whenceB  C by de nition of . O

5. SEMANTICS

This section de nes the semartiic domains, then the semarics of expressionsand
commands,and nally the semartics of well formed classtables.

Becausemethods are assaiated with classesrather than with instances, the
semariic domains are rather simple. There are no recursive domain equations
to be solved: subclassing( ) is acyclic and the cycle of recursive referencesvia
class elds is brokenvia the heap. Mutually recursive method invocations can arise
through direct calls on a single object and alsothrough callbadks betweenreachable
objects, as for examplein the obsener pattern. We imposeno restrictions on such
calls. A xp oint construction is usedfor the method environment which comprises
the semariics of the classtable.

The interdependencebetween constructors and object construction commands
(new) is a bit complex; things pertaining to constructors may be skipped on rst
reading. As a way of explaining the ne points, we prove in somedetail that the
semarics is well de ned (Lemma 5.7).

Often we write = between expressionsinvolving partial functions such as those
usedin typing. Unless otherwise indicated, it meansstrong equality: both sides
are de ned and equal.

5.1 Semanticdomains

The state of a method in execution is comprised of a heap h, which is a nite 12
partial function from locations to object states, and a store , which assignsloca-
tions and primitiv e valuesto the local variables and parametersgiven by a typing

12The preliminary version [Banerjee and Naumann 2002a] of this paper has a bug: in nite heaps
are allowed, and it is not required that there be unallo cated locations at every type.
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context . '3 An object state is a mapping from eld namesto values. Function
application assaiatesto the left, soh " f is the value of eld f of the object h™ at
location ".

A command denotesa function mapping ead initial state (h; ) either to a nal
state (hp; o) or to the distinguished value ?. We use the term glokal state for
(h; ), to distinguish it from object states. The improper value ? represens non-
termination aswell asruntime errors: attempts to dereferencenil or casta location
to a typeit doesnot have.

In somelanguagesit is a runtime error to dereferencea dangling pointer, i.e.,
one not in the domain of the heap. In Java dangling pointers cannot arise: there
is no command for deallocation and a correct garbage collector never deallocates
reachable objects. For our purposes,garbage collection need not be modelled.
Commands act on heapsand storesthat are closedin the sensethat all locations
that occur are in the domain of the heap. The following paragraphsformalize our
assumptionsabout locations and then de ne the semartic domains.

For locations, we assumethat a countable set Loc is given, along with a dis-
tinguished value nil not in Loc. To track eat object's classwe assumegiven a
function loctype:Loc! ClassNamessud that for eac C there arein nitely many
locations * with loctype ~ = C. We usethe term heap for any partial function h
such that domh |, Loc and eath h is an object state of type loctype ~. Object
states are formalized later. Becausethe domain of a heapis nite, the assumption
about loctype ensuresan adequatesupply of fresh locations.

We write locsC for f* 2 Loc j loctype™ = Cg, and locqC#) for f j loctype "
Cg. There is no independert meaning for the notation C#.

Denition 5.1 (allo cator, parametric) An allocator is a location-valued func-
tion fresh such that loctype(fresh(C;h)) = C and fresh(C;h) 62domh, for all
C;h. An allocator is parametric if domh; \ locsC = domh;, \ locsC implies
fresh(C; h1) = fresh(C; h,). O

For example,taking Loc = , and loctype to be arbitrary, a parametric allocator is
given by the function fresh(C;h) = minf" j loctype™ = C~ ~ 62domhg.

In implemertations, the object classis usually encaded as part of its state. One
could uncurry this represenation of heapsand take Loc to be ClassNames.
Then fresh(C; h) could return (n; C) wheren = minfkj: (9B (k;B) 2 domh)g.
This is an allocator that is not parametric, becausethe presenceof objects of one
classa ects the availabilit y of memory for objects of other classes.

We de ne the semartics in terms of an arbitrary allocator fresh The assump-
tion of parametricity is stated explicitly where it is needed, namely for the rst
abstraction theorem (Sect. 7) but not the second(Sect. 10). Parametricity of the
allocator is a reasonableassumption for some applications but not all. The as-
sumption streamlinesthe proof of the abstraction theorem, allowing us to highlight
other issues.For the secondabstraction theorem, we drop parametricity and com-
plicate the de nitions of coupling and simulation by adding a bijective renaming of
locations.

131n [Banerjee and Naumann 2002a] we use the term \environment" for , wishing to avoid the
irrelevant connotations of \stack"; here we use \store", following Reynolds [2001].
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In addition to heaps,it is corveniert to name a number of other semaric cate-
goriesthat are explainedin due course.

Semantic categories

=T jstateCjHeapjHeap jHeap Tj »jC;x;T! TjMEnv

In order to de ne the more complicated semartic domains, we needto de ne
closedstores. Storesare among the simpler semartic domains.

Semantics of types, object states, and stores

[bool] = ftrue;falseg

funit] = fitg

[C] = fnilg[ locqC#)

[stateC] = fsjdoms= dom(eldsC)”™ 8(f :T)2 eldsC sf 2 [T]g

[ f jdom = dom ~ selfé nil » 8k 2 dom x2[ xlg

As small dot has another use, we usethe fat dot to separatea bound variable
from its scope. Note that []] is de ned for both with and without resultin its
domain.

Denition 5.2 (closed heap and store) A heap h is closeal, written closedh,
i rng(h*)\ Loc domh, forall " 2 domh. A store 2 []]is closal in heap h,
written closedh; ), i rng \ Loc domh. O

Note that rng(h ") is the set of valuesin elds of the object state h".
Recall that fresh locations should occur nowherein the global state. For a closed
store and heap, this follows from the requiremert that fresh(C; h) 62domh.1*

Semantics of global states and methods

[Heap] = fhjdomh , Loc” closedh” 8 2 domh h™ 2 [state (loctype
[Heap ]] = f(h; )jh2[Heap]® 2[]]" closedh; )g

[Heap T] = f(h;d)jh2[Heap]* d2[T]" (d2 Loc) d2domh)g

[-1 = [1[ f2g (where? is somefreshvalue not in [ ])

[C;x;T! T] = [Heap (X:T;sel:C)]! [(Heap T)-]

[MEnv] =f j8;m Cmisdenedi mtype(m;C) is de ned,

and C m 2 [C;pars(m; C); mtype(m; C)] if C m dened g

141f dangling pointers were allowed, the de nition of freshnesswould need to be with respect to
both the store and all object states in the heap. The issue becomes apparent in the proof of
Lemma 6.16 in the sequel, which uses closure. Most of the other de nitions and results can be
formulated without restricting heapsto be closed, so we mistak enly neglected closure in [Banerjee
and Naumann 2002a].

g
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Just as a classdeclaration CT(C) givesa collection of method declarations, the
semariics of a classtable is a methal environment that assignsto ead classC a
method meaning C m for each m declaredor inherited in C.

For the xp oint construction of the method ervironment denoted by a class
table, we needto imposeorder on the semartic domains. We use the term com-
plete partial order for a poset with least upper bounds of countable ascending
chains [Davey and Priestley 1990]. The degeneratecaseis ordering by equality,
which is the order we use for the semariics of T, , stateC, Heap, (Heap ),
and (Heap T). Then[(Heap ) -.]and[(Heap T)-] are complete partial or-
ders with the \at" order: ? is below anything and other comparable elemeris
are equal. The set [C;X; T! T] is dened to be the space of total functions
[Heap (Xx:T;sel:C)] ! [(Heap T)-], all of which are cortinuous because
Heap (X:T;self:C) is ordered by equality. The function spaceitself is ordered
pointwise, making it a complete partial order with minimum element (h; ) 2.
Finally, we order [MEnv] pointwise. All method ervironments in [MEnv] have
the samedomain, determined by CT, sothis is alsoa complete partial order, taken
pointwise. It hasa minimum elemen, namely C m (h; ) 2.

Whereas [state C] consistsof the states for objects of exactly classC, the set
[C] is downward closed. For data typesTs; T, wehave T; T2 ) [T [Tl

De nition 5.3 (incomparable, &) Wewrite C& B forC B~ C6 B. Fora
list C,C & B meansC & B forall Cin C. [

Lemma 5.4 For classesC;B, if C & B then [C]\ [B] = fnilg. For primitive T
we have [T]\ [B]= . O

The result is adirect consequencef the de nitions. We often usethe contrap ositive:
if there is a non-nil location in both [B] and [C]thenB C orC B.

5.2 Semanticsof expressionscommandsconstructas and methods

For expressionsand commands, the semartics is de ned by induction on typing
derivations. As a consequencef uniquenessof typing derivations, Lemma 4.5, the
semariics is a function of typings. The meaningofacommand ~ S will be de ned
to be a function

[ SI2[MEnv]! [Heap ]]! [(Heap )-]:
The meaning of an expression ~ e: T will be de ned to be a function
[ e:Tl2[Heap ]]! [T-1

sud that the result value is always in the domain of the heapif it is a location.®
This is part of Lemma 5.7, the proof of which serves as an exposition for some
details of the semartic de nitions.

15We have chosen a simple but slightly inelegant formulation. We express closure of the result
for commands in the semartic domain whereas for expressions there is no returned heap and
we express closure as a property of the semartic function. The presertation could be made
more elegart by intro ducing categories exp ( ;T) and com () with [com() ] = [MEnv] !

[Heap 11! [(Heap ) -] and imposing the restriction on return values in the de nition of
[exp ( ;T)] as a subset of [Heap 1! [T>] We could even restrict the meanings to those
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The commandand expressionconstructs are strict in ? , except, asusual, for the
then- and else-commandsn if . To streamlinethe treatment of ? in the semartic
de nitions we use a metalanguageconstruct which somereaderswill recognizeas
the bind operation of the lifting monad [Moggi 1991]. The construct

letd = E. in E,

has the following meaning: If the value of E; is ? then that is the value of the
ertire let expression;otherwise, its value is the value of E, with d bound to the
value of E;.

We let (h; ) 2 [Heap ]] in the following de nitions. Identiers are as in
the corresponding typing rules. For semaric values we use the identier d, but
sometimes” for elemens of the sets[C].

For expressionsthe semartics is straightforward; we choosethe Java semartics
for castsand tests.

Semantics of expressions
I 1

[ x:T](h; ) = X

[ ° null :BI(h; ) = nil

[ °it:unit J(h; ) = it

[~ true :bool](h; ) = true

[ ° false:bool](h; ) = false

[ " er=ex:bool](h; ) = letd;=[ ~ er:Ti](h; )in
letdy = [ ~ e:T2Q(h; )in
if di = d, thentrue elsefalse

[ ef:T](h; ) = let"=[ ~ e:( self](h; )in

if © = nil then? elseh " f

let>=[ ~ e:D](h; )in

if > = nil _loctype~ B then" else?
let>=[ ~ e:D](h; )in

if ~ 6 nil ~ loctype~ B thentrue elsefalse

[ (B)e:B](h; )

[ eisB:bool](h; )

The semartics of commandsis de ned by structural induction on the command,
except for object construction x := new C which also depends on the constructor
semartics of the constructor, constr C, of C. That in turn depends on the con-
structor of super C, and on the command semartics of constr C. Well foundedness
of this dependenceis part of the proof of Lemma 5.7.

In the semartics of commands,we write [ elds B 7! defaults] as an abbreviation
for the function sendingead f 2 dom( elds B) to the default value for type(f ; B).
The defaults are false for bool, it for unit , and nil for classes.Function update or

that are conned, but the gain in elegance would come at the expense of complexity that not
all readers would nd illuminating. We have chosen to treat connement and parametricit y as
prop erties to be proved after the semartics is de ned, downplaying the model as an independent
structure. Thus little would be gained by naming categories exp ( ; T) and com ().
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extensionis written like[ jx7!d]. Wewrite for domain restriction: if x isin the
domain of then X is the function like but with x dropped from its domain.

Method calls of the form x := e:m(€) are dynamically bound: the method mean-
ing is determined by loctype™ in the semartic de nition, where * is the value of
e. By typing, loctype™ D and pars(m; loctype™) = pars(m; D). Super-calls are
statically bound: the method meaning used, (superC)m, is determined by the
static classC. Note that if mtype(m; superC) is de ned, asrequired by the typing
rule, then pars(m; C) = pars(m; super C).

Semantics of commands




[ x=¢ (h) =
[ © e:f:=e] (h;) =
[~ x:=new B] (h; ) =
[ * x:=em@] (h; ) =
[ © x:=superm(@] (h; ) =
[  Su S (hy) =
[ ©if ethen S;elseS;, ] (h; ) =
[ " Tx:=einS] (h; ) =
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letd=[ ~ e:T](h; )in(h;[ jx7'd])
let> = ~ ey:( selh](h; )in

if * = nil then? else

letd=[ ~ e:Ul(h; )in

((hj 7t jf7rd]; )

let” = fresh(B;h) in

leth; = [hj 7!'[elds B 7! defaults]] in
let ; = [self7! "]in

let hg = [self:B ~ constrB :con] (h1; 1)in
(ho;[ jx7!7])

let>=[ " e:D](h; )in

if * = nil then? else

let x = pars(m; D) in

letd=[ ~ e:U](h; )in

let ;=[x 7! d;self7! "]in

let (h1;d;) = (loctype  )m(h; 1) in
(ha;[ jx7!di])

let” = selfin

let x = pars(m; sel) in

letd=[ ~ e:U](h; )in

let ;=[x 7! d;self7! "]in

let (hy;dg) = (super( sel))m(h; 1) in
(ha; [ Jx70d1])

let(hy; 1) =11 ~ Si (h; )in

[ S (hy; 1)

letb=[ ° e:bool](h; )in

if bthen[ ~ Si] (h; )else[ ~ S] (h; )
letd=[ " e:U](h; )in

let ;=] jx7!d]in
let (hy; 2) =[( ;x:T) " S] (h; 1) in
(h1;( 2 X))

The meaning of a command S as a constructor is a function

[self:C *~ S:con] 2 [MEnv]!

[Heap self:C]! [Heap,] :

Dependenceon [MEnv] is a formal technicality: the semaric de nition usesthe
command semariics of S, but the typing rule disallows method calls in S.

Semantics of constructor
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[self:C " S:con] (h; ) = letB = superC in
let Sg = constr B in
leth, = if B 6 Object
then[self:B ~ Spg:con] (h; ) elsehin
let (hg; ) = [self:C " S] (hyg; )in
ho
Note that if [self:B ~ Sg:con] (h; ) or [self:C "~ S] (hi; ) is ? then sois
[self:C " S:con] (h; ). The result ? is possibledue to nil dereferencesand cast

failures but not divergence(becausethere are no method calls or cyclic constructor
dependencies).

Semantics of method declar ation
Suppose M is a method declaration in CT(C), with M = T m(T X)fSg. Its
meaning [M ] is the total function [MEnv]! [C;X;T! T] de ned by
[M] (h; )= let 1 =1 jresult7! default] in
let (ho; o) = [X:T;self:C;result: T~ S] (h; 1)in
(ho; o resul)

L 1

For precision in the semartics of a method inherited in C from B we make an
explicit de nition for the domain-restriction of a method meaningin [B;x; T! T]
to the global states (h; ) in [Heap Xx:T;self:C].

De niton 5.5 (restr) Ford 2 [B;x;T! T]Jand C B, de ne restr(d;C), an
elemert of [C;x;T! T], by restr(d;C)(h; )= d(h; ). O

Semantics of class table and its approximation chain
I 1
The semartics of a well formed classtable CT, written [CT], is the least upper

bound of the ascendingchain 2 ! [MEnv] de ned asfollows.
oCm = (h;) ? if m is declaredor inherited in C
j+1 Cm = [M] if m is declaredasM in C

j+1 Cm = restr(( j+1 B m);C) if mis inherited in C from B

Remark 5.6 (On proofs) We give someproofsin considerabledetail. To avoid
repetition, we use the sameidenti ers as in the relevant semaric de nition for
ead case|often dierent from thosein the statement of the result being proved|
taking care to avoid ambiguity. This savesexplicit introduction of the identi ers
or mention of the rangesand scopesof quanti cation. But it requiresthe readerto
keepan eye on the semartic clauses. Often, without remark, we consideronly the
casewherethe outcome and various intermediate valuesare non-? , asthe ? cases
are straightforward.

Lemma 5.7 (semantics is well dened and typed) Let CT be well formed.
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@ If C B then for any with self 62dom we have [Heap ;self: CJ
[Heap ;self: BJ.

2 If " e:Tthen][ "~ e:T]2[Heap ]]! [T-1.

(3 If(h; )2 [Heap ]landd = " e:T](h; ) with d 6 ? then (h;d) 2
[Heap TI].

@ 1f " Sthen[ ~ S]2[MEnv]! [Heap 111! [(Heap ) -1

(5) [CT] is well de ned and is an elemen of [MEnv].

Pr oof. (1) follows easily from the fact that C B implies [C] [B].

For (2), inspection of the de nitions showsthat [ ~ e:T](h; )isin [T, ]. It is
property (h;d) 2 [Heap T], i.e., (3), that we needexplicitly in someproof steps.
This holds because(h; ) is closedand no expressioncreatesfresh locations.

Property (4) requires a straightforward but not ertirely trivial ched that, for
any ,[ ~ S] (h; )isin [(Heap ) »]. For example,in the caseof method call
x := e:m(€) we needthe fact that C m isin [C; pars(m; C); mtype(m; C)] regardless
of whether m is declaredor inherited in C. The store ; is passedto the method
meaning (loctype *)m determined by the type, loctype”, of the target. Note that

(loctype “)m is from a declaration in loctype™ or a superclassthereof. So, as
1self= °, we have 1 in the domain of (loctype )m by (1). Of coursethe call
aborts if * = nil.

For (5), acyclicity of ensureghat the semariics of the classtable is well founded
on inheritance depth. And (1) ensuresthat the de nition j+; C m for aninherited
method vyields a value in the semarnic domain [C; pars(m; C); mtype(m; C)]. We
only take xp oints for method ervironments, which form a complete partial order
with bottom. The xp oint is well de ned becausethe meaning [M ] of a method
declaration M is a cortin uousfunctions of the method ernvironment. This is because
eah [ ~ S] is a continuous function on method ervironments |whic h in turn
dependson the fact that the semaric de nitions for commandsare cortinuousin
their constituent commandsand expressions.

The semartics of object construction commands (new) is mutually dependert
on the semartics of constructors. This is resolved as follows.

First, the semartics of constructors is de ned by well founded recursion on the
order  on classes.For sematrtics of self: B ~ constr B :con we useboth (a) the
constructor semartics of self: (superB) ~ constr(superB):con and (b) the com-
mand semartics for constr B. For (a), note that superC  C by Lemma 4.9. For
(b), note that if constr C usesnew B for other classesB, we have B C by a
condition on well formed classtables;then B C by Lemma 4.9. Note that there
is no dependenceon the method environment.

Finally, for semarics of methods we needall constructors asthere is no restriction
on which objects can be constructed. The semartics of methods is by structural
recursion on method bodies, using the semariics of constructors. [

Garbage collection is not modeled in our semartics. As a consequencethe do-
main of the heap doesnot shrink and this fact simpli es somede nitions in the se-
guel (mainly Def. 6.3 of partition extensionand Def. 10.3 of coupling with bijection
on allocated locations). To be precise, say that a method ervironment is heap-
extendingif Cm(h; )= (ho;d) impliesdomh domhg (for all C;m; h; ;hg;d).
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Lemma 5.8 (heap domain extended) (1) If[ ~ S] (h; )= (ho; o) and is
heap-extendingthen domh  domhg (for all S;h; ;hg; o).
(2) [CT] is heap-extending,asis each ; in its approximation chain.

The proof of (1) is by induction on S; it amounts to chedking that no command
removes locations from the domain of the heap. The proof of (2) is by induction
on the approximation chain, using (1) for declared methods.

6. CONFINEMENTRAMIFIED

Our aim is to support reasoningwhere simulations are specied on a per-island
basis, where an island consists of a single owner and its reps,® as discussedin
Sect. 3.3. This section formalizes a semartic notion of con nement suited to this
purpose. In particular, it takesinto accourt the limited accessto reps allowed for
owner subclasseswhich is discussedfurther in Sect. 9. Our notion doesnot allow
multiple owners or transfer of ownership; this is discussedin Sect. 12.2.

6.1 Con nementof states

As discussedn Sect. 3.2 we assumethat classnamesOwn and Repare given, such
that Own & Rep and thus [Own]\ [Rep] = fnil g.

We say heapsh; and h, are disjoint if domh;\ domh, = . Let h; h;, bethe
union of hy and h; if they are disjoint, and unde ned otherwise.
We shall partition the heapash = Ch ::: where Ch contains client objects and

the rest is partitioned into islands of the form Oh Rh consisting of a singleton
heap Oh with an owner object and a heap Rh of its represenation objects. In such
a partition, the heapsCh, Oh, and Rh neednot be closed. An exampleis Fig. 5in
Sect. 3.3; the generalschemeis depicted in Fig. 6. Our use of the word \partition"
is slightly non-standard: we allow the blocks Rh; and Ch to be empty.

Denition 6.1 (admissible partition) An admissible partition of heap h is a
set of pairwise disjoint heapsCh; Ohj; Rhy;:::; Ohy; Rhy, for k 0, with

h=Ch Oh; Rh; ::: Ohy Rhg
andforalli (1 i k)

161n particular, this entails describing how a simulation is established by an owner constructor
acting on a single owner object. As constructors have no parameters, one could de ne the se-
mantics in terms of constructors applied to a single object and yielding a small heap. But such a
constructor will in fact be executed in a larger heap. Suppose (h; ) 2 [Heap 1. sothat every-
thing reachable from is already in h. If h%is a heap, not necessarily closed, such that h® hisin
[Heap], then it is immediate from the de nitions that (h® h; )isin [Heap ]]. (See Sect. 6.1
for ) Forany Sand wehave[ * S] (h; )=2?1i [ °~ S] (h® h; )= ?, ascan be shown
using the fact that [ > e:T](h® h; )= [ ° e:T](h; ). (Strictly speaking, this depends on
having the property; and then one shows that [CT] has the property.) What is not true is the
following: if (ho; o) =[ ~ S] (h; )then[ ~ S] (h® h; )= (h® ho; o). The reasonis that
the allocator fresh depends on the domain of the entire heap, and we have made no assumptions
to relate its behavior on h and h® h.

We have not checked the details but it seemsclear that if (ho; o) = [ ~ S] (h® h; ) then
there is h§ such that ho = h® h§ and (h8; o) 2 [Heap ]]. Also, for S without method calls and
satisfying the dependency condition for constructors (Def. 4.4), if ho = [ ~ S:con] (h® h; )
then there is h8 such that hg = h© hg. But to be useful for our purp osesthis property would
have to be strengthened to take partitions into account.
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Fig. 6. Connement scheme for is-
land j. Dashed boxes are partition
blocks. Solid lines indicate allowed

3 references and dotted lines indicate
| Tt ! | prohibited ones. There is no restric-

reps 3 Rhj ¥ .. Rh; tion within blocks.
| domOh; locqOwn#) and size(domOh;) = 1 (owner blocks)
| domRh; locqdRepH) (rep blocks)
| domCh\ loc§Own#) = and domCh\ loc§Rep#) = (client blocks)

De nition 6.2 (conned heap, conning partition, 6, 6 f7) To say that no
object in h; contains a referenceto an object in hy, we de ne 6 by

h1 6 h, , 8 2domh; rng(h; )\ domh; =

To sa that no object in h; contains a referenceto an object in h, exeptvia a eld
in f,wedene 6" by

hi6 " hy, 8 2domhy rng((h:’) T)\ domh, =

A heap h is con ned, written conf h, i it hasa conning partition. A con ning
partition is an admissible partition sud that for all j; i with j 6 i we have

(1) Ch6 Rh; (clients do not point to reps)
(2) Oh; 6 Rh; (owners do not sharereps)
(3) Oh; 6 g Rh; whereg= dom(d elds(Own)) (reps are private to Own)
(4) Rh; 6 Rh; (reps are con ned to their islands)

A heapmay have seweral admissiblepartitions, becausehere is no inherent order
on islands and becauseunreachable reps can be put in any island. The de nitions
and results do not depend on choice of partition. We have not found a workable
formulation that determinesunique partitions. To describe the e ect of con ned
commandson partitions we usethe following.

De nition 6.3 (extension of conning partition, ) Dene h hgi his
con ned and for any con ning partition of h,
h=Ch Oh; Rh; ::: Ohy Rhy (k 0);
there is a con ning partition of hg,
ho= Ch® oh? RhY ::: oh® Rh® ;

that is an extensionin the sensethat it satis es the following:
| n k

| dom(Ch) dom(Ch®)

| dom(Ohy) dom(Oth) forallj k

| dom(Rh;) dom(RhJQ) forallj k O
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Note that h  hg impliesdomh domhyg.
Con nement of a store dependson the classin which it may occur. For owners
and repsit dependson the domain of the heap aswell.

Denition 6.4 (conned store, global state) Let h bea conned heapand
be a storein [ ;self:C] for some. Wesa isconnedin hfor Ci

(1) C Rep”C Own) rng \ locyRep#) =
(20 C Own) rng \ locgyRep¥) dom(Rh;j)

for somecon ning partition and j with self2 dom(Oh;)
(3) C Rep) rng \ loc{Rep#) dom(Rh;)

for somecon ning partition andj with self2 dom(Rh;)

A global state (h; ) is conned, written conf C(h; ), i h is conned and is
conned in hforC. O

Apropos the examplesin Sect. 2.1, take Repto be Bool and supposethe sequence
z:= new OBool; w:= z.bad() occursin a method of someclient class. Executed
in a con ned initial state, the state after assignmen of a new OBool to z is still
con ned. The assignmen to w then yields a state where the heapis con ned but
the client's store is not.

6.2 Con nementof commandsand methods

A con ned command is one that presenescon nement of global states. Because
command meaningsdepend on the method ernvironment and expressionmeanings,
con nement for those is formalized rst. We needto ensurethat a method call
yields a heap con ned for the caller. This is achieved using the condition h  hg
in the following De nition, together with Lemma 6.13to follow.

Denition 6.5 (conned metho d environmen t) Method environment is con-
ned, written conf , if and only if the following holds for all C and m with

mtype(m; C) dened. Let mtype(m;C) = T! T and pars(m;C) = X. For all
(h; )2 [Heap X:T;self:C], if conf C(h; ) and C m(h; )6 ? then

(1) C Rep) h ho” d6docqRepH)

(2) C Rep) h ho” (d2locgRep#) ) d2 dom(Rh;))
for somecon ning partition hg = Ch Oh; Rhy:::
andj with self2 dom(Rh;)

where (hg;d) = C m(h; ). O

Note that the consequen h  hg implies conf hg, by de nition of  using conf h
which follows from the anteceden conf C (h; ). Also, a con ned method erviron-
mernt is heap-extendingin the sensede ned just beforeLemma5.8. Soin reasoning
about commandswe will not needto separately assumethat the method environ-
mernt is heap-extending.

Condition (1) fails for method bad of the example in Sect. 2.1, regardlessof
whether the return type of badis taken to be Ob ject or Bool.

The conditions for con nement of expressionsare like those for con ned stores
|after all, a store provides the meaning for the expressionx. The conditions are
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somewhatdi erent for con ned method environments, becausemethods are public
and can be called both by clients and from within an owner island. (In Sect. 9,
Def. 6.5 is re ned to allow module-scoed owner methods to return reps.) Also,
con nement of commandsdoesnot explicitly require partition extensionh  hg like
Def. 6.5 does,becauseit is a consequencef the other conditions (seeLemma 6.16).

Denition 6.6 (conned expression) Let C = self Expression ~ e:T is
connedi forany(h; ),ifconfC(h; )and[ ~ e:T](h; ) 6 ? then the following
hold, whered=[ ~ e:T](h; ).

(1) C Rep”C Own) d6docqRepH)
(20 C Own) (d2locqdRepH) ) d2 dom(Rhj))
for somecon ning partition andj with self2 dom(Oh;)

(3) C Rep) (d2locgRep#) ) d2 393dom(Rh;))
for somecon ning partition andj with self2 dom(Rh;) O

Denition 6.7 (conned command) Let C = self Command S is con-

ned i

| conf ~confC(h; )A[ ~ S] (h; )6 ? ) conf C(hg; o), forany andany
(h; ), where(ho; o) = ~ S] (h; )
| if Sis amethod call then it hascon ned argumerts (seebelow). O

Con nement of argumerts meansthat the store ; passedin the semariics of
method call is con ned for the callee.

~

De nition 6.8 (conned arguments) Let C = self A call X = e:m(g)
has con ned arguments provided the following holds. SupposeU is the static type
of @ and D the static type of e. For any (h; ) with conf C (h; ), let

d=[ “&Ulh; ) “=[  e:D]h: ) L= [K 7! d;self7! ] :

If>6 2, 6 nil,andd 6 ? (i.e., ? doesnot occurin d) then conf (loctype*) (h; 1).
A super-call * x:= super:m(€) hascon ned arguments provided the following
holds. SupposeU is the static type of & For any (h; ) with conf C (h; ), let

d=[ "~ e:UlMh; ) = self 1= [X 7! d;self7! °] :
If d6 ? then conf (suerC) (h; 1). O
A purely semartic formulation would call classtable CT conned just if [CT]
is a con ned method environment. But under simple restrictions, con nement of

[CT] follows from con nement of method bodiesand constructors. Thus we choose
the following.

Denition 6.9 (conned class table) Classtable CT is conned i for every
C and every m with mtype(m; C) = T! T the following hold.

(1) If m is declaredin C by T m(T X)fSg then S and all its constituents are
con ned.

(2) If the constructor declaration in C is conf Sg then S and all its constituents
are con ned.

(3) If C Ownthen T & Rep.
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(4) If mis inherited in Own from someB > Own then T & Rep.
(5) No method m is inherited in Repfrom any B > Rep. O

In Sect. 10 we add module-scoped methods on which condition (3) neednot be
imposed. This condition ensuresthat owner methods do not return reps, which is
not ensuredby con nement of the method body. Condition (5) is neededbecause
con nement of a method inherited from B > Rep depends on the argumerts,
including self being con ned at B where reps are disallowed. Invocation of such
a method on an object of type Rep (or a subclass)would yield a store with selfa
rep. A morere ned restriction is to disallow inheritance into Rep only for methods
which leak self seeSect.12.2.

Example 6.10 Condition (3) precludesthe badmethod of Sect.2.1, for both return
typesOb ject and Bool. Except for this, all examplesin Sect. 2 yield con ned class
tables (e.g., the well formed class table obtained by combining Figs. 2 and 3).
One way to prove con nement for these examplesis to ched that they are safe
according to the static analysis of Sect. 11. For this one usesthe desugaringsof
Remark 4.1. O

6.3 Propertiesof con nement

We needa number of results about con nement. The mostimportant is that the se-
mantics of a con ned classtable is a con ned method environment (Theorem 6.17).
This dependson Lemma 6.16 which says that con ned commandsextend heap par-
titions, provided that method meaningshave this property.

Lemma 6.11 If T isbool or unit , then every ~ e:T is con ned.
Pr oof. Direct from the de nitions: con nement only pertains to locations. O

Lemma 6.12 Supposerng \ loc§Rep#) = and C B. Then for any h and
any 2 [ ;self:C] wehaveconfC(h; )i confB (h; ).

Pr oof. Straightforward. SeeAppendix. O
Lemma 6.13 If conf C(h; ) andh hg then conf C (hgp; ).
Pr oof. Straightforward. SeeAppendix. O

Although con ning partitions are not unique, a given con ning partition of an
initial state can be extended to one on the nal state for any command. This
is Lemma 6.16 below, which depends on the analogousproperty for constructors,
Lemma 6.15. From the proof of the latter, we factor out the induction step as
a somewhat complicated separateresult, Lemma 6.14, becauseit is also usedin
Sect. 11 to show soundnessof the static analysis. Skip on rst reading!

Lemma 6.14 Let be a method environment. Supposewe have the following:

(1) self:C " Sis aconned command.

(2) for any B with an occurrenceof new B in S we have B C and moreover no
method calls occur in S.
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(3) for any B with an occurrenceof new B in S, and alsofor B = superC unless
superC = Object, the following holds for any (h; ) with conf B (h; ):

[self:B "~ Sp:con] (h; )6 ? ) h hy;
where Sp = constrB and h; = [self:B * Sg:con] (h; ).

Then for any (h; ) with conf C (h; ), if [sel:C "~ S:con] (h; )6 ? thenh hg
wherehg = [self: C * S:con] (h; ).

Pr oof. Assume (1{3) hold. To show the conclusionfor the non-? case,con-
sider any (h; ) with conf C(h; ) and let h; be as in the semartics of S as a
constructor. If superC = Object then hy = h and thus h h,. Otherwise,
h,; = [self:superC ° constr(superC):con] (h; ) and h  h; holds by hypothesis
(3). Now by sematrtics, hg = [self:C = S] (hy; ).

To show that h  hg, we can argue by induction on the structure of S. Note
that S has no method calls, by hypothesis (2), so is not relevant. Moreover, for
any object construction the result holds by hypothesis (3). We omit the rest of
the argument, which useshypothesis (1): it is exactly the sameas in the proof
of Lemma 6.16 below, except for appealing to hypothesis (2) for the caseof new,
where that proof appealsto Lemma 6.15. O

Lemma 6.15 (extension by constructors) Supposeself:C * constr C is con-
ned, for all C. Then for any (h; ) with conf C (h; ) we have

[sel:C " S:con] (h; )6 ? ) h hy wherehg=[self:C " S:con] (h; ) :

Pr oof. This is exactly the conclusion of Lemma 6.14. We prove it by well
founded induction on C, using  which is well founded by Lemma 4.9(1). For
any C and S, it suces to show that the hypotheses(1{3) of Lemma 6.14 hold
for classessmaller than C with respectto . First, (1) holds by hypothesisof the
presert Lemma. By well formednessof the classtable, there are no method calls
in constr C, and moreover if new B occursin S then B C; this is hypothesis(2).
Now from Lemma 4.9 and well formednessof the classtable we havethat B C
for every new B that occursin S and alsosuperC  C. Thus by the induction
hypothesiswe have (3). O

Lemma 6.16 (extension by commands) Suppose ° S isconned and all its
constituents are con ned. Supposemoreover that self: B ~ constrB is con ned, for
all B. Let C= self Forany ; h; with conf andconf C(h; )

[ S](h; )8? ) h hg where(ho; )= ~ S] (h; ) :

Pr oof. By structural induction on S. Let C = self We assumea con ning
partition h = Ch Oh; Rh; ::: Ohy Rhy is given (k may be 0, i.e., there
need not be any islands). We shov how to construct con ning partition hg =
ch® ohy Rh? :::that extendsthe given one.

Case =~ ef =e. From[ " e:f :=e] (h; ) 6 ? and Lemma 5.7(3) we
have that * 2 domh where™ = [ ~ e;:C](h; ). By semairics, ho = [hj 7![h" ]
f 71 d]]. We partition hg using the given partition for h. That is, the domain for
ead block of the updated heap hg is the sameas the corresponding block for h.
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Clearly this extendsthe partition for h. To show that this partition is con ning for
ho, it su ces to shaw that the update of h’f to d satis es the con nement property
for °. We argue by caseson loctype "

| loctype™  Own " loctype” Rep. Then Def. 6.2(1) applies; it requires d 62
loc{RepH). By typing, loctype™ C,soC Own”~ C Rep. Thus by con ne-
ment of e; (a constituent of e;:f := e, and therefore con ned by hypothesis), we
have by Def. 6.6(1) that d 62ocqRep#).

| loctype™ Own. Def. 6.2(2) and (3) apply here. Letting j be the index of the

island with f g = dom(Oh?) = dom(Oh;), we must shov both Oh? 6 Rh{ (for

i 6 j) and Oh? 6 Y Rh). By typing, loctype® C,soC  Own or Own C by

the tree property of . We argue by caseson C.

| Own < C. By Own & Rep, wehave C Repsocon nement of e, at C yields
d 62ocgRep#). Thus Oh? 6 Rh{ and Oh? 6 9 Rh/.

| C Own. By connement of e, if d 2 locg{Rep#) then d 2 dom(thO)
soOh? 6 Rh fori 6 j. If C = Own then, by the typing rule for eld
update, f is in the private elds g of Own, so the update cannot violate
Oh? 6 9 Rh?. If C < Own then d 620cgRep#) becauseif d is a rep then there
would be no con ning partition, contradicting con nement of hy which holds
by con nement of S.

| loctype™ Rep. Def. 6.2(4) applies in this case: we needto show tho 6 Rhi0
wherei 6 | andj isthe island for " in the partition of h. By typing, loctype™ C,
henceC Repor Rep< C. But if Rep< C then C & Own and the con nement
condition for e; (Def. 6.6(1)) at C contradicts loctype® Rep, sowe have C
Rep. Now con nement of e, yieldsd 2 locgRep#) ) d 2 dom(Rh;). This proves
Rh 6 Rh?, becausedom(Rh;) = dom(Rhy).

Case =~ x:=new B. In the semaric de nition, h; = [hj 7! [elds B 7!
defaults]] where © = fresh(B;h). Dene Bh = [ 7! [elds B 7! defaults]] so
h; = h Bh. Let ;= [self7! "]. Next, we arguethat h  h; and conf B (hy; 1).
Becauseh is closed,” is not in the range of any object state in h. To construct an
extending partition it suces to deal with the new object, asits addition cannot
violate con nement of existing objects. (This would not be the caseif dangling
pointers were allowed, unlessfurther restrictions are imposedon fresh) We de ne
the extensionand argue by caseson B.

| B Own * B Rep. For a con ning partition of h; we extend that for h
by dening Ch® = Ch Bh and using the given partition of owner islands.
Becausedefaults contains no locations, this is a con ning partition and we have
conf B (hi; 1).

| B Own. We extend the partition by adding an island Oh?,, Rh,; with
Oh?,, = BhandRhY,; = . This is a con ning partition becausedefaults has
no locations and we have conf B (hy; 1) becauserng 1 hasno reps.

| B Rep. We can obtain a con ning extension by adding Bh to any of the
Rh;, as defaults has no locations. As rng 1 = f g, we have conf B (hy; 1) by
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de nition. 17

This concludesthe argument for h  h; and conf B (hy; 1). Theselet us apply
Lemma6.15for constrB to geth;  hg wherehg = [self:B ©~ constr B :con] (hy; 1).
Then h  hg by transitivit y of

Case =~ x:= e:m(e). As e:m(€) is con ned, its argumert valuesare con ned.
Thuswe canobtain the result directly from the sematriics of e:m(€) and con nement
of |whic h explicitly stipulatesh ho.

The remaining casesare straightforward. SeeAppendix. O

Theorem 6.17 Supposethat CT is conned. Then the semarics [CT] is con-
ned, asis eadh ; in the approximation chain usedto de ne it.

The proof uses xp oint induction, which is only sound for admissible predi-
cates[Mitc hell 1996],i.e., thoseclosedunder limits of ascendingchains. For con ne-
ment of method environments the de nition is given pointwise, ultimately unfold-
ing to the property that the semartics of eact method body presenescon nement.
This de nition, aswell asthe onefor the simulation R later, is in the usual form of
logical relations. By the structure of the de nition, and cortin uity of the sematrtics,
the property is an admissible predicate 18

Pr oof. Connement of [CT] follows by xp oint induction from con nement
of ; for all i, which we show by induction on i. The base caseholds because

oCm= (h; ) ?,forany C;m, and this is con ned by de nition.

For the induction step, supposeconf ;, to showv conf .1 . Consideran arbitrary
m. We argue for all C with mtype(m; C) de ned, by induction on method depth
(Def. 4.7) of C for m. The basecaseis C such that depth(m; C) = 0. In this case,
CT(C) hasa declaration

T m(T xX)fSg :
Supposeconf C (h; ) and 41 Cm(h; ) 6 ?. Let (ho;d) = +1 Cm(h; ), which
by de nition of ., is obtained as
[ ] result7! default]
[X:T;self:C;result: T * S] i(h; 1)
o result

1
(ho; o)
d

Default values do not violate con nement so conf C (h; 31). As CT is con ned,
S and its constituents are conned. By Lemma 6.16 we have h ho, so by
Lemma6.13we have conf C (hg; ). Toshow the con nement condition for ;43 Cm
it remainsto deal with the result value d. We have conf C (hg; o) by con nement
of S. We argue by caseson C.

17In this casewe have C Own or C  Rep, as otherwise the command would not be con ned.
To show conf C (hy; ) in this case,we would have to we put * in Rhj, choosing j such that self
is in the jth island. But we are only showing the extension of the partition for this lemma. For
soundness of the static analysis, we do have to show conf C (hy; ).

18 A rigorous proof can be given using a straightforw ard characterization of ascending chains in
[MEnv J.For a similar notion of simulation and the same semartic model, this has been machine
checked [Naumann 2005].
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| C Own”~C Rep Weneedd62docqRepH), for Def. 6.5(1), and this follows
from conf C (hg; o) by Def. 6.4(2).

| C Own. We needd 62loc§Rep#), and since by typing we have d 2 [T, 1],
Def. 6.9(3) ensuresT & Rep and henced 62loc{Reps#). (Note that semartic
connement of gat C Own allows reps, soit is not enoughfor this case).

| C Rep Then weneedd 2 locgRep#) to imply that d is in the domain of Rh;
for somepartition and island j such that self2 dom(Rh;). This follows from
conf C (ho; o) by Def. 6.4(3).

This concludesthe basecaseof the induction on depth.

For the induction step, i.e., depth(m; C) > 0, m may be inherited or declaredin
C. If it is declaredin C the argumen is the sameas for the casedepth(m; C) = 0
above. Supposem is inherited in C from B. Now +1 Cm = restr(( j+1 Bm);C)
by de nition of ;.;. By induction on depth ;.3 Bm satis es the con nement
condition for m; B. To show the condition for .; Cm, supposeconf C (h; ). We
claim that conf B (h; ). Usingthe claim, weargueasfollows. If j.; Bm(h; )6 ?,
let (ho;d) = i+1 Bm(h; ). By induction on depth we have conf B (hg; ) and h
ho. By Lemma 6.13 we obtain conf C (hp; ). It remainsto show the con nement
condition for d and to prove the claim. We argue by caseson C.

In the following non-rep cases,the claim holds by Lemma 6.12. To apply the
Lemma, we just needto show that rng \ locqRepH) =

| C Own”"C Rep. Inthis casewehaverng \ locgRep#) = by con nement
of at C, Def. 6.4(1).

| C Own < B. Then Own inherits m from B > Own, soby con nement of the
classtable, Def. 6.9(4), we have T & Rep. Also, Own & Rep, so by Lemma 5.4
we have no repsin rng .

In the preceding cases,the condition imposedon d by Def. 6.5(1) for classC is
d 62loc{Rep#). But this samecondition is imposedfor classB, and it holds by
induction on depth. For the remaining caseswe prove the claim conf B (h; ) as
follows.

| C< B Own. Both B and C imposethe samecondition (Def. 6.4(2)).
| C< B Rep Both C and B imposethe sameconditions on (Def. 6.4(3)).

In thesetwo casesthe requiremert for d at C, Def. 6.5(2) or (1), is the sameas for
B, soit holds by induction on depth.

The caseC Rep< B cannotoccurin a con ned classtable. If m isinherited in
C Repfrom B then it isinherited in Repfrom B, and this is explicitly disallowed
in Def. 6.9(5). O

7. FIRSTABSTRACTION THEOREM

This section formulates and provesthe certral result of the paper. First, we make
precisethe idea of comparing two classtables that dier only in their implementa-
tion of classOwn. Then wede ne local coupling: arelation betweensingleinstances
of classOwn for the two implementations. This inducesthe coupling relations for
other data types, for heapscontaining multiple instancesof Own, and for method
meanings. Related method meaningshave the simulation property: if initial states
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are coupled, then soare outcomes. The main theorem says that if methods of Own
have the simulation property, then sodo all methods of all classes.

7.1 Compaing classtables

We compare two implemertations of a designated class Own. They can have
completely di erent declarations, so long as methods of the same signatures are
presert |declared or inherited| in both. They can use dierent reps, distin-
guished by class name Rep for one implementation and Rep® for the other. We
allow Rep= Rep’. For simplicity, we assumethat both Rep and Rep’ are in each
of the two compared classtables.*®

Denition 7.1 (comparable class tables, non-rep classes) Supposeclassnames
own; Rep;Rep are given, suc that Own & Repand Own & Rep’. Wesay C is a
non-repclassi C RepandC Rep’. Well formed classtables CT and CTare
comparable provided the following hold.

(1) CT and CT? are identical except for their values on Own. (In particular,
CT(Rep) = CTYRep) and CT(Rep) = CTYRep).)
We write " ;" © for the typing relations determined by CT;CT? respectively,
and similarly for the auxiliary functions, such as mtype; mtype’. We also write
[ 1;I 1°for the respective semartics and assumethat the sameallocator, fresh,
is usedfor both [ Jand [ ]%

(2) superOwn = super®Own.
(3) For any m, either mtype(m; Own) and mtype (m; Own) are both unde ned or
both are de ned and equal. O

Example 7.2 Let CT be given by Figs. 2 and 3, with Node2from Fig. 4. Let CT?
be givenby Figs. 4 and 3 together with Observerfrom Fig. 2. Theseare comparable,
taking Repto be Node and Rep’ to be Node2 O

Instead of condition (3), one could require that CT(Own) and CT9YOwn) de-
clare the same methods. But that would disallow some situations that occur in
practice. SupposeclassC extends B by adding a method m implemented using
callsto methodsinherited from B. This might be the easiestway to achieve desired
functionality for m, but there could be an alternativ e data structure that is more
e cien t for m and for the methods of B. An alternativ e implementation of C could
add that data structure and override the methods of B to useit. One canarguethat
the program is poorly designed,e.g., becausespacefor attributes of B is wasted
in C objects. Better designsare possible. Nonetheless,such examplesdo arise
in practice; allowing them complicatesthe proof of Theorem 7.20 but none of the
other results. The main consequencave needfrom condition (3) is the following.

Lemma 7.3 If mtype(m; C) is de ned then depth(m; C) = depthm; C).
Pr oof. Straightforward. SeeAppendix. O
19 An alternativ e formulation would consider di eren t declarations of Own together with asscciated

class tables in which Rep or Rep? but not both are declared. But these could be combined into
classtables tting our formulation.
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One can imagine a theory in which an owner subclasshas di erent declarations
in CT and CT% But we are concernedwith an abstraction provided by a single
classrather than by a collection of classessowe require CT(C) = CTYC) even for
C < Own. In Sect. 7.3 we imposea restriction on owner subclasseghat is needed
for the rst abstraction theorem. The issueis exploredin Sect.9 and the restriction
lifted in Sect. 10.

7.2 Couplingrelationsand simulation

The de nitions are organizedasfollows. A local coupling L is a suitable relation on
islands. This inducesa family of coupling relations, R for eat semariic category

Then comesthe de nition of simulation, a coupling that is presened by all
methods of Own and establishedby the constructor.

De nition 7.4 (lo cal coupling, L) Given comparable classtables, a local cou-
pling is a binary relation L on heaps|not necessarilyclosed| such that the fol-
lowing holds: For any h; h® if L hh®then there is a location * with loctype™ Own
and partitons h = Oh Rh and h®= Oh® Rh°suc that

(1) domOh = f g= domOh°

(2) dom(Rh) locqRep#) and dom(Rh% locgRep®)

(3) h'f = hOf for all f 2 dom( elds(loctype*)) with f 62g and f 62g° where
g = dom(d elds(Own)) and g°= dom(d elds((Own)) O

Example 7.7 below shows why we allow L to act on heapsthat are not closed.

Although L is unconstrained for the private elds and reps, condition (3) deter-
minesit for elds of proper subclassesf Own (while allowing L to depend on these
elds). Once we have de ned the induced relation R, item (3) will be equivalent
to the condition R (type(f ;loctype *)) (h'f ) (h®f ). BecauseCT and CT? are well
formed, the declared eld namesg and g° of CT(Own) and CTYOwn) are not
declaredin proper subclassesor superclassef Own. Sof in (3) rangesover elds
including those declaredin proper superclassesand subclassesof Own.

Example 7.5 Sect. 2.2 discusseghis coupling relation:
(o.g= nil = 0%g) _ (0.g6 nil 6 o%g”" o0.g.f=: (0%g.f) :

For this example we take both Rep and Rep® to be Bool, and Own to be OBool.
The displayed formula can be interpreted aslocal coupling relation L which relates
h to h%just if either h= [y 7! [g 7! nil]] and h®= [1 7! [g 7! nil]] or else

h=[171[g7 22 7L [f 70 dJand hO= [y 7! [g 7! “s]; "3 7V [f 7! : d]]

for somebooleand and locations *; in locsOBool and “5; "3 in locsBool. We assume
that the classtable contains only Bool, OBool, and someclient classes.If OBool
had subclasses,the relation on their elds would be determined by condition (3)
above. O

Example 7.6 Sect. 3.1 usesthe formula 0.g= 0%g” o.gmod 2= 0. This can be
interpreted asthe local coupling L that relatesh to h°just if there is some™ with
loctype © A, h and h®havedomainf g, andh”>g= h® g= 2 m for someinteger
m 0. O
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Fig. 7. Local coupling example: a
related pair of islands. Labels indi-
cate locations as described in Exam-
ple 7.7. Note dangling pointers "
and "4 and sertinel node 3.

Example 7.7 The Observerexamplesshov why we allow L to relate non-closed
heaps. Consider the versionin Fig. 2. Here Rep is Node, Own is Observableand
there is a client classObserver Fig. 5 illustrates two instancesof this simple data
structure. Fig. 4 givescode for an alternativ e version which usesan extra node as
sentinel for the list. The sertinel doesnot point to an Observer Fig. 7 depicts a
corresponding pair of heapsfor the two alternativ es, using arrows without desti-
nation objects to indicate dangling pointers. Upon initialization of an Observablg
there are no installed Observes, sofor the versionof Fig. 2 we should have fst = nil .
But in the alternativ e version, this should correspond to snt holding the location
of a Node2with ob = nil and nxt = nil. This is establishedby the constructor in
Fig. 4. An attempt at formalizing the correspondenceis as follows:

(o.fst= nil = o%snt.nxt) _ (o.fst& nil 6 o%snt.nxt® (o.fst) = Yo%snt.nxt)

where ; %are functions that yield the list of locationsin the ob elds of successie
nodes. But how should this formula be interpreted if, say, o'.snt = nil or there is
sharing such as a chain with cyclic tail? Separation logic [Reynolds 2001]o ers a
preciseway to formulate such de nitions but its developmert is at an early stage.
We simply sketch the coupling in terms of semartics: L hh®i either h and h® have
the form

h=1["7![fst7! nil]]

hO= [ 7! [snt7! *8]; "8 7! [ob 7! nil;nxt 7! nil]]

or they have the form

h=[ 7V [fst7! "1]; "1 7' [ob 7! “o;nxt 7! “3]; "3 7' [ob 7! “4;nxt 7! i ::];0 0]
ho= [ 7! [snt7! “8]; "3 7! [ob 7! nil ;nxt 7! °9;
07 [ob 7! Conxt 70 YL Y7 [ob 7! Canxt 7Y )]

for some locations ~ in locgObservablg “1; 3;::: in locgNode), *8;°9;°%;::: in
locgNode?), and “,; "4;::: in locgObservet).

Note that the owners are at the samelocation, °, as are the referencedObserver
objects at “,; "4;:::. No correspondenceis required betweenlocations 1; “3;::: and
"0.°9:°9::: of reps. O

A local coupling inducesa relation R Heap on arbitrary heapsby the requiremert
that they have con ning partitions suc that islands can be put in correspondence
so that pairs are related by L. The formal de nition usesthe induced relation
R (stateC) for object states of non-rep classesC Own, and this in turn is
de ned in terms of R C for non-rep classesC  Own. For uniformity, we give
the de nition of R for all , but forcing the casefor = stateOwn to be false.
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Aside from the rami cations of heap con nement, the de nition is induced in the
standard way for logical relations.

De nition 7.8 (coupling relation, R ) Given a local coupling with given re-
lation L, we de ne for each arelation R [1 [ 1°asfollows.

For heapsh; h®, we de ne R Heap h h®i there are con ning partitions of h; h°,
with the samenumber n of owner islands, sud that
| L (Oh; Rh;) (Oh? RhY) for all i in 1:n
| dom(Ch) = dom(Ch?
| R (state(loctype *)) (h*) (h®) for all * 2 dom(Ch)

For other categories we de ne R asfollows.

R bool d d° , d=d°
R unit dd® , d=d°
RCdd , d=d°
R 0 , 8 2dom R ( x)(x)(%

R (stateC) s s° :
C Own~ 8f 2 dom(eldsC) R (type(f;C)) (sf) (s°f)
R(-) ° ., (=2=9_(676 °*R 9
R(Heap ) (h; )(h% 9 , R Heaphh°*R 0
R (Heap T)(h;d)(h%d%), R Heaphh® R T dd°
R(C;x;T! T)dd° , 8(h; )2 [Heap ]I;(h% 92 [Heap T°
R (Heap ) (h; ) (h% 9~ conf C(h; )~ conf C(h% 9
) R (Heap T)- (d(h; )) (dAh% 9)
where = [X 7! T;self7! C]
R MEnv 0 , 8C;m (Cisnon-rep)” (mtype(m;C) is de ned)
) R (C;pars(m; C); mtype(m; C)) ( Cm) ( °Cm) O

The gist of the abstraction theoremis that if the methods of Own arerelated by R
then all methods are. We can now expressthis conclusionasR MEnv [CT] [CT9°
To expressthe anteceder, note that the relation applicable to a method m of Own
is R (Own;X;T! T) where mtype(m; Own) = T! T and pars(m; Own) = X. The
de nition of R (C;X;T! T) quanties over conned initial states but does not
require con nement of outcomes2® The antecedert will alsotake into accourt that
methods may be declaredor inherited.

Although the de nition is technically intricate, the core idea is the extension of
a local coupling, for a single owner instance, to a heap containing potentially many
owners. This idea is given straightforward expressionusing heap partitions. By
cortrast, sharing of represertations betweenowners would require a more compli-
cated form of extension (seeSect. 12).

200ne might think that R Heap could be de ned in terms of admissible partitions without the
assumption of con nement. But becausepartitions are not unique this leadsto diculties: a heap
could be conned with respect to one partition but related with respect to another.
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We aim to de ne per-instancesimulations, and in particular the establishmen of
such a relation by a constructor of classOwn on a single island. But to formulate
this semanically we describe the constructor's action on a heap in which other
islands may be presen. The reasonis that there is not an easyway to connecta
constructor's action on a small heapwith its action on alarger one (seeFootnote 16).

De nition 7.9 (sim ulation) A simulation is a coupling R, basedon a local cou-
pling L, such that the following hold.

(1) (constructors of Own establish R) For any * 2 locgOwn#), any h;h with
R Heaph h® andany ; © let

hy = [hj 7' [elds(loctype ™) 7! defaults]]

h = [hOj 97! [ elds (loctype *9) 7! defaults”]]

ho = [self: (loctype ™) * constr(loctype *) :con] (hy;[self7! °])
hg = [self: (loctype *) * °constr(loctype *) :con] Yh?;[self7! *])

Then L ho hS.

(2) (methods of Own preseneR) Let 2 ! [MEnv] (resp. °2 | [MEnv]9
be the approximation chain in the de nition of [CT] (resp. [CTY9. For every
m with mtype(m; Own) de ned, the following implications hold for every i,
wherexX = pars(m; Own) and T! T = mtype(m; Own).

(@ RMEnv ; ?) R Ownx;T! T)(IM] 1) MT° )
if m hasdeclaration M in CT(Own) and M %in CTYqOwn)

(b) RMEnv ; 9) R (Own;x;T! T)([M] i) (restr(Mg]° % Own))
if m hasdeclaration M in CT(Own) and is inherited from B in CTY{Own),
with Mg the declaration of m in B

(c) the condition symmetric to (2b), if m isinherited in CT (Own) but declared
in CTqYOwn) O

In the casewhere constructors in Own and its subclassesare skip, condition (1)

simply says that the default valuesare related. Note that it alsoprecludesaborting

constructors, asL appliesto heapsbut not to ? ; this is conveniert but not necessary
The following properties are straightforward consequencesf the de nition.

Lemma 7.10 For all h;h®and all locations * 62ocqRep#; Rep®), if R Heap h h°
then 2 domh , ~2domh® OO

Lemma 7.11 [T]= [T]°forall T,and[]]= []1°forall . O

Lemma 7.12 For any data type T, R T is the identity relation on [T] and R T»
is the identity relation on [T, ]. O

Lemma 7.13 IfU TandRUddthenRTdd O
7.3 Restrictingrepsin owner sulclasses

The precedingproperties expressa strong connection betweenlocations for related
heaps. To ensurethat this connectionis presened by object construction, we shall
assumethe allocator is parametric. But it is not reasonableto require that related
heapshave the samerep locations, so parametricity cannot be exploited for reps.
As aresult, the presen form of simulation is not adequatefor construction of repsin
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subclassesf Own, although such construction is allowed by con nement. The rst
abstraction theorem dependson an assumption expressedn the following terms.

Denition  7.14 (new rep in sub-owner) We say CT hasa newrepin a sub-
owner if, for someB Repor B Rep, an object construction new B occursin
somemethod declaration in a classC < Own.

If CT hasno newrepsin sub-ovnersthen neither doesa comparableCT° (and vice
versa). The examplesin Sects.2 and 3 have no new repsin sub-owners; examples
which do are givenin Sect. 9.

In the rest of Sect. 7 we make the following assumption. It is usedin the proof
of Lemma 7.23 on which the rst abstraction theorem depends. For the second
abstraction theorem the secondsertence of the assumptionwill be dropped.

Assumption 7.15 First, CT and CT are con ned classtables for which a simu-
lation R is given. Second,CT hasno new repsin sub-owners and the allocator is
parametric in the senseof Def. 5.1.

7.4 ldentity extension

A typical formulation of identity extensionis that R T is the identity on any type
T for which it is the identity on all primitiv e typesbthat occurin T. The reasonis
that no value of type b can occur in a value of type T if bdoesnot occurin T |but
this fails with extensiblerecordsand structural subtyping, and with proceduresthat
may have global variables [Naumann 2002]. It can be made to work using name-
based(declaration) subclassing[Cavalcanti and Naumann 2002]: in the context of
a complete classtable, one can considerthe classesthat have no attributes with
subclassesin which b occurs. For our purposeshere it is enoughto deal with the
heap.

In our language,R T is the identity for every data type T (Lemma 7.12), but
that is only becausethe interesting data is in the heap |whic h is not typed at
all.?! In general, [state Own] 6 [state Own]°and R (state Own) is not the identit y.
Related heapscan cortain owner objects with dierent statesthat may point to
completely di erent rep objects. But consider executing a method on an object o
from whose elds no Own objects are reachable, i.e., Own objects are not part of
the represenation of o. The resulting heap may contain Own objects that were
assignedto local variables, but if the method is con ned then those objects are
unreachable in the nal state.

De nition  7.16 (garbage collection, Own-free) For a set or list d of values,
de ne the heap gc(d; h) to be the restriction of h to cells reachable from d. For
(h; ) 2 [Heap ]], dene collect(th; ) = (gc(rng ;h); ). Extend collect to
[(Heap ) -] by collect? = ?.

Say h is Own-free just if domh\ locgOwn#) = and is Own-free just if
rng \ loc{Own#) = . O

21Nor would we want to imp osea typing system on the heap, asit would lik ely preclude unbounded
data structures [Grossman et al. 2000].
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Lemma 7.17 (iden tit y extension) Suppose R (Heap ) (h; ) (h% 9 and
selfis non-rep. Let (h; ) and (h% 9 be conned at self If collect(h; ) and
collect(h® 9 are Own-free then collect(h; ) = collect(h® 9.

Pr oof. In con ned heaps,reps are only reachable from owners. The argumernt
is a straightforward induction using the de nition of R. O

Lemma 7.18 (diagonal) For any R given by Def. 7.8 from a local coupling, if
h 2 [Heap] is Own-free then R Heap h h. If, in addition, (h; ) 2 [Heap ]] then
R (Heap ) (h; ) (h; ).

Pr oof. If his Own-freeand con ned then it hasno reps;its admissiblepartition
is a single block, the clients. For such a heapit is immediate from the de nition of
R that R Heaph h. If (h; )2 [Heap ] thenrng is Own-freethen R is
direct from the de nition. [

7.5 Abstractiontheorem

The main theorem says that if methods of Own presene the coupling relation then
sodo all methods.?? The proof dependson lemmasfor constructors and commands.
These are given following the theorem. The other main ingredient for the proof is
the following connection betweenR and the sematrtics of inherited methods.

Lemma 7.19 SupposeC and all classnamesin T are non-rep, and B < C. If
R (C;xX;T! T)ddthen R (B;X;T! T) (restr(d;B)) (restr(d®%B)) where restr is
the restriction to global states of B (seeDef. 5.5).

Pr oof. Straightforward, using Lemma 5.7(1). SeeAppendix. O

Theorem 7.20 (abstraction) If CT and CT are con ned and R is a simulation
(as per Assumption 7.15), then R MEnv [CT] [CTY°

Pr oof. Weshaw that the relation holds for ead stepin the approximation chain
in the semartics of classtables (seethe de nition of ; following Def. 5.5). That
is, we show by induction on i that

R MEnv ; 9 foreweryi?2

The result R MEnv [CT] [CTY° then follows by xp oint induction, as [CT] and
[CTYP are de ned to be the xp oints of these ascendingchains. Admissibility of
xp oint induction is discussedprecedingthe proof of Theorem 6.17.

For the basecase,we have R (C; pars(m; C); mtype(m; C)) ( ¢Cm) ( $C m) for
every m; C because (h; ) ? relatesto itself.

For the induction step, suppose

R MEnv ; 0 . ()

We must shov R MEnv 41 Y, , that is, for every non-rep C and every m with
mtype(m; C) de ned:

22Readers familiar with Reynolds [1984] may expect that, asour language has xp oints, the result
only holds for couplings that are ? -strict and join-complete. But our local couplings have this
property, trivially , because heaps are ordered by equality. The induced coupling is strict and
join-complete by construction.
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RECXT! T)(i+1Cm)( % Cm) )

whereX = pars(m;C) and T! T = mtype(m; C). For arbitrary m we show (y) for
all C with mtype(m; C) de ned, using a secondaryinduction on depth(m; C). We
have depthm; C) = depth(m; C) from Lemma 7.3.

The basecaseis the unique C with depth(m; C) = 0; herem is declaredin both
CT(C) and CTYC). We go by caseson C. If C = Own, we get (y) from the
assumptionthat R is a simulation. In detail: Using ( ) and Def. 7.9(2a) we get

R (Own;x;T! T) (M1 ) M T° D) ;

whence (y) by de nition of ;. and P,;. The other caseis C a non-rep class
dierent from Own. Then by Def. 7.1(1) of comparable class tables we have
CT(C) = CTYC) and in particular both classtables have the samedeclaration

T m(T X) fSg :

To shaw (y), supposeconf C (h; ), conf C(h% 9, R Heap h h% and R 0
where = X:T;self:C. Then by Lemma 7.23 below, using R MEnv ; 0 the
results from S are related. That is, either [ ~ S] i(h; )=?=[ "°S]° dh% 9
or neither is ?. In the latter case,(ho; o) is related to (hJ; 9) where (ho; o) =
[ "Slith;)and (hd; 3 = [ "°SI° Anh% 9. Then, by denition of R,
R o JimpliesR T ( oresuld ( Jresuly. Thus (y) holds by de nition of 4
and ?,,. This concludesthe basecaseof the secondaryinduction. The appeal to
Lemma 7.23dependson conf ; and conf 2 which holds by Assumption 7.15and
Theorem 6.17.

For the induction step, supposedepth(m; C) > 0. Using the de nition of depth,
the induction hypothesisis

R (C;X;T! T) ( i+1 (superC)m) ( 2,y (superC)m) . @

If m is declaredin both CT(C) and CTYC) then the argumert is the sameasin the
basecaseof the secondaryinduction. If m is inherited in both CT(C) and CTYC)
then (y) follows from (z) becausethe semartics de nes +; C m by restriction from

9., (superC)m and restriction presenessimulation. (This is Lemma 7.19, which
is applicable becauseif B > Own and m is inherited in Own from B then T & Rep
and T & Rep by con nement of CT;CTC Def. 6.9(4).) The remaining possibility
is that m is declaredin CT(C) and inherited in CTYC) from someB (or the other
way around). Then C = Own, by comparability of CT and CT% Using Def. 7.9(2b)
and ( ) we get

R (Own;X;T! T)(IM] i) (restr([Mg] % Own))
and thus (y) by de nition of i, and 2. O

Lemma 7.21 (establishmen t by constructors) Let and © be any method
ervironments. Then the following holds for any non-rep classC 6 Own.

Forall (h;*) 2 [Heap C]and(h% 9 2 [Heap C], if conf C (h; 1), conf C (h% 9)
and R (Heap C) (h;") (h% 9 then R Heap, ho h§, where

1 = [self7! 7] ho = [self:C * constr C:con] (h; 1)
9= [self7! "9  h3 = [self:C " %constr C:con] Yh% ¢
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Pr oof. By well foundedinduction on C with respectto . Supposeconf C (h; ),
conf C(h% 9, andR (Heap C) (h;") (h% 9. Let hy = [self:C " S:con] (h; )
be as in the semartics of S as a constructor, and similarly for h9. If superC =
Object then h; = h and thus R Heap h; h9 by hypothesis. Otherwise, h; =
[self:super C * constr(superC):con] (h; ) and we get R Heap h; h{ by the in-
duction hypothesis noting that superC C by Lemma 4.9. It follows that
R (Heap C) (hs;) (h%;™9).

It remainsto show R Heap, ho h8, where ho; h$ are obtained by applying the
command semariics of constr C to (hy;") and (h?;). This holds becausetaking S
to be constr C in the claim below, we getR (Heap C)» (ho; o) (h3; ) and thus
either both outcomesare ? or R Heap hg hS.

Claim: For all self:C ° S such that S has no method calls and every new B
in ShasB C, for all (h; ) and (h®% 9, if conf C(h; ), conf C(h% 9, and
R (Heap ) (h; ) (h% 9 then

R (Heap )~ (I "SI (h; )@ "°SI° An% 9 :

Proof of the claim is by induction on the structure of S. Note that by hypothesis
S has no method calls, so is not relevant. The argumert is exactly the sameas
in the proof of Lemma 7.23 below, except for the caseof new. In the proof of
Lemma 7.23, the caseof new appealsto the presert Lemma for constructors. To
prove the claim for this case,the argumert is the sameexcept for appealing to the
main induction hypothesis;this is sound becausethe claim includesthe hypothesis
that if new B occursin SthenB C andthusB C by Lemma4.9. O

Lemma 7.22 (preserv ation by expressions) Consider any non-rep classC 6
Own andany °~ e:T with self= C. If ~ e:T isconned and all constituents
of e are con ned then the following holds: For all (h; ) 2 [Heap ]]and (h% 9 2
[Heap  ]° if conf C(h; ), conf C(h% 9, andR (Heap ) (h; ) (h% 9 then

R(T)(M ~eTIth; )@ "°e:TIANS 9) :

Pr oof. By induction on the derivation of ~ e:T. For ead caseof e, we give
an argumert assumingthat ;C;T; ; ©h;hOsatisfy the hypothesesof the Lemma.

Case  (B) e:B. Induction on e yields that R D» * " (or elseboth deno-
tations of e are ?). By con nement of e, asC 6 Own and C is non-rep, we have
* 62locgRep#) and ° 62 ocgRep’). Thus, °= " by Lemma 7.12. Hence either
both semartics yield °, whenceR B, " °, or both yield ? and againR B, ? ?.

Case ~ eis B:bool. The argument is similar to that for type cast.

Case ~ ef:T. By induction on e we have R C, % hence’ = "Cby
Lemma 7.12. In the non-? case,” 6 nil. By closure of the heaps,” 2 domh
and ° 2 domh® We consider caseson whether C < Own. Consider con ning
partitions (Ch Oh; Rhy:::) = h and (Ch® Oh? Rh?:::) = hOthat have
corresponding islands as in the de nition of R Heap. In the caseC < Own, we
have * 2 locgOwn#) and hence" in somedom(Oh;). From R Heap h h® we have

L (Oh; Rh;) (Oh? RhY
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and thus "™ 2 dom(Oh?) by local coupling Def. 7.4(1). SinceC 6 Own, we know by
visibilit y that f is not in the private elds g of Own. Thus, astype(f ; loctype *)) =
T,wehaveR T (h'f ) (h®f) by Def. 7.4(3) and Lemma 7.12.

Finally, in the caseC  Own (recall that C is non-rep and C 6 Own by hy-
pothesis, we have * 2 dom(Ch) and hence’ 2 dom(Ch% by de niton R Heap.
HenceR (state (loctype*)) (h') (h®) and thus R T (h'f) (h®f) by de nition of
R (state (loctype™)).

The remaining casesare straightforward. SeeAppendix. O

Lemma 7.23 (preserv ation by commands) Suppose R is a simulation, and
moreover and © are con ned method ervironments such that R MEnv 0
Then the following holds for any non-rep classC 6 Own. For any constituent
command S in a method declaration in CT(C) and any (h; ) and (h% 9, if
conf C(h; ), conf C(h% 9, andR (Heap ) (h; ) (h% 9 then

R(Heap ) ([ "SI (h )@ “°SI° %% 9 :
Pr oof. For any C, the proof is by induction on the derivation of ° S.

Case ~ x:=e. By connement of e and Lemma 7.22 we have R T, d d°
Hence,by R Oand de nition of R , wehaveR [ jx7!d][%jx7! d9
whencethe result.

Case = ef :=e. By Lemma 7.22for e, we have R C ~ "0 hence” = °
by Lemma 7.12. By Lemma 7.22 for e, we have R U d d® and henceR T d d°
by Lemma 7.13, where (f : T) 2 delds C asin the typing rule. To conclude the
argumert it su ces to show

R Heap[hj 7! [h jf 70 d]J[h°) 7! [n® jf 71d9) . ()

Considercon ning partitions (Ch Oh; Rh;:::) = hand (Ch® Oh? RhY:::) = h°
that correspond asin the de nition of R Heap h h®. We argue by caseson C.

| C < Own: Then loctype™ C < Own. From typing we have e; : C and hence
there is somei with f g= dom(Oh;) and by R Heap h h®we get

L (Oh; Rh;j) (Oh? Rh?

and sof'g= dom(Oh?). By typing and C 6 Own, eld f is not in the private
elds g of Own. So( ) follows from R Heaph h®and R T d d®

| C  Own: As C is non-rep, we have * 2 domCh and thus * 2 domCh° by
hypothesis R Heap h h®. Moreover, R (state (loctype’)) (h’) (h®) and so by
R T dd°we get R (state(loctype™)) [ jf 7!1d] [® jf 7! d9. Hence( ).

Case ~ x:=new B. By connement of x:= new B the nal states are
con ned: conf C (hg; o) and conf C (hY; ). WehaveC Repand C 6 Own. In
the caseC 8 Own con nement of o and § impliesrng o\ locSRep#) = =
rng 3\ locgRep™). So’ 62locyRep#) and "° 62locyRep¥), hence by typing
B is non-rep. In the caseC < Own, we have B non-rep by Assumption 7.15
(no reps in sub-ownners). Either way, B is non-rep so Lemma 7.10 applies, to
yield domh\ locsB = domh®\ locsB. Thus by parametricity of fresh we have
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> = fresh(B;h) = fresh(B;h% = % So, by Lemma 7.12 and R % we have
R o &

It remains to show R Heap, ho h§ in order to get the nal result R (Heap
) » (ho; o) (h; §). We argue by caseson B.

| B Own: Writing elds®for the elds givenby CT? we have elds B = elds’B
and thus R (stateB) [elds B 7! defaults] [elds’B 7! defaults]. So, asB is
non-rep and B 6 Own, we can add * to Ch and Ch° to get partitions that
witness R Heap h; h9. We also have conf B (hy; 1) and conf B (h?; ?) because
oconf h, conf h® and defaults do not cortain any locations. Now by Lemma 7.21
we get R Heap, hg hJ. Combining this with what was shavn above we have
R (Heap ) - (ho; o) (h3; ).

| B Own: By simulation Def. 7.9(1), we have R Heap, hg h§.

Case ~ x:=e:m(e). By Lemma7.22for e we haveR D, " "0 hence’ = by
Lemma7.12. Let ;= [self7! ;x 7! djand = [self7! *;x 7! 60]. By con nement
of x ;= exm(€) (Def. 6.7) we have con ned argumerts, i.e., conf (loctype ™) (h; 1)

and conf (loctype *) (h% 9). By Lemma 7.22 for & we have R U, d d° and hence

RUdd asweare consideringthe non-? case. Thus R [X:T;self:loctype’] 1 ¢

by Lemma 7.13. From R MEnv O we get

R (loctype ; x; T! T) ( (loctype “Ym) ( Yloctype “)m)

hence,as h;h% ;; ? are conned and related, R (Heap T)» (hy;d;) (h9;d9),
where (hy;d;) = (loctype )m(h; ) and (h?;d?) = 9loctype )m(h% 9. Thus
R T d; d9 and R Heap hy h?. It remainsto show that the updated stores| j x 7!
di] and [ %j x 7! d] are related for . This followsfrom R T d; df and T X,
using Lemma 7.13.

The remaining casesare similar. SeeAppendix. O

8. APPLICATIONS AND FURTHEREXAMPLES

In this sectionwe usethe abstraction theorem to shov someprogram equivalences
for the examplesdiscussedin Sections2 and 3. Then we discussfurther variations
on the obsener pattern.

To establish the hypothesis of the abstraction theorem for the exampleswe use
the couplings given as examplesin Sect.7.2. Both the theorem and thesecouplings
are de ned in terms of the semarics. To show that the couplings are simulations
we argue directly in terms of the semariics. For practical purposesin program
veri cation, the abstraction theorem would be expressedsyntactically as a proof
rule and rules for program constructs would be used to establish the simulation
property [Reynolds 1981a;Jones1986;Morgan and Gardiner 1990;de Roever and
Engelhardt 1998]. Adequate proof rules for a languagelike ours remains an open
challenge (seeSect. 12).

8.1 Programequivalence

We take program to mean a well formed classtable CT together with a command
S. We consider the object states reachable from variables of to be the
inputs and outputs of the program. For example,if S is the body of method main
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in Sect. 2.1 then is selfMain and what can be reached is self and the string
self.inout We restrict attention to con ned programs, by which we meanthat CT
and =~ S areconned. Thus, by Theorem 6.17 the method environment [CT]
is con ned. To prove program equivalenceusing the abstraction theorem, we need
to both introduce and eliminate a simulation. Elimination is by identity extension
Lemma 7.17 and introduction is by the diagonal Lemma 7.18. There is a small
technicality: To establish the hypothesis of Lemma 7.23, we require, without loss
of generality, that S occursin somemethod of CT.

We compare programs only for classtables CT;CTCthat are comparablein the
senseof Def. 7.1, and with commandsin the samecontext . As commandsdenote
functions on global states, the obvious notion of equivalenceis that [ ~ S] and
[ " °SY9° are equal as functions. By Lemma 7.11, []] = []1° for any , but in
generalthe semartic domainsdi er for owner object stateswhich may havedi erent
private elds. A global state (h; ) 2 [Heap ]]for CT neednot be an elemen of
[Heap  ]°for CTC However, an Own-free heapin [Heap] is also an elemer of
[Heap]® Sowe compare command meaningson the Own-free states, de ned using
collect from Def. 7.16.

De nition 8.1 (client program equiv alence) SupposeprogramsCT;( = S)
and CT%( ~ 959 are such that CT;CT?are comparableand con ned, and more-
over S (resp. S9 occursin CT (resp. CT9. The programs are equivalent i

collect([ ~ S]~(h; )) = collect([ °SY°%Uh; )

for all conned and Own-free (h; ) 2 [Heap ]], where ~ = [CT] and "% =
[CTY° O

If self Own then cannot be Own-free. The resulting vacuousquarnti cation
makesthe de nition equate all commandsfor such . But we are only interested
in using the de nition for clients. Simulation is the relation of interest between
owners.

The static analysisfor con nement Sect. 11 can be usedto show that ead of the
following examplesis con ned for the appropriate Own and Rep.

Example 8.2 Consider the command S comprising the body of method main of
classMain in Sect. 2.1 and take = (self: Main). As CT we take the declarations
of Main, Bool, and the rst version of OBool. For CT?we usethe secondversion
of OBool. Let Rep and Rep® be Bool and Own be OBool.

To shav that CT;( ° S) is equivalent to CT%( * S), recall the local coupling
of Example 7.5 and let R be the induced coupling. Let (h; ) be any con ned state
for , noting that Main & Own so is Own-free. Let ~ = [CT] and %= [CTYC.
To show

collect(T ~ S]~(h; )) = collec([ ~°S9°%h; )) , ()

note rst that R (Heap ) (h; ) (h; ) by Lemma 7.18. It is straightforward to
show that R is establishedby the constructors and presened by the methods of
OBool; thus R is a simulation. The abstraction theorem yields R MEnv » A This
in turn justi es application of the presenation Lemma 7.23to command S, asiits
corntext Mainis a non-repclassMain 6 Own. Thusthe outcomes[ = S]*(h; ) and
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[ " °S9°%h; ) arerelated by R. By de nition of R, either both outcomesare ? ,
in which case( ) holds by de nition of collect, or the outcomesare non-? states
(ho; o) and (h; §) with R (Heap ) (ho; o) (h3; §). Note that hy and h§ eadh
cortains at least one owner, the one constructed in S. But Main& Own, sorng o
and rng J are Own-free. Moreover, the owners were reached only by variable z
which is local in S; they are not reachable via elds of the objects ho( sel) or
h3( %selj. That is, both collect(hy; o) and collect(hd; J) are Own-free. Thus
by identity extension Lemma 7.17 we have collect(ho; o) = collect(h$; 9) which
concludesthe proof of (). O

This proof depends on parametricity of the allocator, becausethat is needed
for the abstraction theorem. The sameargumert will go through, however, for the
secondabstraction theoremin the sequelwhich drops parametricity of the allocator.

Example 8.3 Recall the Meyer-Sieker-O'Hearn example from Sect. 3.1, and in
particular the command

Cy:=new Cin A x:= new Ain x.callP(y) (2
Take (2) to be the body of method mainin

class Main extends Ob ject f unit main()f ...gg
To be very precisewe needto include a class

class Repextends Object f g

sowe can take Rep and Rep’ to be Repwhich is not comparableto the classesC
and A of interest. Let Own be A. Let CT consist of the declarations of A, Rep
Main, and an arbitrary class

class C extends Object f unit P(A2)f ...g...g

such that methods of C satisfy the con nement conditions. Then CT and CT?
are con ned, becauseno reps are constructed or manipulated. We use the local
coupling of Example 7.6. To appeal to the abstraction theorem, we must argue
that R is a simulation. The constructors are skip and the default value O for eld
g establishesthe relation. Presenation by inc is straightforward becauseboth ver-
sions have the same code and it makes no method calls. We give the details for
presenation by callP. The relevant condition is Def. 7.9(2a). To show it for callP,
supposei Oand R MEnv ; 9 Notethat ; and ? are conned, by Theo-
rem 6.17. Supposethat R (Heap y:C;self:A) (h; ) (h% 9 with conf A (h; )
and conf A (h% 9. In both versionsof callP, the body is a sequenceand the rst
commandis y.P(self). Let ;= [z7! selfself7! yland ?= [z 7' Oselfself7!

Oy] be the ervironments for semartics of this call. By de nition of R we get
R (Heap z:A;self:C) (h; 1) (h% 9). From the hypothesisconf A (h; ) we get
conf C (h; 1) and likewiseconf C (h% ). Applying the hypothesisR MEnv ~ °
to these environments we get that either {CP(h; ;) = ? = °CP(h; 1) or nei-
ther are ? and R (Heap unit ) (ho;it) (h3;it) where (ho;it) = ;CP(h; 1) and
(hd;it) = 9CP(h% 9). The call is desugaredo an assignmer of the result value to
a local variable but the value is discardedfor both versions,sothe states following
the callsare (ho; ) and (h3; 9 andwehaveR (Heap y:C;self:A) (ho; ) (h3; 9.
In thesestates we have ho’g = hJ'g* hy’g mod 2= 0. Sothe command



56 A. Banerjeeand D. A. Naumann

if self.gmod 2= 0then abort else skip

aborts, asdoesits counterpart which is simply abort . This concludesthe argumernt
that the bodies of callP are related.

Having establishedthe anteceders of the abstraction theorem, we concludethat
the command (z) presenesR. By semartics of the secondversion of A we know
callP aborts, soboth interpretations of (z) abort. The programs are equivalent. [

This example is handled without using the identit y extension Lemma 7.17, but
that is only becausethe example usesabortion. In subsequeh examplesthe proof
needsall the steps of the one for Example 8.2. The steps are not spelled out in
detail; only the interesting bits are highlighted.

Example 8.4 We considerthe obsener pattern, taking Own to be Observable Let
CT be given by the rst version, Fig. 2, together with the client givenin Fig. 3.
Let CTbe given by the sertinel version of Fig. 4 together with Fig. 3. We consider
equivalencefor the command self:Main,ob:AnObservet S where S is the body of
Main.main Becauseobl is local to S, no owners are reachable in the nal state.

Taking Rep;Rep’to be Node,Nade2 we usethe coupling relation of Example 7.7.
Clearly the constructors establishthe relation. To show that method add presenes
it, note that the bodies of these methods are both sequettial compositions; both
construct a new node and then setits ob eld to the value passedas a parameter.
The next stepis to add it to the beginning of the list; the di erence betweenthe
two versionsis that self.snt.nxtis assignedin Fig. 4 whereasself.fstis assignedin
Fig. 2. Both versionsof addthen invoke methods on the new node n, sowe have to
show that the results of theseinvocations are related. In practice one would argue
in terms of the behavior of those methods. Note that they neednot presene the
relation; it is just that their behavior is usedto maintain the relation. To give a
preciseargumert in terms of the sematrtics, we considercasesoni. Fori = 0, both

i and 2 make every method abort, in which casethe body of add aborts due to
method calls n.setOb(...). As the methods in classNode and classNode2 are not
recursive, their semarics is already completely de ned for i = 1, sofor i > 0 the
behavior of addin ; and ? is to insert nodesat the head of the list, maintaining
the relation.

The remaining owner method is notifyAll. Again, the two versionsare similar
except for skipping over the sertinel node. To argue that the calls to getNext act
correctly one considerscasesas in the proof for add For the calls to notify on
the Observerobjects, recall that by the relation, the related lists contain the same
Observerpointers in the sameorder. The two versionsthus make the sameseries
of invocations of notify. Each of those calls presenesthe relation by hypothesis
RMEnv ; % O

The last step of the argument, concerninginvocations of notify, is like reasoning
about invocations of P in Example 8.3. This example has the additional compli-
cation of calls to objects within the owner island. The casedistinction between
i = 0andi > 0is neededbecauseour argumert is purely in semaric terms. In a
practical proof system, one would reasononly in terms of the actual semartics of
the methods involved rather than its approximants.
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class Nodel extends Ob ject f // rep for Observable
Observerob;
Nodel nxt;
unit setOb(Observero)f self.ob:= o0 g
unit add(Nodel n)f
Observero := n.ob; n.ob := self.ob; self.ob:= 0; n.nxt := self.nxt; self.nxt:= ng
unit notifyAll() f self.ob.notify(); if self.nxt 6 null then self.nxt.notifyAll() else skip gg
class Observableextends Ob ject f // owner
Nodel fst;
unit add(Observer ob)f
Nodel n:= new Nodel; n.setOb(ob); if self.fst = null then self.fst:= n else self.fst.add(n) g
unit notifyAll() f if self.fst & null then self.fst.notifyAll() else skip gg

Fig. 8. Version of the observerpattern in object-oriented style: nodes are active.

Strictly speaking, use of Lemma 7.23 depends on desugaringthe examples,and
the desugaringsRemark 4.1 do not include loops. We return to this issuein Sect.9.

Example 8.5 Supposewe changethe client of Fig. 3 to usethe following.
class AnObserverxtends Observerf unit notify()f skip gg

Then in Fig. 4 we can replace the body of Observable.notifyAlby skip and still
have equivalencewith the implementation of Fig. 2. What changeswith respect to
Example 8.4 is that the two implementations do not make the corresponding calls
to notify. But becauseAnObserver.notifyis skip, calling it hasthe samee ect as
not calling it; in particular, the relation is presened.

The argumernt hereis not modular: by contrast with the precedingexample, here
we reasondirectly in terms of the client code. O

8.2 Further variations on observer

Fig. 8 gives another implementation of Observable using a singly linked list but
with most of the work delegatedto methods of Nodel Method add of classNodel
in the Figure is an example of class-basedvisibilit y: The private elds of object n
are both assignedand read.

Unlik e the example of Sect. 3.1, where method P is called onceby callP, method
Observable.notifyAlinvokesnotify on multiple objects |[and multiple times if some
of those are aliases. By sharing state, it is possiblefor multiple obsenersto detect
the order in which they are notied. In our versionsof Observable method add
maintains the setin last-in order. In Fig. 8, method addin Nodelshu es pointers
to maintain the last-in order.

A lessawkward version, using a sentinel node, is givenin Fig. 9.

The following example indicates the limits of what can be proved using the ab-
straction theorem. For this discussion,instead of treating loops as syntactic sugar
we assumethey are in the language. The semaric clausewould use a xp oint
but this is separatefrom the xp oint of the approximation chain usedfor method
meanings. Thus for each i > 0 the full semartics of a loopis dened in ;.

Example 8.6 Consider the versionsgiven by Figs. 2 and 8. The data structures
are very similar; essetially the identity coupling can be used. (It is not literally
the identity, becausebecauseNode and Nodel are distinct classesand thus the
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class Node3 extends Ob ject f // rep for Observable
Node3 nxt;
unit notif() f skip g
unit notifyAll() f self.notif(); if self.nxt 6 null then self.nxt.notifyAll() else skip g
unit add(Observerob)f NodeO n:= new NodeO; n.setOb(ob); n.nxt := self.nxt; self.nxt:= ngg
class NodeO extends Node3f // rep subclass
Observerab;
unit setOb(Observero)f self.ob:= o g
unit notif() f self.ob.notify() g g
class Observableextends Ob ject f // owner
Node3 snt;
conf self.snt:= new Node3g
unit add(Observerob)f self.snt.add(ob) g
unit notifyAll() f self.snt.notifyAll) g g

Fig. 9. Sentinel in object-oriented style. In class Node3, method add constructs an object of the
subclass NodeO and method notifyAll usesdynamic dispatch of notif.

sets[Nod€] and [Node]] have no non-nil location in common. But that is just the
re ection of a coding trick in our formalization of semarics.) The bodies of add
and notifyAll in the two versions have signi cant di erences in the calling graph,
and in particular notifyAll in one version usesa loop whereasin the other it calls
a recursive method in Nodel To reasonabout thesewould require proving a loop
invariant and verifying speci cations for methods add and notifyAll in Nodel But
for this one wants the nal semartics of the program, not the approximate one
givenby ; and ?. For giveni, the semartics of notifyAll is only de ned up to
recursiondepth i; for a list longer than that, the loop in Fig. 2 works correctly but
the recursionin Fig. 8 aborts.

By cortrast, equivalencebetween Figs. 4 and 8 can be shavn by an argumert
similar to that in Example 8.4. They do not have the samemethod call graph, but
the called methods are not recursive so one can argue by casesfori = 0andi > 0.

If the loop in Fig. 2 is treated as syntactic sugar for a method call then the
equivalence has a complicated proof in terms of corresponding unfoldings of the
semaric approximations. But this is an accidertal feature of the example. O

Example 8.6 might lead one to wonder whether there is a aw in the de nition
of simulation. Instead of requiring that owner methods presene the relation given
any approximating and related ervironments ;; 2, perhapsit should be enough
to considerthe nal semartics [CT];[CTY% But this is not a su cien tly strong
induction hypothesisto provethe abstraction theorem. In fact the examplere ects
a limitation in most theories of simulation and logical relations: what can be shovn
equivalent are programswith the samestructure in somesense;seeSect. 12.

Example 8.7 Equivalence between the versions given by Figs. 8 and 9 can be
shown by an argument similar to that in Example 8.4. The local coupling is like
that of Example 7.7 with minor changes: Rep;Rep® are named Node1,Node3 and
the sertinel is at location *§ 2 loc{Node3 whereasthe locations *¢;9;::: follow-
ing it are in locYNodeO). The method call graphs are not identical for the two
versionsand dynamic dispatch is usedin the secondversion for Node3.notif But
the di erences involve non-recursive methods and it su ces, asin Example 8.4, to
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considertwo casesfor i; i°, namelyi = Oandi > 0. O

9. OWNER SUBCLASSINGTHE PROTECTEDINTERFACE

This sectionconsidersexamplesinvolving subclasse®ofthe owner class. Rather than
formalizing the \protected" construct of Java, we considerthe \sealed padage", to
addressinteraction betweenowners and reps as well as sub-owvners. We model just
a single module that includes Own and someor all of the subclassesof Own and
of Rep. Somemethods can be designatedas having module scope so they cannot
be called from client classesfor thesethe con nement conditions are relaxed. Our
treatment is illustrativ e, not comprehensie; e.g., elds are still consideredto be
private. Additional features suc as protected elds should be a straightforward
addition.

Methods with protected scope can be modeled by taking the module to include
all subclassesof Own and none of Rep. We can also model the situation where a
method of Own is private to Own, or usedonly by reps, in which caseit can be
presert in CT(Own) but absen from CTYOwn); evenif presert in both, it need
not have the simulation property. On the other hand, if a module-scoped method
is invoked in a subclassof Own then for well-formednessit must be presert in both
CT(Own) and CTYOwn); moreover, it must have the simulation property in order
for the abstraction theorem to hold. We slightly abusethe term \protected" to
refer to a module-scoped method of Own that is called in somesubclassof Own.

9.1 Ownersukclassingand module scope

The code for notifyAll in Observableof Fig. 2 usesa loop. Here is an equivalent
version using a tail recursive helper method doNotif.

unit notifyAll()f doNotif(self.fst) g
unit doNotif(Node n)f
if n6& null then n.getOb().notify(); doNotif(n.getNext()) else skip g

In a languagewith nested method declarations, doNotif could be declared within
notifyAll. Absent that, it could be given private scope, allowing its calls only in
Observable But the languageof Sects.4{8 has only public methods. To apply our
abstraction theorem to the desugaredversion we would have to include a suitable
implemenrtation of doNotif in every version. This can be done for the examplesin
this paper, but it is awkward.

In Sect. 9.3 we add module-scoped methods to the language. These su ce for
desugaringloops and for interactions between reps and owners. In the sequelwe
focus on their usein subclassesof Own.

Fig. 10is a variation on the obsener pattern in which classObservabléhas sub-
classObservableAccFor accourting purposesit keepstrack of the number of times
ead obsener has been notied. To this end, the rep class NodeAcc overrides
method notifyAll of the client classNode4 Sud exampleshave led to our treat-
ment of owner subclasses:They are distinguished from clients in that their methods
may manipulate reps, but unlike Own they cannot store repsin elds.

Method addnhas beenaddedto Observablesothat ObservableAccan construct
reps of the subtype NodeAccand install them in the list despitethat fst is a private
eld not visible in ObservableAccMethod Observable.getFirsis also added for this
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class Node4 extends Ob ject f // rep for Observable
Observerob;
Node4 nxt;
unit setOb(Observero)f self.ob:= og
unit setNext(Node4 n)f self.nxt:= ng
ObservergetOb()f result:= self.obg
Node4 getNext()f result:= self.nxt g
Node4 getNextPri() f result:= self.nxt g
unit notifyAll() f self.ob.notify(); if self.nxt 6 null then self.nxt.notifyAll() else skip gg
class NodeAcc extends Node4 f
int notifs;
unit notifyAll() f self.notifs := self.notifs+1; sup er.notifyAll() g
int noti cations(Observer o)f
if o= self.getOb() then result:= notifs
else if self.getNext() 6 null then result:= (NodeAcc)(self.getNext()).noti cation s(0)
else result:= 0; gg
class ObservableSupextends Ob ject f // superclassof owner; "abstract" class
unit add(Observerob)f abort g
unit notifyAll() f abort g
class Observableextends ObservableSupf // owner
Node4 fst; //  rst node of list
Node4 getFirst() f result:= self.fst g / module scope
unit add(Observerob)f Node4 n:= new Node4; self.addn(ob,n) g
unit addn(Observerob, Node4 n)f n.setNext(self.fst); n.setOb(ob); self.fst:= n g / module scope
unit notifyAll() f self.fst.notifyAll() g
class ObservableAccextends Observablef
unit add(Observerob)f Node4 n:= new NodeAcc; self.addn(ob,n) g
int noti cations(Observer ob)f result:= ((No deAcc)(self.getFirst())).no ti catio ns(ob) g g

Fig. 10. Version with owner and rep subclassesand super-call. The owner also has a superclass. The
two versionsof getNext in Node4 are neededfor later examples.

purpose. But getFirstleaksa rep; it cannot be allowed in the public interface. One
possibility is to treat getFirstand addnas visible only in subclassesof Observable
Instead, we give them module scope, meaning that calls to getFirst and addn are
allowed in subclassesof both Observableand Node4

Method add in classObservableAcconstructs a rep, violating the condition \no
repsin sub-owners" in Assumption 7.15. That assumption is neededfor the rst
abstraction theorem becausemethods of an owner subclassare like clients in that
they must presenethe inducedrelation. That meansin particular that they manip-
ulate related |equal!]  rep locations. (By contrast, methods of Own presene the
local coupling which neednot imposea correspondenceon rep locations.) But if we
comparetwo versions,one with sertinel node and one without, the parametricity
condition for fresh will not apply and the new objects in ObservableAcc.addaill
be at dierent locations. The solution, given in Sect. 10, is to relax equality to
bijection.

This relaxation is neededanyway, to avoid unobsenable distinctions. As an
example, supposewe add to classObservablan Fig. 2 the following method:

String version(¥ result:= new String(\vsn 0") g

Consider an alternativ e that is identical in every way exceptfor the following:
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class Observableextends ObservableSupf
Node4 fst;
Node4 getFirst() f result:= self.fst g / module scope
Node4 makeNode()f result:= new Node4 g // module scope
unit add(Observerob)f Node4 n:= makeNode(); n.setNext(self.fst); n.setOb(ob); self.fst:= n g
unit notifyAll() f self.fst.notifyAll() g g
class ObservableAccextends Observablef
Node4 makeNode()f result:= new NodeAcc g // module scope
int noti cations(Observer ob)f result:= ((NodeAcc)(self.getFirst())).no ti catio ns(ob) g g

Fig. 11. Variation on Fig. 10 using factory pattern. Node4 and NodeAcc are asin Fig. 10.

class ObservableAccGextends ObservableAccf

ObservableAccGpeer;

conf self.peer:= self g

unit joinGroup(ObservableAccGo)f // pre: self.peer=self and o.peeris cyclic list of length 1
self.peer:= o.peer; o.peer:= self g

int allNoti cations(Observer ob)f
result ;= self.noti cations(ob); ObservableAccGp := self.peer;
while p 6 self do result:= result + p.noti cations(ob); p:= p.peerod g g

Fig. 12. Extension of Fig. 10 or Fig. 11 with grouped owners.

String version(¥ result:= new String(\trash"); result:= new String(\vsn 0") g

According to Def. 7.9, the induced relation for locations of type String is equality.
But, evenif the allocator is parametric, the locations returned by thesetwo methods
are not equal. (So condition (2a) fails in Def. 7.9 of simulation.) Yet the two cannot
be distinguished in any program context. This claim is justi ed by the generalized
theory of Sect. 10, wherethe induced relation allows an arbitrary bijection between
locations of client types like String. For this example, the bijection would get
extendedto relate the returned results from the two versions.

Returning to the examplein Fig. 10, the interface betweeenObservableand its
subclass ObservableAcds awkwardly designed. An improvemen is to usethe fac-
tory pattern [Gamma et al. 1995]sothat additself can be inherited. In Fig. 11, we
add method makeNade, which should have module scope, and remove addn

To illustrate that owners may referenceeac other, let us add a method allNoti-
cations which reports the number of times a given obsener has beennoti ed by
any obsenablein a group thereof. In the code of Fig. 12, groups are represered by
cyclic lists. An ObservableAccGs initially in a singleton group; groups grow using
method joinGroup

Theseexamplesshow subclassef repsand owners. There is inheritance into the
owner but not into the rep. Inheritance into repsis disallowed by our de nition of
con ned classtable, becauseto handle it requires a more sophisticated analysisto
prevent leaksvia self, a suitable analysis of \anonymous methods" is discussedin
Sect. 12.2. Inheritance into owners also needsrestriction; we have chosena simple
restriction that nonethelessallows the precedingexamples.

Finally, let us consider an alternativ e version of Fig. 11 to illustrate the conse-
guencesof allowing the owner class,but not its subclassesto di er in comparable
classtables. In Fig. 11 the subclass ObservableAcananipulates reps, both con-
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class Observableextends ObservableSupf
Node4 snt;
conf snt:= new Node4g
Node4 getFirst() f result:= self.snt.getNextPri() g // module scope
Node4 makeNode()f result:= new Node4 g // module scope
unit add(Observer ob)f
Node4 n := makeNode(); n.setNext(self.snt.getNextPri()); n.setOb(ob); self.snt.setNext(n) g
unit notifyAll() f self.snt.getNextPri().notifyAll) g g

Fig. 13. Variation on Fig. 11 using sentinel.

structing a new NodeAccand invoking method noti cations declaredin NodeAcc

Although an alternativ e version of Observablecould use an ertirely dierent type

of nodesinternally, it hasto provide method getFirst with return type Node4 Be-

causeclients can manipulate objects of class ObservableAccmethods of that class
must presene the relation and this only holds if methods they invoke presene the

relation. So coupling must be presened not only by public methods of Observable
but also by those module scope methods that are invoked in ObservableAcc As

a simple example, Fig. 13 gives an alternativ e that usesNode4 and di ers from

Fig. 11 only in using a sertinel node.

9.2 On behavigal subclassing

Behavioral subclassing[Liskov and Wing 1994]is very useful for reasoningabout
speci ¢ examples. However, as mertioned eatrlier, it is not required in general for
represenation independence. Client, rep, or owner subclassesmay fail to exhibit
behavioral subclassing. To illustrate the point let us consider two revisions of
Fig. 10, both of which violate behavioral subclassing. For the rst example,we add
an overriding declaration to NodeAcc

Node4 getNext()f abort g

This causesdNodeAccto fail to be a behavioral subclassof Node4by most de nitions.
(It alsoprevents the intended functioning of the addedmethod NodeAcc.noti cations
and its callers). Nonethelessthere is still a simulation betweenFigs. 11 and 13.2°
Making this true is the reasonFig. 13 usesgetNextPriinstead of getNext

The secondrevision makes malicious use of a type test. We add nothing to
NodeAcc but rather revise Node4 as follows:

unit notifyAll()f if selfis NodeAccthen abort else self.ob.notify() ;
if self.nxté null then self.nxt.notifyAll() else skip g

Method notifyAll in NodeAcc now fails to behave properly. In some sense,the
revised Node4 is non-monotonic with respect to subclassing. Again, there is still
a simulation between Figs. 11 and 13. Method notifyAll aborts for ObservableAcc
objects in both versions.

23Here we consider a class table comprised of Node4, NodeAcc, and ObservableSupfrom Fig. 10,
along with the overriding declaration NodeAcc.getNext and also Observable and ObservableAcc
from Fig. 11. The alternativ e class table is the same except for using Observablefrom Fig. 13.
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9.3 Formalization of module-scogd methods

In Sect. 8 we sav the need for methods that are e ectiv ely private to Own, for
desugaringloops, and alsofor methods in Own that cannot be called by clients but
can be called in subclassesof Own. There is alsoa needfor methods of ownersand
repsthat can be called by ead other but not by clients. For simplicity, we address
these needswith a simple notion;: Own, Rep, and their subclassesare considered
to be inside a module, and methods may be designatedas being visible only inside
the module.

To avoid belaboring the formalization, we make no changeto the concretesyntax.
In particular, we do not formalize a module system, only a single module.

We assumethat a classtable designatesthe classnamesOwn and Rep and is
equipped with a predicate msmpe with the interpretation that msmpe(m; C) means
this method has package scope. The following changesare madeto the de nitions
of precedingsections.

(1) For awell formed classtable, msape must satify conditions that re ect what in
concrete syntax would be achieved by declaring Rep, Own, and someof their
subclassednside the module. If msmpe(m; C) then
| C OwnorC Rep
| mtype(m; B) is unde ned for B > Own and B > Rep, and
| B CorC B implies msope(m;B).

(2) The typing rule for method call has an added restriction that module-scoped
methods are visible only within the module:

e:D mtype(m;D)=T! T
U T x6self T X
)) self Own _ self Rep
X = e:m(e)

o C

e:
msape(m;

(3) For method environments, the con nement condition of Def. 6.5(1) is replaced
by the following:
| € Own”msope(m;C)) conf C(hg; )*h ho”(d2 loc{Rep#) ) d2
dom(Rh;)) for somecon ning partition andj with self2 dom(Oh;)
| C Rep”(C Own_:msmope(m;C)) ) confC(hg; )*h heo”d62
locq{RepH)
(4) For con nement of classtables, the restriction of Def. 6.9(3) is not imposedon
methods such that mswpe(m; C).

(5) For simulation, Def. 10.10in the sequelrevisesDef. 7.9(2) to require presena-
tion of the relation only for public methods, that is, if : (msmpe(m; Own)). But
those module-scoped methods that are called in sub-owvners must also presene
the relation.

To formalize this, we de ne prot(m; C) just if C  Own, msope(m; Own), and
there is a call to m in somesubclassof Own.

(6) Comparable class tables must agree on not only the public but also the \
protected" (in the senseof prot above) methods of Own: Def. 7.1(1) is extended
to require that mswpe(m; C) = mswpedm; C) for all C 6 Own. Moreover, if
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mtype(m; Own) is de ned then the following hold (and mutatis mutandis for
mtype®):
| : mswpe(m; Own) implies mtype(m; Own) = mtype(m; Own) and moreover
: msope(m; Own), and
| prot(m; Own) implies mtype(m; Own) = mtype(m; Own) and msope(m; Own)
(which in turn implies protqm; Own)).

Example 9.1 Method getFirst of Observablein Fig. 10 is called in subclass Ob-
servableAcg so prot(getFirst Observablg holds and getFirst must be presen in a
comparableclasstable (and be simulated). On the other hand, considerthe loopin
notifyAll in Observablef Fig. 2. One could desugarthe loop to this code using a tail

recursive helper method doNotif. The helper could be given module scope and need
not be called in owner subclasses;in which casewe set prot(doNotif, Observable
false. O

Results of Sections5 and 6 hold for the extendedlanguage;the only proof a ected
by the changesis that of Theorem 6.17 which says that [CT] is con ned if CT is
con ned. The result holds for the revised de nitions |the necessaryrevisions for
the proof are as follows:

| In the basecaseof the induction on depth, the argumert proving con nement
of i+ Cm for the result value d goes by caseson C. The argumert for the
caseC  Own still holds for m with : msope(m; C). For the caseC  Own
and msaope(m; C), the revised de nition requires the result value d to satisfy
d2 locg{RepH) ) d2 dom(Rh;) for somecon ning partition andj with self2
dom(Oh;). This follows by de nition from conf C (ho; o).

| In the step of the induction on depth, there is caseanalysison C and B, proving
claim conf B (h; ) and con nement of the result value d. For the caseC
Own < B, the argumert still holds, noting that : mswope(m; C) becausein a well
formed classtable module-scoped methods do not occur outside owner and rep
classes.Forthe casesC < B OwnandC < B  Rep, the argumerts still hold,
noting that the restrictions on msmpe ensure msmpe(m; B) = mswope(m; C) so
the relevant conditions are the same.

10. SECONDABSTRACTION THEOREM

This sectionimprovesthe rst abstraction theorem in two ways. First, the result
appliesto the languageextendedwith module-scoped methods (seeSect.9.3). The
module-scoped methods of the two versionsof Own can be di erent unlessthey are
usedin subclassesof Own. The secondimprovemert is that parametricity of the
allocator is no longer required (cf. Sect.7.3). To comparebehaviors of two versions
of a program we use a bijection between locations rather than equality. This can
be seenas expressingthat the languageis parametric in locations, which would fail
if the languagehad pointer arithmetic. As discussedin Sect. 9.1, bijections handle
the problem with newrepsin sub-owvnersthat necessitatesAssumption 7.15. More-
over, it allows coarseningof the notion of equivalencefor commandsand method
meaningsso that, for example, the bodies of the two versionsof method versionin
Sect. 9.1 are equivalent.
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These extensionsare enoughto treat all the examplesin Sect.9.1in addition to
those of Sect. 8 (except Example 8.6, for reasonsdiscussedthere).

Denition  10.1 (typed bijection) A typed bijection is nite bijective function
from Locs to Locs such that  * = “%implies loctype™ = loctype'® O

Throughout the sectionwe let range over typed bijections and sometimesomit
the word \t yped". To expresshow bijections cut down to bijections on partition
blocks, we usethe notation (X) for the direct image of X through

De nition  10.2 (lo cal coupling, L) Givencomparableclasstables, alocal cou-
pling is a function L that assignsto ead typed bijection a binary relation L on
heaps(not necessarilyclosedheaps)that satis es the following. For any ;h;h0 if
L hhOthen there are partitons h = Oh Rh and h®= Oh® Rh°and locations
and “%in locgOwn#) sud that

(1) “="%andf'g= domOh and f %= domOh®
(2) dom(Rh) locgRep#) and dom(Rh% locq{Rep%)

(3) R (type(f;loctype ™)) (h'f) (h®% ) forall (f : T) 2 dom( elds (loctype *)) with
f 623 = dom(d elds(Own)) and f 625°= dom(d eldsqOwn)). O

Item (3) usesthe induced coupling R de ned below; it is a harmlessforward ref-
erencebecausethe de nition of R for data typesdoesnot depend on R (or L) for
heaps. Note that we do not require dom to include the reps, nor do we disallow
that it includes someof them.

Denition  10.3 (coupling relation, R) SupposelL is alocal coupling. For eath
typed bijection  we de ne relation R [ 1 [ 1°asfollows. In the caseof
method meaningsand method ervironments the relation R is not parameterized
on a bijection; rather it quanti es over all

For heapsh;h®, we dene R Heap h h®i there exist con ning partitions of
h; h® with the samenumber n of owner islands, suc that

| dom domh and rng domh?®
| L (Oh; Rh;j) (Oh? RhY) foralliin 1:n

| (dom(Ch)) = dom(Ch9, i.e., restricts to a bijection betweendom(Ch) and
dom(Ch%

| R (state(loctype *)) (h") (h®9 for all ; °with ~ 2 dom(Ch) and "
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For other categories we de ne R as follows.

R bool dd® , d=d°

R unit dd° , d=d°

R Cdd° , d=d°_d=nil = d°

R 0 , 8 2dom R (x)(x)(%
R (stateC) ss® ,

C Own~ 8f 2dom(eldsC) R (type(f;C)) (sf) (s°f)

R (-) ° , (=2= 9 (676 °R 0
R (Heap ) (h; )(h®% 9, R Heaphh®°rR 0

R (Heap T)(h;d)(h®%d), R Heaphh° R Tdd

R(C;x;T! T)dd° , 8:(h; )2 [Heap ]1;(h% 92 [Heap ]1°

R (Heap ) (h; ) (h% 9~ conf C(h; )~ conf C(h% ©)
) 90 R o(Heap T)- (d(h; )) (dAh% 9)
where = [X 7! T;self7! C]
R MEnv © , 8C;m
(: msaope(m; C) _ prot(m; C)) » (C is non-rep) * (mtype(m; C) is de ned)
) R (C;pars(m; C); mtype(m;C)) ( Cm) ( °Cm) O

(Recall that prot is de ned in (5) of Sect.9.3.)

As an example, the body of makeNade in ObservableAc¢Fig. 11) returns a new
rep. Consider a coupling with a version using a sertinel. Given a bijection
and related heaps h; h®, the location ~ = fresh(Node4 h) may be dierent from
"0 = fresh(Node4 h% ewen if fresh is parametric, becauseh® has extra reps, the
sertinels. But  can be extendedwith the pair (7; 9.

The following facts are straightforward consequencesf the de nition. The rst
saysthat if h and h®arerelated by R at , then is a bijection betweenthe domains
of h and h® except for reps.

Lemma 10.4 Forall ;h;h%andall *; °not in loc{Rep#, Rep®), if R Heap h h°
then ((domh) (locgRep#, Rep¥))) = (domh9 (loc{Rep# Rep). O

Lemma 105 fU TandR UddthenR Tdd. O

For equivalence of values and states, we de ne a family of relations indexed on
categories . To streamline the notation, we say \ x x%in [ ]" here, and simply
usethe symbol later.

De nition  10.6 (value equiv alence) Forany ,wede ne arelation for data
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values, object states, heaps,and stores, as follows.

"0 in [C] . =0 = pj=o
d d in [T] , d=d° for primitiv e typesT
s in [stateC] , 8f 2 eldsC sf s
0 in[11 ,  8x2dom X Ox
h n° in [Heap] , dom domh” rng domh®

Ag 2domh h*  hY )
(h; ) (h% 9 in[Heap 1], h ho~ 0
d in[ -] , d=?=d_(d6?26drd in[])

Lemma 10.7 (iden tit y extension) SupposeR (Heap ) (h; ) (h% 9 and
selfis non-rep. Let (h; ) and (h% 9 be conned at self If both collect( ;h)
and collect( %h% are Own-free then collect( ;h)  collect( 2h9. O

In the casethat is equality, the relations R coincide with R and is
just equality. This yields the analog of the Diagonal Lemma 7.18 asthe reader may
ched.

Denition  10.8 (clien t program equiv alence) SupposeprogramsCT;( ~ S)
and CT%( " 9S9 are such that CT;CT?are comparableand con ned, and more-
over S (resp. SY occursin CT (resp. CT9. The programs are equivalert i for all
con ned, Own-free (h; )and(h® 9in[Heap ]]andall with (h; ) (h% 9,
there is some ¢ with

collect(T ~ SJ~(h; )) , collect([ °S9Yr%n% 9) ;
where ~ = [CT] and "°= [CTY°. O

Lemma 10.9 SupposeB;C and all classnamesin T are non-rep and moreover
B<C.IfR (Cx;T! T)dd°then R (B;X;T! T) (restr(d;B)) (restr(d%B))
where restr is the restriction to global states of B (seeDef. 5.5). O

As discussedn Sect.9, the relation must be presenednot only by public methods
but also by any module scope methods that are called by methods declared in
subclassesof Own.

De nition  10.10 (sim ulation) A simulation is a coupling relation R such that

(1) (construction of Own establishL) For any ; © any ; %in locgOwn#) with
*= "0 andany h;h®with R Heap h h? let

hy = [hj 7! [elds(loctype™) 7! defaults]]

hY = [h%] “7! [ eldsYloctype *9) 7! defaults]]

ho = [self: (loctype ™) * constr(loctype ) : con]”(hy; [self7! °])

hS = [self: (loctype 9 " % constr(loctype *9 : con]°%h?; [self7! *9)

Then there is ¢ such that L hg h§.

(2) (methods of Own preseneR) Let 2 ! [MEnv] (resp. °2 | [MEnv]9
be the approximation chain in the de nition of [CT] (resp. [CTY9. For every
m with mtype(m; Own) de ned and : msaope(m; Own) or prot(m; Own), the
following implications hold for every i, where X = pars(m;Own) and T! T =
mtype(m; Own).
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(@ RMEnv ; °) R (Own;x;T! T)(IM] 1) M 9
if m hasdeclaration M in CT(Own) and M %in CTYOwn)

(b) RMEnv ; 9 ) R Own;x;T! T)(M] i) (restr(IMg1° % Own))
if m hasdeclaration M in CT(Own) and is inherited from B in CTY{Own),
with Mg the declaration of m in B

(c) the condition symmetric to (2b), if m isinherited in CT (Own) but declared
in CTqYOwn) O

Instead of Assumption 7.15we needonly the following.

Assumption 10.11 CT and CT%arecon ned classtablesfor which a (generalized)
simulation R is given.

Theorem 10.12 (abstraction) R MEnv [CT][CTYC

The proof is essetially the sameas the proof of Theorem 7.20. The de nition
of R MEnv requiresthe relation to be presened by those module-scoped methods
that are called by subowners, and this is ensuredby Def. 10.10(2) of simulation.
The lemmasusedin the proof are as follows.

Lemma 10.13 (preserv ation by expressions) Considerany non-rep classC 6
Own andany °~ e:T with self= C. If ~ e:T isconned and all constituents
of e are con ned then the following holds: For all andall (h; )2 [Heap ]]and
(h% 92 [Heap ]I%ifR (Heap ) (h; ) (h% 9 then

R (To) (M ~e:TIh; ) (M “°e:TIAN% 9 -

Pr oof. The proof is very similar to the proof of Lemma 7.22 exceptin the case
of eld access.

For =~ e:f:T, the argumert is asfollows, for any . By induction on e we have
R C, "% Inthe non-? case,” 6 nil 6 ®hence,by de niton of R, =0 By
closureof the heaps,” 2 domh and *°2 domh®.

We consider caseson whether C < Own. Consider con ning partitions (Ch
Oh; Rh;:::)= hand(Ch® Oh? RhY:::) = hPthat have corresponding islands
asin the de nition of R Heap. In the caseC < Own, we have ~ 2 loc§Own#) and
hence’ in somedom(Oh;). From R Heap h h® we have

L (Oh; Rh;) (Oh? RhY)

and thus "2 dom(Ohio) by local coupling Def. 10.2(1) and bijectivity of . Since
C 6 Own, we know by visibilit y that f is not in the private elds g of Own. Thus,
astype(f;loctype )) = T, wehaveR T (h'f) (h®%) by Def. 10.2(3).

In the caseC  Own we have " 2 dom(Ch) and hence*°2 dom(Ch% by = "°
and de nition R Heap. Hence

R (state(loctype*)) (h*) (h®9

and thus R T (h'f) (h®%) by de nition of R (state(loctype’)). Note that
loctype™ = loctype © because is a typed bijection. O

Lemma 10.14 (preserv ation by commands) Supposethat and ©are con-
ned method ervironments and R MEnv O Consider any non-rep class
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C6 Ownandany °~ Swith self= C.If ° Sandall constituents of S are con-
ned then the following holds: Forany andany (h; )2 [Heap Jand(h% 92
[Heap % if conf C(h; ), conf C(h% 9, andR (Heap ) (h; ) (h% 9 then
thereis ¢ such that

R o(Heap ). (I *SI(h; )@ "°SI°An% 9 :

Pr oof. The proof is very similar to the proof of the corresponding Lemma 7.23
exceptin the casesof method call, eld update, and most interestingly new. We no
longer have the assumption of parametricity of the allocator, and we must consider
construction of repsin sub-owners. We also needan analogto Lemma 7.21, saying
that constructors establishesR:

Little lemma: Forall andall (h;’)2 [Heap C]and (h% % 2 [Heap C],
if R HeaphhPand R C %then thereis o such that R ¢ Heap hg h§
where

ho = [self:C *~ constr C:con] (h;[self7! °])

hg = [self:C ~ °constr C :con] Y(h%[self7! *9)
We omit the proof of the little lemma, which has the samestructure as the proof
of Lemma 7.21.

Case ~ x:= e:m(€). This goesthrough as before except for the casewhere
C < Own. In that case,the called method may have module scope and this is why

such methods (designatedby prot) are included in the de nition of R MEnv.
Case  e;:ff := e. By Lemma 10.13for e, wehaveR C " "% hence "= 0
de nition of R. By Lemma 10.13for e, wehave R U dd®and henceR T dd°

by Lemma 10.5. To concludethe argumert it su ces to show

R Heaplhj 7![h jf70d]][n°) 07! [O0)f 71dT] . ()
Considercon ning partitions (Ch Oh; Rh;:::) = hand (Ch® Oh Rh):::) = h°
that correspond asin the de nition of R Heap h h®. We argue by caseson C.

| C< Own: Thenloctype™ C < Own. By "= "%andR Heap h h® there is
i such that f*g= dom(Oh;) and f*% = dom(Oh?) and

L (Oh; Rh;) (Oh? RhY) :
By typing and C 6 Own, eld f is not in the private elds g of Own. So( )
followsfrom R Heaphh®andR T dd°
| C Own: As C is non-rep, we have * 2 domCh and “°2 domCh® Moreover,
R (state(loctype™)) (h*) (h®9 and soby R T d d®we get
R (state(loctype)) [n" jf 70d] [n®0jf 71dT :
Hence( ).

Case ~ x:=new B. By connement of CT, this command is con ned and
hencethe nal states are con ned: conf C (ho; o) and conf C (h$; 9). We have
C Repand C 6 Own. Let * = fresh(B;h) and *° = fresh(B;h9. De ne

o= [ f(; 9g. This makes ( bijective because’; Carefreshand R Heap h h°
implies, by de nition, that dom domh and rng domh®,
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By R 0 and de niton of o we have R o J. We proceedto
shov R ¢ Heap ho hY, by caseson B. Let hy = [ 7! [elds B 7! defaults]] and
hY = ['07! [elds®B 7! defaults]].

wn ep. We have elds B = elds"B and thus
| B Own”B Rep Weh lds B lds°B and th
R o (stateB) [elds B 7! defaults] [ elds®B 7! defaults] :

So, as B is non-rep and B 6 Own, we can add * to Ch and “°to Ch®to get
partitions that witnessR ¢ Heap ho h.

| B Own: By local coupling, Def. 10.2,we get o with L oh; h?. Moreover, h;
and h{ are owner islands and the con ning partitions for h; h® extend to onesfor
h hy. and h® h$ with . Finally, by de nition of R we getR o Heap hg hJ
ashp=h hyandhd=h% hS.

| B Rep Here,C OwnorC Rep asotherwisethe commandwould not be
conned. Letj besud that self2 dom(Oh; Rh;j). Add * to Rh; and *%to
tho. This yields R o Heap ho h§ with ho = h h; andh$ = h° h{. O

11. STATIC ANALYSIS

This section gives a syntax directed static analysis for a property we call safety
which is shawn to imply con nement.

The input is a well formed classtable and designatedclassnamesOwn and Rep.
The analysisis given for the languageof Sect.9.3. We do not claim that the analysis
is de nitiv e, but it hasthe following pleasarn characteristics. The restrictions are
weak enoughto admit interesting programsincluding all the examplesdiscussedin
the paper. The analysisis modular in the sensethat, with one exception, only rep
and owner code (including subclasses)is constrained. The exceptionis for new: a
client cannot construct a new rep. For practical application, this can be ensuredin
a modular way: Rep and its subclasseswvould be declaredwith module scope.

Denition 11.1 (safe) Classtable CT is safei for every C and every m with
mtype(m; C) = T! T the following hold.

(1) If mis declaredin C by T m(T X)f Sg then X: T;self:C;result: T S where
is the safely relation de ned in the sequel.
(2) self:C constrC, for all C
(3) If C  Own and : msmpe(m; C) then T & Rep.
(4) If m is inherited in Own from someB > Own then T & Rep.
(5) No m isinherited in Repfrom any B > Rep.
The safety relation is de ned by the following rules. There is no restriction on

eld declarations per se. A client can have a Rep type eld, but can assignonly
null to it.

Safety for expressions
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X: X null :B unit :unit true :bool false :bool
C=( selh e:C (f:T)2deldsC
C=0wn”"e6 self) T6& Rep
ef:T
e T e T e:D B D eeD B D
e = e :bool (B) e:B eis B :bool

For expressions,the analysis imposesrestrictions on eld accesse@nd nothing
else. If e:f appearsin the body of an owner method, then a Repcanbeaccesseanly
via the private elds of Own; this requirese to be self (instance-basedvisibilit y). 24
If e:f appearsin a sub-owvner, then the private elds of Own cannot be accessed,
hencethe result cannot be a Rep.

For commands,the rules imposerestrictions on new, eld update, and method
call. The conditions on eld update are analogousto those for eld access.Object
construction x := new B in the body of a client method cannot create a new rep.

For method call x := e:m(€), the condition labelled (a) says that if m is a client
method called from a subclass of Own or Rep, then m cannot be passedreps
as parameters. Condition (b) considersmethod calls from an owner classor its
subclasses:it says that if m's type is comparableto Own then reps can be passed
as parametersonly if e is self Moreover, if e is not self then the method cannot
return reps as result.

Safety for commands

24 An expression lik e self.fst.nxt.nxt is not allowed in our language becausewe consider only priv ate
elds; but if module-scoped elds were added, this expression would be allowed by the analysis.
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C=( sel (f:T)2deldsC

C=( selh) B 6 Object e :C e:U U T
x 6 self B X C=0wn"e 6 self) U6 Rep
C Rep”C Own) B Rep C<Own) U6 Rep
X:=new B ef = e

e:D mtype(m;D)=T! T T X
e:U U T x6 self
C=( selh msope(m;D) ) C Own_C Rep
(@ (C Own_C Rep” (D6 Rep” (D6 Own_: (msmope(m;D))))
) T& Rep
() C Own) D&Own_(e=sel) (T6 Rep"T6& Rep
X = e:m(g)

C=( selh mtype(m;superC)=T! T
U U T x6self T X
X ;= super:m(e)

X 6 self e:T T X S; S,
X:=e S, S
e:bool S S, eeU U T (;x:T) S
if ethen S; else S, Tx:=einS

Theorem 11.2 (soundness) If CT is safethen it is con ned.

Pr oof. Items (3){(5) in the de nition of safety are the sameasitems (3){(5) in
the de nition of con nement for classtables. For items (1) and (2), the con nement
of method and constructor bodiesfollows from safety thereof, by Lemmas11.3,11.5,
and 11.6to follow. [

Lemma 11.3 (argumen t values conned) Suppose " e:D and " &:U are
con ned.

Q) If X!
2) If X :

Pr oof. We give the argument for (1); the argumert for (2) is similar (seeAp-
pendix).

As in Def. 6.8,let C = ( sel). Assumeconf C(h; ). Let " = ~ e:D](h; ),
letd=[ ~e:U](h; ), andlet 1 = [self7! *;x 7! d]. Finally, let * 6 nil;" 6 ?
andd6 ?.

Because x := e:m(€) holds we can use conditions (a) and(b) in the analysis
rule for method call. Now the proof proceedsby caseson caller's class C with
subcaseson callee'sclassloctype ™. In ead casewe shaw conf (loctype ™) (h; 1).

exm(e) then ° x:= e:m(€) hascon ned argumerts.
super:m(€) then ° x:= super:m(€) hascon ned argumerts.

| C Rep”C Own: By the hypothesisin lemma, becausee and & are con ned
at C, we have * 62ocqRep#) and di 62ocqRep#) for all di 2 d. Thusrng 1\
loc{Rep#) = . Now we go by caseson loctype™ where loctype™ D. In case
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loctype® Rep” (loctype™ Own _ : msmpe(m; loctype 7)) and caseloctype
Own ™ msmpe(m; loctype ), the result follows becauserng ;1\ locqdRepH) =
Finally, the caseloctype” Rep is impossible becauseh is con ned { hence
Def. 6.2(1) applies.

| C Own: Chooseacon ning partition andletj besud that self2 dom(Oh;).

Becausee and & are conned at C, we have * 2 loc§Rep#) ) ~ 2 dom(Rhj)

and d; 2 locg{Rep#) ) di 2 dom(Rh;) for all dj 2 d. Now we go by caseson

loctype *:

| loctype® Rep” (loctype” Own _ : msope(m; loctype)): Hence ™ 62
loc§fRep#). We want rng 1\ loc§Rep#) = . We have ~ 62locqRepH).
Moreover, by the analysis condition (a), T & Rep. Thus d; 62loc{Rep#) for
all d 2 d.

| loctype™ Own”msmpe(m;loctype *): Let * 2 dom(Ohy) for somek. Because
loctype~ D wehave,D Own_Own D. If e= selfthen” = ( selj and
k=j. Thenrng 1\ loc{Rep#) = d\ loc§Rep#) dom(Rh;) = dom(Rhy),
by con nement of & Thus conf (loctype ™) (h; 1) by Def. 6.4(2). If e 6 self
then by condition (b) of the analysis, T & Rep. Hencerng 1\ loc§Rep#) =
proving conf (loctype ™) (h; 1) by Def. 6.4(2).

| loctype® Rep Hence' 2 dom(Rh;) by con nement ofeat C. As loctype
D wehave,D Rep Rep D. By Def.6.4(3),to show conf (loctype ™) (h; 1),
we must shov rng 1\ locsRep#) dom(Rh;). But for any d; 2 loc{Rep#)
we have d; 2 dom(Rh;) by con nement of g at C.

| C Rep Chooseacon ning partition and letj be sudch that self2 dom(Rh;).

Becausee and & are conned at C, we have ™ 2 loc§Rep#) ) ~ 2 dom(Rhj)

and d; 2 loc{Rep#) ) di 2 dom(Rh;) for all d; 2 d. Now we go by caseson

loctype .

| loctype™ Rep” (loctype™ Own_ : msmpe(m;loctype )): Wewant rng 1\
locfRep#) = . We have * 2 locqRep#). By the analysis condition (a), we
have T & Rep. Henced; 62ocyRep#) for all d; 2 d.

| loctype™ Own: Hence™ 2 dom(Oh;). Nowrng 1\ loc§fRep#) dom(Rh;j)
as required for conf (loctype ) (h; 1) by Def. 6.4(2).

| loctype® Rep Hence™ 2 dom(Rh;). Now rng 1\ loc{Rep#) dom(Rh;j)
asrequired for conf (loctype ™) (h; 1), by Def. 6.4(3). O

Lemma 11.4 (soundness for expressions) If e:Tthen ° e:Tisconned.

Proof. Let C = ( sel). Now we go by induction on e:T. Assume
confC(h; Yandd=1] " e:T](h; ) 6 ? for eacth caseof e.

Case ef:T. Thend= h'f . We considercaseson C.

| C Rep”C Own: Wemust shov d 6docgRepH#). Becauseloctype™ C, we
have * 62ocqOwn#; Rep#). So isin the client part of a con ning partition and
by Def. 6.2(1) we have d 62ocqRep).

| C Own: Considera conning partition and j sud that self2 dom(Oh;).
We must showv d 2 locgRep#) ) d 2 dom(Rh;). Assumed 2 locqRep#). If
C = Own, we have two subcases: If e = selfwe get ™ = self soi = j and
d 2 dom(Rh;); if e 6 selfthen by the analysisweget T & Repsod 62ocyRep#),
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falsifying the anteceden. This concludesthe caseC = Own. If C < Own then
f 629. HenceU & Rep, sod 62ocqRep#), falsifying the anteceden.

| C Rep Consideracon ning partition andj sud that self2 dom(Rh;). We
must showv d 2 loc{Own#; Rep#) ) d 2 dom(Oh; Rh;). Sinceloctype™ C, we
have * 2 locSRep#) and by induction on e we get ™ 2 dom(Rh;) via Def. 6.6(3).
Becauseh is con ned we getd 2 dom(Oh; Rh;) by Def. 6.2(4).

The remaining casesare similar; seeAppendix. O

Lemma 11.5 (soundness for constructors) Supposethat self:C constrC for
all C and let be arbitrary. Then the constructor semarics is con ned in the
following sense:For all (h; ) with conf C (h; ) we have conf hg andh  hg where
ho = [self:C constrC:con] (h; )6 ?.

Pr oof. By well founded induction on C using the order in an argumert
similar to that for Lemma 7.21. SeeAppendix. O

Lemma 11.6 (soundness for commands) If Sthen ~ Sisconned.

Proof. Let C = ( sel). Now we go by induction on S and by cases
on C. Assumeconf C(h; )andconf and[ ~ S] (h; ) 6 ?. Let (ho; o) =
[ * S] (h; ). In each casewe must show hg is con ned and conf C (hg; o).

Case e;f =e. Here ¢ = andhg=1Thj 7'[h jf 7! d]]. Because
e :C and e :U, by Lemma 11.4, e; and e, are con ned at C. We must
rst shaow that hg is con ned and then show conf C (hg; o). By conf C (h; ) we
know there is a con ning partiton h = Ch :::.. We partition hg using the given
partiton for h. That is, the domain for each block, say Ch°, is the sameas the
corresponding block for h, say Ch. We claim this partition is con ning for hg. It
then follows by Def. 6.3that h  hg. Then by Lemma 6.13, we get conf C (hop; ),
henceconf C (hp; o). It remainsto show the claim for which we needto show the
conditions in Def. 6.2. We go by caseson C.

| C Rep” C Own: Only condition (1) in Def. 6.2 can possibly be violated.
By conf C (h; ) we obtain rng \ loc{Rep#) = . Becauseloctype™ C we
have * 2 dom(Ch®). By con nement of e;, d 62ocgRep#). HenceCh® 6 Rh!
for all j.

| C Own: Let self2 dom(OhiO) for somei. Only conditions (2) and (3) in
Def. 6.2 can possibly be violated. Becauseloctype” C, 2 dom(Oth) for
somej. Becausee; is con ned at C we have,d 2 locqRep#) ) d2 dom(Rh?).
We consider the caseC = Own and e = self Then ™ = selfandi = j,
establishing condition (2). By typing, f 2 g. HenceOh; 6 9 RhiO establishing
condition (3). In the casee 6 self by the analysis we have U & Rep thus
establishing conditions (2) and (3).
Now we considerthe caseC < Own. By the analysis we have U & Rep thus
establishing conditions (2) and (3).

| C Rep Let self2 dom(RhiO) for somei. Only condition (4) in Def. 6.2 can
possibly be violated. Becauseloctype™ C, ~ 2 loc{Rep#). By con nement
of e; at C, we have ™ 2 dom(RhiO). And, by con nement of e, at C, we have
d2 loc{Rep#) ) d2 dom(RhiO). This establishescondition (4).
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Case x := e:m(€). Herehg = hyand o= jx7!d;]. Because e:D and

e:U, by Lemma11.4,eand e are con ned at C. Henceby Lemma 11.3we have

conf (loctype ™) (h; 1). Then by assumption conf we get conf (loctype ) (ho; 1).
Hence hy is conned. By conf , we have h ho. Hence by Lemma 6.13,
conf C (hg; ). Thus to show conf C (hg; o), it suces to show that the result
d; is con ned for C in hg. We proceedby caseson C:

| C Rep*C Own: Wewant d; 62ocqRep#). Now we go by caseson loctype ".
By typing, : msope(m; D).

| C

loctype™ Rep” (loctype™ Own_: mswpe(m; loctype *)): The result follows
by conf becauseloctype™ D.

loctype™  Own: Then : msope(m;loctype”). Henceby safety of CT, T &
Rep. Hencethe result follows.

loctype” Rep This caseis impossible becauseh is con ned; Def. 6.2(1)
applies.

Own: Let self2 dom(Oh;) for somej in the conning partition of h.

We want d; 2 loc§Rep#) implies d; 2 dom(thO). Becausex 6 self we have

oself= self Henceby h  hg, oself2 dom(Oth). Now we go by caseson

loctype °, whereloctype™ D.

| C

loctype™ Rep” (loctype™ Own _ : mswope(m; loctype *)): Then by conf
we have, d; 6JdocqRept). Hencethe result follows.
loctype™ Own” msmpe(m; loctype ): Let * 2 dom(Ohy). Because ; self= ",
by conf wehave,d; 2 loc{Rep#) ) d; 2 dom(RhE). Becausdoctype™ D,
we have D Own _Own D. Hencecondition (b) of the analysis applies.
We have two cases:Either e = self thenj = k. Sod; 2 loc§Rep#) ) d; 2
dom(RhJQ). Otherwise, T & Rep. Sod; 62ocqdRep#), and the result follows
vacuously
loctype™ Rep: Becausee is conned at C, we have ~ 2 dom(Rh; ). Because
1self= 7, by conf we have, d; 2 locqRep#) implies d; 2 dom(thO). Hence
the result follows.

Rep: Let self 2 dom(Rh;). We want d; 2 locqRep#) implies d1 2

dom(thO). Becausex 6 self we have gself= self Henceby h  hg, ¢self2
dom(thO). Now we go by caseson loctype *, whereloctype™ D.

loctype® Rep” (loctype™ Own _ : msope(m;loctype *)): Then by conf
we have, d; 62ocqRepH), sothe result holds vacuously

loctype™  Own”msmpe(m; loctype *): By con nement ofeat C, ~ 2 dom(Oh; ).
By conf , d; 2 locgRep#) implies d; 2 dom(RhJQ). Hencethe result follows.
loctype™  Rep: Becausee is conned at C, © 2 dom(Rh;). By conf we
have, d; 2 locyRep#) implies d; 2 dom(thO). Hencethe result follows.

Case X := new B. First, we claim conf B (hy; ;) and h h;. Then by
Lemma 11.5 we get conf B (hg; 1) and h; hg. Soh  hp and by Lemma 6.13
conf C (hp; ). To conclude,we argue that conf C (ho;[ jx7!"]) by caseson C.

| C

Own”~ C Rep then B Repso’ 62loc§RepH#) by typing and hence

oonf C (ho:[ jx7!°]).
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| C Own: Leth= Ch (Oh;y Rhj):::(Ohx Rhy) beaconning partition of h,
andj sudhthat selfbein dom(Oh;). If B Repthen conf C (ho;[ jx 7! ]) by
de nition. If B Repthen we must shawv ~ 2 dom(thO) where hg hascon ning
extensionhy = Ch® (Oh? Rh9):::. This is de ned just asin the proof of
Lemma 6.16, and we chooseto put ~ and the objects it constructs in Rh; to
obtain Rh;.

| C Rep Thenrng[ jx7! ]\ locdRep) dom(thO). We chooseto put °

and the objects it constructs in Rh; to obtain tho, which makesthe inclusion
hold.

It remains to prove the claims conf B (h1; 1) and h  h;. In the semariic def-
inition, hy = [hj ~ 7! [elds B 7! defaults]] where = = fresh(B;h). De ne
Bh = [ 7! [eldsB 7! defaults]] soh; = h Bh. Let ; = [self 7! *]. Next,
we arguethat h  h; and conf B (hy; 1). Becauseh is closed,” is not in the range
of any object state in h. To construct an extending partition it su ces to deal with
the new object, asits addition cannot violate con nement of existing objects. We
de ne the extensionand argue by caseson B.

| B Own * B Rep. For a conning partition of h; we extend that for h
by dening Ch® = Ch Bh and using the given partition of owner islands.
Becausedefaults contains no locations, this is a con ning partition and we have
conf B (hl; 1).

| B Own. We extend the partition by adding an island Ohp,, Rh{,; with
oh?,, = Bhand Rh),; = . This is a con ning partition becausedefaults has
no locations and we have conf B (hy; 1) becauserng i hasno reps.

| B Rep Then we can obtain a con ning extensionby adding Bh to Rh;, as
defaults has no locations. Asrng ; = f g, we have conf B (hy; 1) by de nition.

This concludesthe argument for h  h; and conf B (hy; 1).
The remaining casesare similar and can be found in the appendix. O

12. DISCUSSIONAND RELATED WORK

Programmers draw pictures of pointers in heap-baseddata structures and often

manageto get things right asfar asthe presenceof pointers goes. For example, lists

don't get disconnected. The absenceof pointers is harder to picture and many bugs
are due to unexpected aliasing. Expectations are raised through use of encapsula-
tion constructs such asprivate elds and modules,but heapstructure is not entirely

manifestedin languageconstructs. Simulation relations are often usedfor reasoning
about abstractions and here too aliasing presents a challenge: Multiple instances
of an abstraction may referencea shared client object or be shared by multiple

clients |but client referencesto represenation objects can violate encapsulation.
Various notions of ownership con nement have beenproposedfor encapsulation of
objects. We have formalized one and shown that clients are independert from con-
ned represenations. Independenceis formalized by an abstraction theorem that

licensesreasoningabout equivalenceof classimplemertations using simulation re-
lations. Con nement is formalized by drawing boundariesthat signify the absence
of pointers.
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12.1 Relatedwork

Representation independene. The main proof technique for represenation in-
dependenceis so fundamental that it has appearedin many places,with a vari-
ety of names,e.g., bisimulation, logical relations, abstraction mappings, relational
parametricity (e.g., [Plotkin 1973; Reynolds 1984; Lynch and Vaandrager 1995;
de Roever and Engelhardt 1998]). Among the many usesof simulations are pro-
gram transformations and justi cation of logicsfor reasoningabout data abstraction
and modi cation of encapsulatedstate.

Represenation independenceresults are known for generaltransition systems[Mil-
ner 1971;Lynch and Vaandrager 1995], rst order imperative languages[He et al.
1986; de Roever and Engelhardt 1998], higher order functional [Reynolds 1984;
Mitc hell 1986;1991;1996; Power and Robinson 2000; Pitts 2000]and higher order
imperative languages[O'Hearn and Tennert 1995;Pitts 1997;Naumann 2002],and
sequettial object-oriented programs without heapallocation ([Cavalcanti and Nau-
mann 2002]treats a language with class-basedvisibilit y and [Reddy 2002] treats
one with instance-basedvisibility). As far as we know, our results are the rst
for sharedreferencesto mutable state, a ubiquitous feature in object-oriented and
imperative programs. The lacuna is mertioned in [Grossmanet al. 2000].

The combination of local state with higher order proceduresmakesit di cult
to prove represeration independencefor Algol, where procedurescan be passedas
argumerts but not assignedto state variables. The root problem for Algol seman-
tics [Reynolds 1981b; O'Hearn and Tennert 1995]and proof rules [Olderog 1983;
German et al. 1989]is the interaction between arbitrary nesting of variable and
procedure declarations and possibility of passingproceduresas argumerts. Rep-
resertation independencehas been proved, using denotational semartics basedon
possibleworlds models [O'Hearn and Tennert 1995]and using operational seman-
tics [Pitts 1997], on which we say more below.

In imperative languageslike C and Modula-3, procedurescan be passedas argu-
ments and even stored in variables, but only if their free variables are in outermost
scope. This restriction greatly simplies implementation of the language and it
makes it possibleto use simple semartic models. Naumann [2002] usessudc a
model to prove an abstraction theorem and apply it to Meyer-Sieker examples?®
The constructs of a Java-likelanguageo er similar expressive power and alsoadmits
a simple model as we have shown in this paper.

To get an adequateinduction hypothesisfor an abstraction theorem, parametric-
ity needsto be imposedon the latent e ects of procedure abstractions, either asa
property to be proved or as an intrinsic feature of the semariic model [Reynolds
1981b; O'Hearn and Tennert 1995]. It seemsthat these conditions are most eas-
ily expressedin terms of a denotational model, but if procedurescan be stored in
the heap on which they act, dicult domain equations must be solved.?® Recur-
sive data typesalso lead to nontrivial domain equations. Even if solutions can be

25The simpler of their examples can be proved directly in the model without use of simulations
[Naumann 2001].

26Recertly Levy [2002] used functor categories to give a denotational model for a higher order
language with pointers, but the model doesnot capture relational parametricit y and the language
has neither object-oriented features nor recursive types.
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found, they may be quite complex structures that are di cult to understand and
work with. Nevertheless,a modern treatment of recursive domain equations o ers
somehope of progress[Reusand Streicher 2002; Reus 2003].

Di culties with denotational semartics led to considerableadvancesusing op-
erational semarics [Gordon and Pitts 1998]. For Idealized Algol, in which only
integers can be stored in variables and there are no recursive types, Pitts [1997]
formalizeslogical relations using operational sematrtics and provesequivalenceslike
the Meyer-Sieker examplein our Sect.3.1. Although complexdomainsare avoided,
an operationally basednotion of logical relation can be \far from straightforward"
and \quite dicult" (in the words of Pitts [2005], discussinglogical relations for
existertial typesin a purely functional setting).

One of the most relevant works using operational sematrtics is that of Grossman
et al. [2000]where represenation independenceis approached using a dynamic no-
tion of ownership by principals asin the security literature. To prove that clients
are independert from the represeration of an abstraction provided by a host pro-
gram, a wrapper construct is usedto tag code fragmens with their owner (e.g.,
client or \host"), and to provide an opaquetype for the client's view of the ab-
straction. This is a promising approach. However, the results so far only show
\indep endenceof ewaluation" (reminiscert of nonintereferenceresults in informa-
tion ow security [Volpano et al. 1996; Abadi et al. 1999]) and do not provide a
generalnotion of simulation. Although Grossmanet al. [2000]o er their work asa
simpler alternativ e to domain theoretic sematrtics, the technical treatment is some-
what intricate by the time the languageis extendedto include referencesrecursive
and polymorphic types.

Except for parametric polymorphism, we treat all thesefeatures,aswell asothers
such as subclassing,dynamic binding, type tests and casts. Although Java syntax
seemslesselegart than, say, lambda calculus, it has seweral featuresthat easethe
di culties. Owing to name-basedype equivalenceand subtyping, and the binding
of methods to objects via their class,we can use a denotational model with quite
simple domainsand xp oint de nitions in the manner of Strachey [2000].

For applications in security and automated static cheding, it is important to de-
viserobust, comprehensiblemodelsthat support not only the idealizedlanguagesof
researd studies but also the full languagesusedin practice. Denotational seman-
tics has conceptual advantages, at least if the domains are simple enoughto have
a clear operational signi cance. However, we admit that our enthusiasm for the
e cacy of denotational techniques has beentempered by the irritation of ushing
out bugsin intricate de nitions and induction hypotheses.

Our abstraction theorem and identity extensionlemma can be used directly to
prove equivalence of programs, where a program is a command in the context of
a classtable and designatedclassC. It would be reasonableto use a notion of
equivalencebasedon eld visibilit y: stateswould be equatedif they are equal after
hiding all elds exceptthosevisible in C. But this would begthe question whether
hiding imposesencapsulationthat is not intrinsic to the language. In this paper we
usethe ner equivalenceon programs: for commandsto be equivalent they must
yield outcomesthat are identical, up to renaming, after garbagecollection. Thus
encapsulation is formulated in terms of private elds and con ned reps but the
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identit y extensionlemma is expressed,in e ect, in terms of local variable blocks
(in the style of, e.g., He et al. [1986]).

Besidesthe \client interface" provided by public methods and analogousto the
interfacesstudied in previouswork on represenation independence,a classalsohas
a \protected" interface to its subclasses.The combination of protected and public
interfacesis complicated, but a thorough treatment of represenation independence
for object-oriented programs must take it into accourt. For reasoningabout the
protected interface, work on behavioral subclassinghasusedsimulations to connect
a classwith its subclass[Liskov and Wing 1994; Leavens and Dhara 2000] but
a formal connection has not been made with the use of simulations to connect
alternativ e represenations. The PhD thesis of Stata [1997]considersother aspects
of the protected interface.

Con nement. Quite a few con nement disciplines have beenproposed,by Hogg
[1991], Almeida [1997],Vitek and Bokowski [2001], Clarke et al. [2001],Muller and
Poetzsh-He ter [2000b], Boyland [2001], Lea [2000], Aldrich et al. [2002], and
Clarke [2001](the latter hasa more comprehensie recert survey). Most proposals
have signi cant shortcomings;they disallow important design patterns or are not
e cien tly chedable. Although the aim is to achieve encapsulation and thereby
support modular reasoningin oneform or another, few proposalshave beenformally
justied in theseterms |none in terms of represenation independence.

Seweral works justify a syntactic discipline by proving that it ensuresa con ne-
ment invariant [Meuller and Poetzs-He ter 2000b; Clarke 2001; Aldrich et al.
2002]. Others go further and shonv someform of modular reasoningprinciple, as
we discussin detail below. Existing justi cations involve disparate techniquesand
objectives, so that it is quite hard to assessand compare con nement disciplines.
One of our contributions is to show how standard semartic techniquescan be used
for such assessmets.

The fact that type namesare semariically relevant lets us use them to formu-
late in semartic terms a condition similar to the ownership con nement notions
of Muller [2002], Clarke et al. [2001]and their predecessor§Hogg 1991; Almeida
1997]. Whereas se\eral papers emphasizereachability via paths, our formulation
of con nement emphasizegpartitioning of heap objects and the one-steppoints-to
relation. In this we were inspired by the work of Reynolds [2001]that shows the
e cacy of reasoningabout partition blocks that may have dangling pointers.

Reasoningon the assumption of con nement is a separateconcernfrom enforce-
ment or chedking of con nement. Semaric considerationsled us to a exible,
syntax-directed static analysis, but other analysistechniques such as model ched-
ing or theorem proving for (an approximation of) the semartic con nement property
could be interesting.

It is interesting to note that we get a strong reasoning principle on the basis
of ownership con nement alone, in a form that can be chedked without program
annotations. By contrast, other works useannotations and combine ownership with
uniguenessand e ects (e.g., read-only) [Clarke and Drossopoulou 2002; Aldric h
et al. 2002; Muller 2002]. Those works aim to record design decisionsin all parts
of a program, to support program understanding and reasoning. We are concerned
with replacing one part; for this purposeit is not clear what annotations would be
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appropriate as a designrecord. What is clear is that one only needsa three-way
distinction |o wner, rep, and other| which can be chedked rather exibly without
recourseto special annotations or types.

Con nement gures heavily in the verication logics of Meller and Poetzsd-
He ter [2000a]and in somework by the group of Nelson and Leino [Leino and
Nelson 2002; Detlefs et al. 1998]whereit is neededfor sound reasoningabout the
\mo di es clause" framing the scope of e ects. Subsequeh to the presert work,
Clarke and Drossopoulou [2002] state results on reasoningabout e ects, using a
con nement discipline imposedusing code annotations for con nement and e ects.
Theseworks are concernedwith delimiting the scope of e ects, which is an impor-
tant aspect of modular reasoning,but they do not addressrepresenation indepen-
dence.

There has been much work on capturing encapsulation via visibility (lexical
scope), using existertial typesand subsumption (see[Bruce et al. 1999;Bruce 2002;
Pierce 2002]and referencegherein). None of theseworks addresseghe problem of
con nement; they are concernedwith the complextyping issuesfor object oriented
languages.

One of the main di culties in designing safe and exible type systemsis due
to the desire to eliminate or minimize the use of type testing and casting which
are seenas loopholesthat subvert type-basedencapsulation. Indeed, parametric
polymorphism has been much pursued as a meansto cope with generic patterns
that, in current practice, are usually coded using subsumption, casts, and type
Ob ject (a recert referenceis the textb ook by Bruce [2002]). Although parametric
polymorphism has obvious merit, our results shav that casts and type tests are
themselesrelationally parametric. It is behavioral subclassingwhich is at risk in
someusesof castsand tests. This doesnot contradict [Reynolds 1984]becauseour
languagehas a nominal type system [Pierce 2002];it is the name of a type, not its
set of values, that is involved with tests and casts.

12.2 Future challenges

Our aim is to deal with the rich languagescurrently in use,rather than to advance
languagedesign. The languagefor which our results are given encompassesnany
important features of object oriented languages. Two major features are missing
and will require substartial additional work: concurrencyand parametric polymor-
phism. The interaction between parametric and subtyping polymorphism can be
non-trivial and there are a number of competing type systems. Somelanguages,
e.g.,C++, haveparametric polymorphism but with signi cant limitations; for Java,
parametric typesare a late addition. 2’

Ownership con nement is appropriate for reasoningabout many designsin prac-
tice and we have shown through a seriesof examplesthat our notion is applicable
to widely useddesignssucd as the obsener and factory patterns. Two important
issuesare beyond the reac of our work (and much of the previouswork on con ne-
ment). The rst is multiple ownership. A canonical exampleis a collection class

27|n [Banerjee and Naumann 2004] we extend the semartics straightforw ardly to encompass pa-
rameterized typesin the form found in the C# language [Kennedy and Syme 2001]. We also give
a represertation independence theorem. There is no major dicult .
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with iterators. The repsfor the collection are nodesof a data structure. The collec-
tion object mediatesadditions and deletions. To allow enumeration of elemerts of
the collection it is commonto useiterator objects which needaccesgo the nodesof
the data structure. It would seemthat either the collection and its iterators share
joint ownership of the repsor the iterator is given a special status distinct from the
owner and from clients. Either way, multiple client-visible objects collaborate to
provide an abstraction (the iterable collection).

Another examplethat requiressomethinglike multiple ownershipis the Obsener
role of the obsener pattern, which hasnot beenthe focus of attention in this paper.
Often an obsener is comprisedof seweral objects; in particular, the callback object
on which notify is invoked is an instance of an inner classand might be considered
part of the represertation of the obsener, though it is exposedto the Obsenable.

Ownership type systemshave beengiventhat allow someform of multiple owners
[Clarke 2001; Muller 2002; Aldrich et al. 2002]. Although our formalization of
islands can be extended easily to encompasanultiple owners, it is not as clear how
to extend the notion of simulation in a usefulway. Our result formalizesthe notion
that an owner instance provides an abstraction and this is easily expressedn terms
of the classconstruct. The generalization can probably be expressedby grouping
the related owners(e.g., the collection classand the iterator class)in a module, with
local couplings generalizedto encompassthe multiple iterators assaiated with a
collection. Ownership type systemsare under active developmert. Once a robust
standard notion emerges,it could provide an appropriate generalsetting to which
our work could be adapted.

The other challenging issue for con nement is ownership transfer. Consider a
gueuethat owns objects represerting tasks to be performed. For load balancing,
tasks may be moved from one queueto another. In this casea task is owned by
just one queue at a time and in a given state the systemis con ned according
to the de nition in this paper. A sequetial program for transferring ownership
from one queue might look as follows: g2.task:= ql.task; gql.task:= null. From a
con ned initial state this neednot leadto acon ned nal state: there could be other
referencesto task But it doeslead to a con ned nal state if g2.taskis initially
the only existing referenceto the task. Unique referenceshave been extensively
studied so let us assumethat a static analysisis given for uniqueness. Even with
uniqueness,our theory fails to apply, for two reasons. The rst reasonis a small
one: in the intermediate state two di erent owners referencethe sametask. This
problem is well known and can be surmounted: It is easyto add to our languagean
atomic commandwith the e ect of the above sequencgMinsky 1996]and to shaw,
given uniqueness that it is con ned. For practical purposesone would usea static
analysisto ched that gl.taskis a dead expression[Boyland 2001].

The secondreasonour theory doesnot apply is a technical one. To show that a
method call is con ned, we needthat the caller's environment is con ned in the nal
heap assumingit was con ned in the initial one. We get this by using a condition
stronger than con nement: from a con ned state, a command or method yields
a nal heapthat extendsthe initial onein the senseof Def. 6.3. All commands
of our languageyield heapsextendedin this senseso all method meanings have
this property. (Seethe proof of Theorem 6.17.) But, by de nition of extension,
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h hg saysthat repsthat existin h havethe sameownersin hg asin h, disallowing
ownership transfer. 28

For static analysis there are some more modest issuesworthy of investigation.
The simple conditions of Def. 6.9 ensure suitable con nement of the classtable
but they are unnecessarilystrong. Methods inherited into rep classesare not risky
if they do not leak self such \anonymous methods" can be statically cheded as
shown by Vitek and Bokowski [2001]and Grotho et al. [2001]in work on module-
basedcon nement.?® The conditions of our static analysis may also admit useful
variations.

Having shown that simulation is soundonemight proceedto study completeness.
It is not the casethat our con nement conditions are necessaryin general for
simulations to be presened. A trivial simulation might depend on no con nement
at all. Also, a rep could be leaked but not exploited by any client. One can see
con nement as a kind of simulation which happensto be a rectangular predicate:
h relates to hO just if h and h® are con ned, independert of ead other. This
suggestsfolding the con nement condition into the simulation relation, an idea
which is currently under study by Reddy and Yang for a Pascal-like language3®
For practical reasoningthe bene ts of treating con nement separately are clear: it
accordswith informal design practice, is amenableto static chedking, and ensures
soundnessfor a straightforward and modular notion of coupling.

The more practical questionis how to expresslocal couplings and prove the sim-
ulation property for owner methods. To formalize the couplings for the obsener
examplesone needsa formalism for inductiv e predicates on recursive data struc-
tures; separation logic appears promising for this purpose[Reynolds 2002].

Represenation independencelicensesreasoningabout equivalence of programs
that are structurally similar [Banerjeeet al. 2001; Riecke 1993]. This is quite ade-
guate for usesof simulations such as static analysesand relating alternativ e inter-
pretations for primitiv es,such asthe lazy and eageraccessontrol implementations
for Java [Banerjee and Naumann 2002a]. But for abstraction in program develop-
ment, typically called data re nement, it is not uncommonto considersigni cantly
di erent program structures. To establish the hypothesis of the theorem in this
caserequires a full program logic. Indeed, the theorem would then provide one of
the proof rules. For rst-order imperative languages,seeral proof systemshave
beengiven for reasoningabout two versionsof an abstraction [de Roever and En-
gelhardt 1998]. Typically, relations (especially \abstraction functions") are usedto

281n work subsequert to this paper, we give an abstraction theorem in a setting where ownership
is encoded in auxiliary state and can be transferred freely [Banerjee and Naumann 2005].

291n fact the cited work is concerned with pragmatic aspects of the analysis and doesnot formalize
a semartic property ensured by the analysis.

30Their aim is to explicate the semartic structure of languages involving heap storage. Their
approach should lead to a lucid account on par with parametricit y models for other lan-
guages [Reynolds 1984; 1981b; Reddy 2002]. They have de ned a parametricit y semartics for
a Pascal-like language [Reddy and Yang 2004] in which heap cells are tuples of pointers and in-
tegers rather than objects with scoped elds. Seweral challenges remain to be addresssed, if this
approach is to provide a foundation for reasoning about instance-based abstractions in Java-lik e
languages using a practical con nement discipline. For example, nominal types and class-based
visibilit y (which is not modelled by naive use of existential types).
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derive from one versionthe speci cation of the other version, which is then proved
correct in a program logic. Logics for imperative object-oriented languagesare at
an early stage of dewvelopmert [Abadi and Leino 1997; Cavalcanti and Naumann
1999; Poetzsth-He ter and Muller 1999; Huisman and Jacobs2000;Huisman 2002;
Reynolds 2002].

APPENDIX
A. ADDITIONAL PROOFS
Proof of Lemma6.12

By caseson C and B. It suces to considerC < B and to deal with con nement
of inh.

| C Rep. Then the hypothesis of the Lemma is falsied because self 2
locqdRepH).

| C Own*"C Rep ThenB Own”B Rep,soconfC(h; ), confB (h; )
becauseboth C and B are subject to condition (1) in Def. 6.4.

| C< B Own. Again, both B and C are subject to the samecondition, here
(2) in Def. 6.4.

| C Own< B. WehaveconfB (h; ) ) confC(h; ) by implication between
the consequets of (1) and (2) in Def. 6.4. The converseholds owing to hypothesis
rng \ locdRepH) =

Proof of Lemma6.13

By caseson C. In the caseC Own ~ C Rep, we have conf C (h; ) ,
conf C (hg; ) becauseDef. 6.4(1) of conf C is independert of the heap. For the
casesC Own and C  Rep, we show conf C (hg; ) usingh  hg. First, by
de nition of we have conf hg. To show that is con ned in hg for C, suppose

h=Ch Oh; Rh; ::: Ohg Rhg

is a conning partition of h. Let j be such that rng \ locgOwn#; RepH)
dom(Oh; Rh;). Suppose,by h  ho, that this partition is extendedby con ning
partition ho = Ch® 0Oh? Rh? :::. In the caseC  Own, we haverng \
locfRep#)  dom(Rh;) dom(thO), using conf C (h; ) and the de nition
The caseC Repis similar.

Additional casesfor Lemma6.16
Case ~ x:= e Herethe heapis unchanged: hg = h and the result holds by
re exivit y of

Case ~ x:= super:m(€). The sameargumert asfor method call e:m.

Case =~ Sp; Sp. Let (1;h1) = [ ° Si] (h; ). By induction on S; we have
h h;. By con nement of S; we have conf C (hy; 1). Sowe can useinduction on
S, to obtain hy  hg and then h  hg by transitivit y of

Case ' if ethen S;elseS, . By induction onS; and S;, using con nement
of S; and S,.
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Case ~Tx:=einS.Let =] jx7'[ ~ e:U](h; )]. By conf C (h; ) and
con nement of ewe haveconf C (h; 1). Then by induction on S, usingcon nement
of S,wegeth ho.

Proof of Lemma7.3

By induction on depth. If C  Own then the equality is direct from Def. 7.1(1). If
C Own then it is possiblethat CT(Own) declaresm but CTYOwn) doesnot (or
vice versa). But in that case,by Def. 7.1(3) we have mtype(m; C) = mtyped(m; C) so
m must be declaredin a superclass,whencedepth(m; C) = 1+ depth(m; superC) =
1+ depthqm; sugerC) = depthqm; C).

Proof of Lemma7.19
Let g = (X:T;self:B) and ¢ = (X:T;self:C). To show

R (B;X;T! T) (restr(d;B)) (restr(d%B)) 0

consider(h; )2 [Heap g]and (h% 9 2 [Heap g]°sud that conf B (h; ),
conf B(h% 9, and R (Heap ) (h; ) (h% 9. By de nition of restr we have
restr(d;B)(h; ) = d(h; ) andrestr(d®%B)(h% 9 = dq(h% 9. Sofor ( ) it remains
to show

R (Heap T)» (d(h; )) (dYh% 9) v)

By Lemma 5.7(1) we have (h; ) 2 [Heap c] and (h% 9 2 [Heap c]°% By
hypothesis, C is non-rep so B is also non-rep. As T is non-rep, we have rng \
loc{Rep¥) = andrng °\ locgRep®) = . ThusLemma 6.12is applicable to

: %and using hypothesisB < C we obtain conf C (h; ), and conf C (h% 9. Thus
we have establishedthe antecederis neededto usehypothesisR (C;x;T! T)dd°
to obtain (y).

Proof of Lemma7.22

Case = x:T. ThenR T, ( x) ( %) by R 0 so the result follows by
semartics of x: T.

Case " null :B. Then semartics is nil and R B- nil nil by de nition of R.
Case it :unit . Similar to null , as are the casestrue and false.

Case = e = e;:bool. Then, usingidenti ers from the semaric de nition as
usual, we consider caseson d;. If d; = ? then d? = ? = d; by induction on e
and de nition of R T. Hence,by semariics of e; = e;, [ ~ €1 = e;:bool](h; )=
[ * e =e:bool](h®% 9 and thus

Rbool, (I * e = e:booll(h; ) (I * e = e2:bool](h% 9) ()

The argumert is symmetric for d, = ?.

If none of dy;d?;d,;dJ are ? then, by induction on e; we have R (T1)» d; df.
Thus, by Lemma 7.12,d; = d?. Similarly, d, = d3. Henced; = dp i df = df,
whencethe result ( ) holds by semartics.
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Additional casesfor Lemma7.23
Case ~ x:=super:m(g).

By R wehaveR C " 0 hence' = by Lemma7.12. By conf C (h; ) and
conf C (h% 9 we have 62ocgRep#) and * 62oc{Rep%). Let | = [self7! *;x 7!
dl and ? = [self7! *;x 7! d]. By connement of x := super:m(g) (Def. 6.7) we
have con ned argumerts, i.e., conf (super C) (h; 1) and conf (superC) (h% ¢

By Lemma 7.22for &, and consideringthe non-? case,we haveR U d ao, whence,
by Lemma 7.13,R Tdd. FromR C " Owe getR (superC) * “%by Lemma 7.13,
and thusR [X:T;this :superC] 1 9. From R MEnv ~ %we get

R (super C; mtype(m; super C)) ( (super C)m) ( super C)m)

hence,ash; h% ;; 9 areconned andrelated, R (Heap T) (hy;d;) (h?;d9) where
(hy;di) = (superC)m(h; ) and (h$;d9) = YsuperC)m(h® 9. ThusR T d; o?
and R Heap h; h9. It remains to shaov that the updated stores[ | x 7! di]
and [ ©j x 7! d9] are related. This follows from R T d; d and T X using
Lemma 7.13.

Case °~ Si; So.

As usual, we considerthe non-? case. By induction on S; we have R (Heap
) 2 (h1; 1) (hY; 9). Moreover, asS; is a constituent of a method in CT and CTC,
by con nement of S; we have conf C (hy; 1) and conf C (h?; ), sowe can use
induction on S, to obtain the result.

Case " if ethen S; else S, . Similar to caseof sequenceput also using
Lemma 7.22 for e.

Case "~ Tx:=ein S.

By Lemma 7.22 for e we have R U, d d® If d = ?, then d® = ? and both
semartics yield ? . Otherwise, we have R T d d° by the corollary to Lemma 7.12.
Thus, from R Owe obtain R ( ;x:T) 1 $where ; = [ jx7'd and

9=1[ 9 x7!dJ asin the semartic de nition. In order to useinduction on S, we
needto show conf C (h; ;) and conf C (h% 9). From condition (1) in Def. 6.9 of
con nement for CT, eis conned. In the caseC  Own, con nement of e yields
d 62loc{Rep#) and thus conf C (h; 1). In the caseC < Own, con nement of e
yields d 2 locgRep#) ) d 2 dom(Rh;) for some partition and j with self 2
dom(Oh;). This is the condition required for conf C (h; 1) in this case. Similarly,
we get conf C (h% 9). Now, by induction on S we get that both semartics are ?
or elsethe result statesfrom S satisfy R (Heap ~ ;x:T)» (h1; 2) (h%; 9). In the
latter case,R (Heap ) (h1;( 2 X)) (h$;( 2 x)) asrequired.

Proof of Lemmal1.3(2)

Again the proof proceedsby caseon C. In ead casewe show conf (superC) (h; 1),
noting that ~ = ( self.

| C Rep” C Own: By connement of at C, we have = 62locqRep4).
Becausee is conned at C, we have d; 62locg§Rep#) for all di 2 d. Thus
rng 1\ locgRep#) = . And, sinceC < superC, we have conf (superC) (h; 1)
by Lemma 6.12 and Def. 6.4(1).
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| C Own: Choosea conning partition and let j be such that ~ = ( sel) 2
dom(Oh;). Since C < superC we have superC Own (Own < superC
is impossible by de nition of superC). Because€ is conned at C, we have
di 2 loc{Rep#) ) di 2 dom(Rh;) for all d; 2 d. Thusrng 1\ locyRept)
dom(Rh;) proving conf (superC) (h; 1) by Def. 6.4(2).

| C Rep Choosea conning partition and let j be such that *~ = ( sel) 2
dom(Rh;). SinceC < superC we have superC  Rep (Rep < superC is im-
possible by de nition of superC). Becauseg is con ned at C, we have d; 2
loc{Rep#) ) di 2 dom(Rh;) for all di 2 d. Thusrng 1\ locyRepH)
dom(Rh;) proving conf (superC) (h; 1) by Def. 6.4(3).

Additional casesfor Lemmall.4

Case X: X. Thend= x. Connement of x follows becausethe conditions
for d are exactly the sameasthe conditions for and is con ned.

Cases null :B, true :bool, false :bool, it :unit , eis B :bool.
For null the result holds since nil 62Loc and for true ;false;it ;e is B the result
holds by Lemma 6.11.

Case (B)e:B. Then d = * and the result follows by induction on e for each
subcaseof C.

Proof of Lemmall.5
First we show that h; is con ned, where we have the following caseson superC:

| superC = Object: then hy = h. So conf h by hypothesis and h h; by
re exivit y of

| superC < Object: assuperC  C, we can appeal to induction for superC to
obtain conf h; andh  h;. Now by Lemma 6.13 we have conf C (hy; ).

It remainsto shaw conf hg and h  hg. This is a consequencef a more general

Claim: For the givenC, supposeself:C ° S is acommandwith no method calls
and self: C  S. Moreover, supposethat for any new B that occursin S we have
B C. Thenself:C " S is con ned.

Applying the claim to constr C, we get conf hy. Then Lemma 6.14 applies, to
yield hy  hg. So nally h  hq by transitivit y.

The proof of the claim is by structural induction on S. The argumert is the same
asthe proof of Lemma 11.6, exceptthat in the caseof new that proof appealsto
Lemma 11.5 whereas here we appeal to the induction hypothesis. This use of
induction is sound becausefor any new B in the constructor, B C and hence
B C.

Additional casesfor Lemmal1l.6

Case x := e. Herehp = h, hencecon nement of hg followsbecauseconf C (h; ).

To show conf C (hg; o), we go by caseson C. First, as e:T, by Lemma11.4

we have e is con ned. Choosea con ning partition of h and let j be suc that
self2 dom(Oh;). As x & selfwe have self= g selt

| C Rep”C Own: We must show rng o\ locg{Rep#) = , which follows
becaused 62ocqRep#) and becauserng \ locgRep#) = by conf C (h; ).
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| C Own: Wemustshovrng o\ loc§fRep#) dom(Rh;), which followsbecause
fdg\ loc{Rep#) dom(Rh;) by connement of e at C and becauserng \
locgRep#) dom(Rh;) by conf C (h; ).

| C Rep Wemustshowrng o\ loc§fRep#) dom(Rh;), which follows because
fdg\ loc{Rep#) dom(Rh;) by connement of e at C and becauserng \
loc{Rep#) dom(Rh;) by conf C (h; ).

Case x := super:m(e). Herehp = hyand o= [ jx7!d;]. Because &:U,
by Lemma 11.4,€is con ned at C. By Lemma 11.3we have conf (superC) (h; 1).
Then by assumptionconf we get conf (superC) (ho; 1). Hencehg isconned. To
show conf C (hg; o), we go by caseson C. Recallthat * = self and, asx 6 self
T = gself

| C Rep”"C Own: AsC < superC wehavesuperC  Rep” superC  Own.
By conf , d; 62ocgRep#). Hencerng o\ loc{Rep#) = by conf C (h; ).

| C Own: Let self2 dom(Oh;) for somej in the conning partition of h. As
C < superC we have either superC ~ Own (Own < superC is impossible by
de nition of super). By conf , d; 62loc{Rep#) and h  hg. Hencerng o\
locd{Rep#) = rng \ locqdRepH) dom(Rh;) by conf C(h; ). As h ho,
dom(Rh;) dom(Rhg ). That is,rng o\ locgRep#) dom(Rho,).

| C Rep Becauseloctype™ C, let ~ 2 dom(Rh;) for somej in the con ning
partition of h. As C < superC we have either superC Rep (Rep< superC is
impossibleby de nition of suger). By conf ,d; 2 locgRep#) ) di 2 dom(Rhg,)
and h ho. Hencerng o\ locqRep#) dom(Rhg, ) by conf C (h; ) and
Def. 6.3.

Case Si1; Sp. By induction on Sy, h; is con ned and conf C (hy; 1). More-
over, if S; is a method call, it has con ned argument values. Now by induction on
Sy, hy is con ned and conf C (hy; 2). And, if S; is a method call, it has con ned
argumert values. Henceall method callsin S;; S, have con ned argumert values.

Case if ethen S;elseS, . BylLemma6.11,eisconned at C. If b= true,
result follows by induction on S; and if b= false, result follows by induction on S,.

Case T x:= ein S. Because e:U we have by Lemma 11.4 that e is
con ned at C. And, becausex 6 selfand conf C (h; ), wegetconf C (h; ;). Since

;X:T S, by induction on S we have conf C (h1; ») and all method callsin S
have con ned argumert values. Henceh; is con ned and conf C (hy; » x) and
all method callsin T x := ein S have con ned argumen values.
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