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Abstract

Language-based security provides a means to enforce end-
to-end confidentiality and integrity policies inmobile code sce-
narios, and is increasingly being contemplated by the smart-
card and mobile phone industry as a solution to enforce infor-
mation flow and resource control policies.

Two threads of work have emerged in research on language-
based security: work that focuses on enforcing security poli-
cies for source code, which is tailored towards developers that
want to increase confidence in their applications, and work
that focuses on efficiently verifying similar policies for byte-
code, which is tailored to code consumers that want to pro-
tect themselves against hostile applications. These lines of
work serve different purposes—and thus have been developed
independently—but connecting them is a key step towards the
deployment of language-based security in practical applica-
tions.

This paper introduces a systematic technique to connect
source code and bytecode security type systems. The technique
is applied to an information flow type system for a fragment of
Java with exceptions, thus confronting challenges in both con-
trol and data flow tracking.

1. Introduction

Security models for mobile code typically rely on typ-
ing mechanisms that statically enforce basic safety policies
(e.g. code containment or absence of pointer arithmetic)
and mechanisms such as stack inspection in Java and .NET
that dynamically enforce access control policies. While these
mechanisms are intended to enforce confidentiality and in-
tegrity policies, it is difficult to assess the end-to-end poli-
cies that they guarantee. In particular, they do not guaran-
tee information-flow policies that are commonly desirable in
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scenarios involving the execution of untrusted code. To en-
force these stronger security guarantees, information-flow
type systems provide a means to track data flows and con-
trol dependencies, and thereby to reject any program that
may leak confidential information.

JFlow is an extension of Java with a flexible and ex-
pressive information flow type system [12]. The flexibil-
ity and expressiveness of information flow policies sup-
ported by JFlow has been exploited for modeling and an-
alyzing the policies that underlie battleship and mental
poker games [2]. Despite the richness of its language, the
information-flow policies of JFlow can be enforced auto-
matically by a constraint-based algorithm that rejects pro-
grams that may violate their policy. However, the flexibil-
ity of the type system, especially with respect to declassifi-
cation, makes it difficult to characterize formally the secu-
rity properties that are verified by typable programs. Thus,
subsequent work [4, 3] has focused on developing for a frag-
ment of Java that includes objects, inheritance, and meth-
ods, an information-flow type system that enforces non-
interference, a baseline policy that requires that secret in-
put data cannot be inferred by an attacker that can only
observe public output. (Non-interference also captures in-
tegrity, by duality.)

The benefits provided by JFlow (and [3]) do not directly
address mobile code security since they apply to source
code, whereas Java applets are deployed in compiled form as
JVM bytecode programs. Thus, it is desirable to develop in-
formation flow type systems at bytecode level. An extended
bytecode verifier is provided by [7]; their type system guar-
antees secure information flow for a fragment of Java byte-
code that includes objects, inheritance, methods, and (a
simplified mechanism for) exceptions.

The type systems of JFlow and of [7] have been devel-
oped and applied in isolation: JFlow offers a practical tool
for developing secure applications, and in particular for en-
suring to developers that applications meet high-level poli-
cies about API usage. In contrast, the type system of [7]
augments the Java security architecture to provide assur-



ance to users that applets respect high-level policies about
API usage. The value of these two lines of work can be
greatly increased by connecting them via a type preserva-
tion result, showing that programs typable in a suitable
fragment of JFlow will be compiled into bytecode programs
that pass information-flow bytecode verification (as sug-
gested, e.g., by Abadi [1]). The interest of such a result is to
show on the one hand that applications written with JFlow
can be deployed in a mobile code architecture that deliv-
ers the promises of JFlow in terms of confidentiality, and
on the other hand that the enhanced security architecture
from [7] can benefit from practical tools for developing ap-
plications that meets the policy it enforces.

This paper makes the following contributions:

• We propose a systematic method to derive an informa-
tion flow type system for a high-level language (here, an
extension to exceptions of the fragment of Java in [3])
from an information flow type system for a low-level
language (here, the fragment of the JVM in [7]) us-
ing a non-optimizing compiler [17] from Java source
to bytecode. The novelty of the resulting type system,
as compared to other type systems for high-level lan-
guages, is to rely on security environments: these assign
security levels to control points instead of to code frag-
ments. The flow of information via control is tracked by
propagating the levels of guard conditions along con-
trol paths. This approach was previously used only for
low-level languages. Another novelty induced by the
presence of security environments at source level is the
simplification of the information flow typing rules for
the JVM, as the security environment can be retrieved
from the source code and does not need to be com-
puted at bytecode level. The result is a simpler and
faster bytecode verification algorithm for information
flow.

• We introduce a conventional type system for the same
fragment of Java source code and show that each pro-
gram typable in this high level type system is also ty-
pable in the intermediate type system based on security
environments. Further, by combining this result with
type-preserving compilation (the first item above), we
show that a non-optimizing Java compiler [17] pre-
serves information flow typing, in the sense that a pro-
gram typable by the high-level system for source pro-
grams will be compiled into a program that will be ac-
cepted by a bytecode verifier that enforces secure in-
formation flow.

The only previous type preserving compiler for information
flow is that of [6] for a simple imperative language. As [6]
points out, an additional benefit of type preservation is that
it proves noninterference for the source language type sys-
tem, provided that the compiler preserves semantics (as it
should) and noninterference has been shown for the target
language. Thus another contribution of this paper is to add

exceptions to the language in [3], but, instead of extend-
ing their soundness proof we can obtain noninterference for
the high level type system using our type preservation re-
sult and the noninterference result of [7].

Besides [7], there has been some work on secure infor-
mation flow for typed assembly languages. Medel at al. [11]
treat a simple imperative assembly language, tracking im-
plicit flows using code annotations so the typing rules can,
in effect, recover structured control flow. In work subse-
quent to ours, Yu and Islam [20] treat a richer assembly
language with indirect addressing/aliasing and code point-
ers but still not heap allocation or object-oriented features.
A comparable advance is made independently in [8]. These
works prove that their rules ensure noninterference; [20] also
gives a security-type preserving translation from an imper-
ative language with first order procedures.

Overview. The key technical idea is to connect unstructured
bytecode with structured source code by way of an interme-
diate type system which applies to source code but tracks
control dependence regions in terms of control flow labels
just as it is done for bytecode in [7]. Although one of the con-
tributions is a method to derive a type system for source
code from one for target code, we only have space to present
the result of this derivation. So for clarity we present the
type systems top down. Section 2 reviews security policy
and noninterference in the presence of exceptions and heap
allocation; it also gives an overview of control dependence
regions. Section 3 gives the source language and its high
level security type system. Section 4 gives the key defini-
tion of the paper, a type system for source programs that
deals with control flow using explicit control point labels.
Section 5 connects these two type systems. Section 6 gives
the target language and its security typing and defines the
non-optimizing compiler. Section 7 connects the intermedi-
ate typing system with the target one and proves the main
result. The concluding section discusses how the results can
be adapted to optimizing compilers and richer policies such
as those in JFlow.

2. Secure flow policy and control depen-
dence regions

We assume given a lattice S of security levels. Confiden-
tiality policy is specified by labeling with security levels the
observable input and output channels of the program (in
particular, static variables like System.in and System.out
and also public method parameters and results in public
APIs) [10]. In order to statically check conformance with
policy, labels are needed on intermediate interfaces such as
methods, fields, and local variables. It is straightforward
(and implemented by the JFlow tool) to infer labels for lo-
cal variables, and feasible to infer labels for fields and meth-
ods and to allow label polymorphism [18]. In this paper we
take as given the result of inference, that is, we assume la-
bels are given for all methods, fields, and locals.



Without loss of generality we assume that all field, and
local variable names are distinct so that the label assign-
ment can be given as a single function, Γ, from variable
names to levels and a function, fieldlevel, from field identi-
fiers to levels.

Security policy and noninterference. A policy determines a
notion of indistinguishability for states. Indistinguishabil-
ity is interpreted here in terms suitable for static check-
ing of programs: it does not consider covert channels such
as timing and power consumption. Roughly speaking, two
states are indistinguishable for an observer at level k if they
agree on variables and fields labeled k or below. A program
is called noninterferent [15] if it conforms to the policy in
the standard sense: given two initial states that are indis-
tinguishable for the low observer, the corresponding pair of
final states from two runs of the program are indistinguish-
able. In this paper we do not consider divergence to be
observable. The low observer can distinguish between nor-
mal and abnormal termination (uncaught exception). To ac-
count for dynamic allocation and aliasing, indistinguishabil-
ity is formalized using a bijective renaming for low-visible
locations [3, 7].

Barthe et al. [7] prove noninterference for a bytecode type
system very similar to the one used here, so we refrain from
giving the formal details in the present paper. Note, how-
ever, that their formalization treats all abnormal states as
indistinguishable (as if upon abnormal termination the at-
tacker cannot read any of the state). In the present paper
we consider that exceptions can carry information. Surely
the low observer can test the type and even fields of an ex-
ception object; other parts of the state could therefore be
observable. In fact, the type system of [7] ensures indistin-
guishability of the entire state even in the abnormal case
(as can be seen by inspecting their proofs).

Our treatment of exceptions is rather conservative for the
sake of notational simplicity: we do not distinguish the se-
curity levels of exceptions by type, but instead lump all ex-
ceptions together. For practical use, one would replace our
single exception level by a set of levels, indexed by relevant
exception type; this can then by tracked with relative preci-
sion since the try-catch construct declares the type of excep-
tions handled. In the full version of the paper we spell out
this generalization, which is very similar to the treatment
in JFlow [12], and formalize the details of indistinguisha-
bility where the low observer can read state even upon ab-
normal termination. The noninterference proof [7] is then
adapted to the JVM rules in this paper.

In this version of the paper, exceptions are thrown for
null dereferencing and by the explicit throw construct, but
not by object construction. Whereas Java has an Out-
OfMemoryException that can be thrown by (new), we as-
sume an unbounded heap since that is what is done in [7].

Control dependence regions. Tracking information flow via
control flow in a structured language without exceptions is
easy since the analysis can exploit control structure [19, 3].

Exceptions make tracking cumbersome due to the loss of
structured control flow. Our high level type system tracks
exception levels in a way similar to [9].

For unstructured low level code, such as Java bytecode,
implicit flows can be tracked in terms of an analysis of con-
trol dependence regions which gives information about dif-
ferent blocks in the program due to conditional or excep-
tional instructions. This analysis can be statically approxi-
mated [7, 14].

To deal with this mismatch between tracking of implicit
flows at source and bytecode level, we introduce an inter-
mediate analysis that applies to source code but uses con-
trol dependence regions. One of the contributions of this
paper is an inductive definition of control dependence re-
gions for a language with exceptions. An important conse-
quence of such an analysis for source programs is that, given
a compiler from source programs to target programs, it is
possible to obtain control dependence regions for the com-
piled program (Definition 7). In a scenario where the com-
piler is not trusted, it is possible to check that the regions
given by the analysis based on compilation has the requi-
site properties for soundness of the information flow analy-
sis (see Property 1, also in [7]).

Methods. For lack of space, this version of the paper also
omits method calls. Their typing constraints are analogous
to assignment statements, taking into account the secu-
rity signature of the method. Signatures are used so that
checking is modular, in particular, each method body is
checked separately. We plan to make the extension in fu-
ture work and do not expect it to be too difficult. It was
done in [3] and [7] without exceptions, and the full ver-
sion of [7] includes exceptions. The security signature of a
method reflects the security context used in typing judge-
ments (in particular, of the method body), in particular
an upper bound on the result and lower bound on heap
writes. A method signature would also give a bound on
the level of information that can escape via uncaught ex-
ceptions. These constraints would be reflected in the rule
for the return statement as well constraints involving han-
dlers, in rules for exception-throwing commands like field
update.

3. High level security type system

In this section we define a high level type system for the
source language. By high level we mean that it consists of
syntax-directed rules together with subsumption rules. It
enforces the policy specified by a mapping, Γ, from vari-
able names in the program to security levels and a map-
ping, fieldlevel, from field names to security levels.

Source language. Exceptions in Java can be explicitly pro-
grammed and are also thrown by expressions such as field
access (null dereference) and type cast (cast failure). We use
a desugared source language in which exceptions can only



occur in specific syntactic forms. This helps simplify the for-
malization in section 4 where we attach control flow labels
to commands that can branch due to exceptions. We also re-
quire the main program to end with a return, to simplify
the definition of control flows. Any command can be desug-
ared to this form using additional local variables.

The grammar is as follows; x represents any variable
name, v a literal value, C a class name, f a field name,
and op represents an arithmetic or boolean operation.

e ::= x | v | e op e | new C

c ::= x := e | x := e.f | e.f := e | throw e |
return e | c; c | if e then c else c |
while e do c | try c catch(X x) c

program ::= Prog (~x){c; return e}

Here ~x is the set of variables used in the body of the pro-
gram. We use the term exception-throwing for commands of
the form e.f := e′ or x := e.f or throw e. Handlers for ex-
ceptions appear in the catch part of a try-catch command.
For simplicity there is a single class, named X, for excep-
tions.
Type system. In presence of exceptions, commands can have
multiple exits and the region of a branch need not be con-
tained within the command. We define high level judgements
` c : k1, k2 with the meaning that c is secure and writes
variables/fields of level at least k1. Moreover, the informa-
tion revealed by the termination mode (i.e., whether there
is an exception and if so the information carried by the ex-
ception object) is at most k2. Furthermore, the judgement
allows k2 to be ∅ which indicates that no exception can es-
cape from the command.

Figure 1 gives the typing rules for source language ex-
pressions. These are used both in the high level typing sys-
tem and in the intermediate system. Figure 2 gives the high
level typing rules for source programs.

Notice that commands such as x := e or return e are
typed with exception effect ∅, meaning that these com-
mands cannot throw exceptions.

We write ≤ for the lattice ordering on the set S of se-
curity levels and t for least upper bounds. The latter is
extended to ∅ by defining ∅ t k = k. We write H (respec-
tively, L) for the top secret level (resp. most public level). In
the case of exception-throwing commands, the exception ef-
fect is given by the type of the expression which might cause
the exception to be thrown, e.g., in the case x := e.f the
exception effect k is the type of expression e (see rule [As-
sign2]). The exception effect is used to impose constraints
on successor commands, e.g., in c; c′ the exception effect
of c must be less or equal than the write effect of c′ (see
k1 ≤ k′

1). In general, the exception effect of a command re-
stricts the write effect of its successor commands, except
in the case of try-catch. In the [Catch] rule, the excep-
tion effect for the command in the try part imposes a con-
straint on the type of variable x (that stores the excep-
tion object) and imposes a constraint on the write effect of

the code of the handler (catch part). If the catch part can-
not throw an exception, i.e., its exception effect is ∅, there
are no constraints on the write effects of successor com-
mands of try-catch.

The following example illustrates how exception-
throwing commands inside while commands can lead to
information leaks.

Example 3.1 (exceptions in while) Let x and x′ be high
variables and y be low. The program

while x ≤ 3 do {x′ := y.f ;x := x + 1; } return e

is interferent because x′ := y.f can throw an exception and
there is no handler for it. Suppose that the variable y is initially
null. Then the program terminates in an abnormal state if the
(high) expression x ≤ 3 is true and it terminates in a nor-
mal state if x ≤ 3 is false. This program will be rejected by the
[While] rule, which does not allow low exceptions in high en-
vironments (constraint k′ = k). Now assume that variable x
is low and x′ and y are high. Again the program is interfer-
ent: A high exception can be thrown so the program will ter-
minate abnormally depending on the value of high variable y.
This program will also be rejected by the [While] rule.

The following lemma is useful; it says that any subcom-
mand of a command c has at least the same write effect as
that of c.

Lemma 3.1 Suppose ` c : k1, k2 and ` c′ : k′
1, k

′
2. Let c′

be a subcommand of c. Then k1 ≤ k′
1 and if c′ has no handler

inside c then k′
2 ≤ k2.

Example 3.2 (Example with try-catch) Consider the
command

try throw x; x := 1; catch (X y) y := null

where variable x is high and variable y is low. This is inter-
ferent, indeed its effect is the same as the direct assignment
y := x. It is rejected by the type system because of the [ Catch]
rule, where the exception effect of the try part (here, H) has to
be less or equal than the type of the variable in catch (here, L).

4. Intermediate type system for source
code

In this section we introduce another type system for the
source language. The intermediate type system serves as a
bridge between the high level type system and the type sys-
tem for the target language.

Source labels and control flows. To name program points
where control flow can branch or writes can occur, we add
natural number labels to the source syntax —not to be con-
fused with security labels given by Γ and fieldlevel.

c ::= [x := e]n | [x := e.f ]n | [e.f := e]n | [throw e]n |
[return e]n | c; c | [if e then c else c]n |
[while e do c]n | [try c catch(X x) c]n



Var

` x : Γ(x)
Val

` v : L
New

` new C : L

Op
` e : k2 ` e′ : k1

` e op e′ : k1 t k2

Subsume
` e : k k ≤ k′

` e : k′

Figure 1. High level typing rules for source language expressions, using policy Γ.

Assign
` e : k k ≤ Γ(x)
` x := e : Γ(x), ∅

Seq

` c : k, k1 ` c′ : k′, k′
1 k1 ≤ k′

` c ; c′ : k u k′, k1 t k′
1

While
` e : k ` c : k, k′ k′ 6= ∅ ⇒ k = k′

` while e do c : k, k′

Cond
` e : k ` c : k, k′ ` c′ : k, k′ k′ 6= ∅ ⇒ k ≤ k′

` if e then c else c′ : k, k′

Assign2
` e : k k ≤ fieldlevel(f) ≤ Γ(x)

` x := e.f : Γ(x), k

Update
` e : k ` e′ : k′ k t k′ ≤ fieldlevel(f)

` e.f := e′ : fieldlevel(f), k

Catch
` c : k, k1 ` c′ : k, k′

1 k1 ≤ k u Γ(x) k′
1 6= ∅ ⇒ k1 ≤ k′

1

` try c catch (X x) c′ : k, k′
1

Throw
` e : k

` throw e : H, k

Return
` e : L

` return e : L, ∅

Subsume2
` c : k1, k2 k′

1 ≤ k1 k2 ≤ k′
2

` c : k′
1, k

′
2

Figure 2. High level typing rules for source language commands, using policy Γ and fieldlevel.

The notation for labels of compound commands is conve-
nient but visually misleading in that the label pertains to
the branching point in the control flow graph, for if and
while, and the start of the handler for try-catch.

By contrast with Nielson et al. [13], we do not need to la-
bel expressions. The significance of labeling commands will
become clear later in the paper, when we give a definition
for control dependence regions for programs as mapping
from branching commands (such as if, while or exception-
throwing commands) to sets of labels, corresponding to
commands included in their regions.

The function labels takes a command and returns all the
labels of its subcommands, e.g. labels([x := e]n) = {n}, and
labels(c; c′) = labels(c) ∪ labels(c′).

Labels on program points are used in intermediate judge-
ments of the form ` c : E. Here E is a security environ-
ment, i.e., a function E : labels(SP ) → S that assigns lev-
els to all program points of the program. A source program
SP is typable, written ` SP : E, if its command part is ty-
pable with respect to E according to the rules given in Fig-
ure 4. Roughly, the idea is that for a field or variable assign-
ment with control label n, the field or variable must have
level at least E(n). Note that the rules recurse on the struc-
ture of constituent commands c of SP , but a single E is used
throughout.

If R is a set of program points then liftk(E,R) is the secu-
rity environment E′ such that E′(n) = E(n) for n /∈ R and

E′(n) = ktE(n) for n ∈ R. The constraints in the rules in-
volve control dependence regions (sregion), which we now
proceed in several steps to define.

We use the notation C[−] to denote context of a com-
mand. We use square brackets both for labeling and for con-
texts; it should be clear that [c]n without a capital letter
in front means that command c has label n, whereas C[c]
with a capital C in front means C[−] is the context of com-
mand c.

We define here a successor relation between commands
in the language. Following Nielson et al. [13] we define for
each labeled command the init, final, and except labels;
the set except(n) are the labels from which there can be an
—uncaught— exception.

Given a source program SP , n 7→ n′ denotes that com-
mand labeled n′ is a successor of command labeled n in the
control flow graph. We define n 7→ n′ iff (n, n′) ∈ flow(c).
The latter is defined in two steps, which are given in Fig-
ure 3. Let 7→+ (resp. 7→?) denote the transitive (resp. tran-
sitive and reflexive) closure of 7→.

Definition 1 (branching commands, LL]) The
branching commands are those of the form if e then c1 else c2,
while e do c1, x := e.f , and e.f := e. The set LL] is all the la-
bels of branching commands in the program.

For example, if the source program SP is

[ if x then [x := x]4 else [x := x]7 ]2; [return x]9



c init(c) final(c) except(c)
[x := e]n n {n} ∅
[x := e.f ]n n {n} {n}
[e.f := e]n n {n} {n}
[throw e]n n ∅ {n}
c1; c2 init(c1) final(c2) except(c1) ∪ except(c2)

[if e then c1 else c2]n n final(c1) ∪ final(c2) except(c1) ∪ except(c2)

[while e do c1]n n {n} except(c1)

[try c1 catch(X x) c2]n init(c1) final(c1) ∪ final(c2) except(c2)

[return e]n n {n} ∅

c flow(c)
[x := e]n ∅
[x := e.f ]n ∅
[e.f := e]n ∅
[throw e]n ∅
c1; c2 flow(c1) ∪ flow(c2) ∪ {(n, init(c2)) | n ∈ final(c1)}
[try c1 catch(X x) c2]n flow(c1) ∪ flow(c2) ∪ {(n′, n) | n′ ∈ except(c1)} ∪ {(n, init(c2))}
[if e then c1 else c2]n flow(c1) ∪ flow(c2) ∪ {(n, init(c1)), (n, init(c2))}
[while e do c1]n flow(c1) ∪ {(n, init(c1))} ∪ {(p, n) | p ∈ final(c1)}
[return e]n ∅

Figure 3. Forward flows.

then LL] is {2}.

Definition 2 (inner-most handler) Consider an
exception-throwing command [c]n in program SP . Then
an inner-most handler decomposition of [c]n consists of con-
texts C1[−], C2[−], command c′, and label t such that

SP ≡ C1[[try C2[[c]n] catch (X x) c′]t]

and C2[−] does not have a try-catch that encloses [c]n in its try
part. We say that t is the inner-most handler of n and c′ is the
handler for c.

For any [c]n, either there is no handler for exceptions thrown
by c, or there is a unique inner-most handler decomposition.

Definition 3 (handler function) We define a func-
tion sHandler as follows: for label n it returns the label
of the inner-most handler of n, if there is one; other-
wise sHandler(n) is undefined, denoted sHandler(n) ↑.

Example 4.1 (inner-most handler) In the program be-
low, sHandler(n) = t.

[try ([try [c]n catch (X x) c′]t) catch (X y) c′′]n
′
; [return e]n

′′

Any program that has high uncaught exceptions is re-
jected by our rules. Of course this would be refined with
the inclusion of methods: uncaught exceptions are then al-
lowed but bounded by the method signature.

Control dependence regions. Control dependence regions are
used by the intermediate type system to impose constraints
on commands depending on branching instructions, just as
they are in the target system (Section 6). For example, in
the high level type system, if the expression e in command
[if e then c else c′]n is typable as ` e : k then c and c′ can
only assign variables of level at least k. The intermediate
system expresses this constraint by E = liftk(E, sregion(n)),
which means that every command in the region of n (includ-
ing commands in branches depending on exceptions) has se-
curity level at least k.

Definition 4 (sregion and �) The region of a labeled com-
mand [c]n in source program SP with n ∈ LL] is written
sregion(n) and defined to be the set of all labels n′ such that
n � n′. Here � is defined inductively as follows.

– If [c]n is an exception-throwing command with
sHandler(n) ↑ and n 7→+ n′ then n � n′.



Assign
` e : k k t E(n) ≤ Γ(x)

` [x := e]n : E

Seq

` c : E ` c′ : E

` c ; c′ : E

While
` e : k ` c : E E = liftk(E, sregion(n))

` [while e do c]n : E

Cond
` e : k ` c : E ` c′ : E E = liftk(E, sregion(n))

` [if e then c else c′]n : E

Assign2
k ≤ fieldlevel(f)

` e : k E(n) t fieldlevel(f) ≤ Γ(x) E = liftk(E, sregion(n)) sHandler(n) ↑⇒ E(n) t k = L

` [x := e.f ]n : E

Update
` e : k ` e′ : k′ k t k′ t E(n) ≤ fieldlevel(f) E = liftk(E, sregion(n)) sHandler(n) ↑⇒ E(n) t k = L

` [e.f := e′]n : E

Catch
` c : E ` c′ : E E(n) ≤ Γ(x)

` [try c catch (X x) c′]n : E

Return
` e : k E(n) t k = L

` [return e]n : E

Throw
` e : k sHandler(n) ↑⇒ E(n) t k = L sHandler(n) = n′ ⇒ k ≤ E(n′)

` [throw e]n : E

Figure 4. Intermediate typing rules for high-level language commands.

– If [c]n is an exception-throwing command with an inner-
most handler decomposition

C1[[try C2[[c]n] catch (X x) c′]t]

then there are two sub-cases:
(1) if n 7→+ n′, n′ ∈ labels(C2[[c]n]) then n � n′;
(2) if d ∈ labels(c′) ∪ {t} then n � d.

– If [c]n is of the form [if e then c1 else c2]n and d ∈
labels(c1) ∪ labels(c2) then n � d.

– If [c]n is of the form [while e do c1]n and d ∈ labels(c1)
then n � d.

– If n � d and d � d′ then n � d′.

Note that any label in the region of an exception-throwing
command is either inside the try part of the inner-most han-
dler, or is a successor of the code in the catch part.

5. Connecting the high level and interme-
diate type systems

This section shows that if labeled source program SP is
typable in the high level system then it is typable in the in-
termediate system as well. (We apply the high level typ-
ing system to labeled commands, by simply ignoring the la-
bels.) In order to do this, we first show how a security envi-
ronment E for SP can be obtained from the typing deriva-
tion in the high level system.

Let D be a typing derivation for SP in the high level
type system. For each constituent c of SP there is an in-
stance of an introduction rule with conclusion ` c : k, k′ for
some k, k′ (as opposed to uses of the subsumption rule). In
this case we say the type k, k′ of c is given by its intro judge-
ment and write D ::` c : k, k′. When the types k, k′ are ir-
relevant, we use D ::` c to mean that SP is typable with
derivation tree D and c occurs in SP .

The intro judgement for a subcommand reflects the es-
sential constraints for security of this command in its con-
text. Subsumption serves to weaken typing information,
e.g., to match the two branches of a conditional in high
level rule Cond, but it loses precision. So we define the se-
curity environment E in terms of intro judgements.

Definition 5 (environment E from high level typing)
Let D be a typing derivation for a source program SP in
the high level type system. Define security environment
E : labels(SP ) → S as follows:

• Ifn belongs to some regionof a branching labeln′ of a com-
mand c′ in SP such that the intro judgement for c′ types
it with write effect or exception effect H, then E(n) is de-
fined as the write level of the intro judgement for [c]n in
D. That is, if D ::` c : k, k′ then E(n) = k.

• If n does not belong to any high region in SP , then
E(n) = L.



Example 5.1 (obtaining E from D) Let the source code
c be

[if yH = 0 then [yH := xL]6 else [yH := 1]9 ]4; [new C.fL := 3]12

(Labels are chosen for compilation compatibility, as will be
defined in later sections) Let Γ(xL) = L, Γ(yH) = H and
fieldlevel(fL) = L. The type for c is L, L. The derivation tree
in the high level system shown in Fig. 5.1. The security envi-
ronment isE(4) = H,E(6) = H,E(9) = H, andE(12) = L.

The following lemma states a relation between types of
commands in the high level type systems and regions.

Lemma 5.1 Let [c]n be an exception-throwing command.
Let n′ ∈ sregion(n) and let D ::` [c′]n

′
: k′

1, k
′
2 be the in-

tro judgement for n′ in derivation D of a program P and
let D ::` [c]n : k1, k2 be the intro judgement for [c]n. Then
k2 ≤ k′

1.

Lemma 5.2 (exception effect and region) Let c be an
exception-throwing command. Let D ::` [c]n : k, k′ (ty-
pable according to the corresponding intro judgement for c)
and E be the security environment derived from D then E =
liftk′(E, sregion(n)).

Now we can prove, by induction on the structure of
source commands, that every program typable in the high
level system is also typable in the intermediate system.

Theorem 5.3 If D ::` c then ` c : E, where E is obtained
from D by Definition 5.

Example 5.2 (Preservation of types) Recall command
c of Example 5.1, its type derivation and its derived E. Ac-
cording to Definition 4, sregion(4) = {6, 9}. The derivation
tree using the intermediate type system and E from Exam-
ple 5.1 is given in Figure 5.2. It is easy to see that constraint
E = liftH(E, sregion(4)) is satisfied since E(6) = H and
E(9) = H. The constraint E = liftL(E, sregion(12)) holds
trivially since 12 has no successors, and thus its region is
empty.

6. Target language: type system and com-
pilation

The type system for the target language is compatible
with bytecode verification and is adapted from [7]. Whereas
the system in [7] specifies an algorithm for finding a secu-
rity environment, ours simply works with a fixed security
environment for bytecode which we derive from the source
code type environment.

The instruction set we consider is a subset of the Java
Virtual Machine and is given below. As in the source lan-
guage, v ranges over literal values, x over variables, op over
primitive operations. Also, j ranges over integers.

instr ::= prim op | push v | load x | store x | ifeq j | goto j
| new C | getfield f | putfield f | throw e | return

A program in the target language consists of an instruc-
tion list TP [1..N ] together with an exception table that de-
fines the handlers protecting points of the program’s body.
We let TP [i] be the ith instruction in TP and write TP [i..j]
for the subsequence from i to j inclusive. We let PP be
the set of program points, i.e., {1, . . . , N}. A handler is a
triple 〈i, j, t〉; it transfers control to address t if an excep-
tion is thrown by an instruction in the interval [i, j). We de-
fine partial function Handler : PP ⇀ PP that, given a pro-
gram point in the program’s body, returns its inner-most
handler if it exists.

Type system. The analysis is expressed as an abstract tran-
sition system that is parameterized by a function tregion
defined on program points of branching instructions, i.e.,
on the set PP] = {i ∈ PP | TP [i] = ifeq j ∨ TP [i] =
putfield f ∨ TP [i] = getfield f}.

The successor relation 7→⊆ PP × PP of a program TP
is defined by the clauses:

– if P [i] = goto j, then i 7→ j;
– if P [i] = ifeq j, then i 7→ i + 1 and i 7→ j;
– if P [i] = return, then i has no successors, which we write

i 7→;
– p[i] = throw and Handler(i) = t, then i 7→ t; otherwise,

i 7→;
– if p[i] = putfield f , or p[i] = getfield f then i 7→ i+1, and

if Handler(i) = t, then i 7→ t.
– otherwise, i 7→ i + 1.

In Definition 6 we use the source analysis to give a spe-
cific tregion function, but the target rules are defined for
any tregion : PP] → ℘(PP) and junc : PP] ⇀ PP that re-
spectively compute the control dependence region and the
junction point of an instruction at a given program point,
provided these functions satisfy the following safe over ap-
proximation property (SOAP) [7].

Property 1 (SOAP Property) Let i ∈ PP].

– If i′ 7→ i′′, and i′ ∈ tregion(i) or i′ = i, then i′′ ∈
tregion(i) or i′′ = junc(i);

– If i 7→? i′, and i′ ∈ PP] ∩ tregion(i) then tregion(i′) ⊆
tregion(i);

– If junc(i) is defined, then junc(i) 6∈ tregion(i) and for all
i′ such that i 7→? i′ then i′ 7→? junc(i) or junc(i) 7→? i′.

The abstract transition system manipulates stack types,
st, which record the security level of values in the operand
stack, and constrains the security environment, se, which
maps program points to security levels. An abstract tran-
sition, written i ` st, se ⇒ st′, se, constrains an instruc-
tion TP [i] and its successor TP [j] where i 7→ j. The rules
also constrain instructions without successors, i.e., return
and unhandled exceptions.

Constraints on the transitions prevent bad direct flows
and also indirect flows (by forbidding assignments to low
variables in high regions). The abstract transition rules are
shown in Figure 6.



Γ(yH) = H

yH : H 0 : L

yH = 0 : H

Γ(xL) = L

xL : L

xL : H
Γ(yH) = H

yH := xL : H , L

1 : L
Γ(yH) = H

yH := 1 : H , L

if yH = 0 then yH = xL else yH := 1 : H , L

if yH = 0 then yH = xL else yH := 1 : L , L

new C : L
fieldlevel(fL) = L

3 : L

new C.fL := 3 : L, L

` if yH = 0 then yH := xL else yH := 1 ; new C.fL := 3 : L, L

Figure 5. Derivation for Example 5.1, using high level rules.

Γ(yH) = H

yH : H 0 : L

yH = 0 : H

Γ(xL) = L

xL : L

xL : H

yH := xL : E

1 : L
E(9) ≤ H

[yH := 1]9 : E
E = liftH(E, sregion(4))

[if yH = 0 then yH = xL else yH := 1]4 : E

3 : L
new C : L

E(12) ≤ fieldlevel(fL)
E = liftL(E, sregion(12))

sHandler(12) ↑⇒ E(12) = L

[new C.fL := 3]12 : E

Γ ` [if yH = 0 then [yH := xL]6 else [yH := 1]9 ]4; [new C.fL := 3]12 : E

Figure 6. Derivation for Example 5.2, using intermediate rules.

Low assignments in high regions are prevented by the
constraint se = liftk(se, tregion(i)) in the rules for ifeq and
for exception-throwing instructions.

A program TP is typable, denoted ` TP , if there is an se
such that a dataflow analysis based on the abstract transi-
tion system yields a solvable system of constraints on stack
types. Moreover, there is an assignment of stack types st to
program points, such that for all i, j ∈ PP and all flows
i 7→ j we have i ` sti, se ⇒ stj , se and if i 7→ then
i ` sti, se ⇒. Note, e.g., that getfield has a normal flow
and also an exceptional flow if there is a handler; differ-
ent rules cater to these cases.

The type system presented in this section is very simi-
lar to the one in [7], with the following differences. First,
there are some simplifications since we omit method calls
(cf. the rule for return. A second difference is the con-
straint se = liftk(se, tregion(i)) appearing in the rules (Fig-
ure 7). In the type system of [7], se is not fixed but rather
changed though the abstract transitions, to facilitate calcu-
lating it by data flow algorithms. Here we simplify the sys-
tem by fixing se, since it is derived from E; fixing it clar-
ifies the connection between the intermediate type system
and the target type system. (We retain the before/after no-
tation to make it easier to compare the two sets of rules.)
Thirdly, in the type system of [7], types are polyvariant, i.e.
for each program point in the program is assigned a set of
stack types. We do not need polyvariance, since programs
obtained by compilation have the property that operand
stacks at junction points are always empty.

Compilation. Compilation is done by a function, W, from
source programs to target programs. The compiler is based
on [17].

The compilation function from source programs to tar-
get programs W : Prog → Progc is defined from a compila-
tion function on expressions E : Expr → Instr?, and a com-
pilation function on commands S : Comm → Instr?. Their
formal definitions are given in Figure 8. The compilation
of every labeled command includes a primary instruction
—e.g., getfield is the primary instruction for a field access
[x := e.f ]n— and these are indicated in the definition of the
compiler. Exception tables are defined in Figure 9. In or-
der to enhance readability, we use :: both for consing an el-
ement to a list and concatenating two lists, and we omit
details of calculating program points (we use pc to repre-
sent current program point) in the clauses for while and if
expressions. We also use # to denote the length of a list.

For a complete source program P with body c; return e,
we define the compilation W(P ) to be S(c; return e).

We assume label compatibility : the label of a source com-
mand is the same as the label of the program point of the
primary instruction in its compilation, e.g., if getfield is ob-
tained by compilation of [x := e.f ]n, its corresponding pro-
gram point in the target program is n. This implies that
LL] = PP] for a source program and its compilation. The
simplifying assumption loses no generality since source la-
bels can be read off the compilation (as was done in the ex-
ample just after Definition 1).

Given the definition of regions for the source program,
we obtain regions for its compilation as follows.



E(x) = load x

E(n) = push n

E(e op e′) = E(e) :: E(e′) :: prim op

S(x := e.f) = E(e) :: getfield f :: store x

E(new C) = new C

S(x := e) = E(e) :: store x

S(c1; c2) = S(c1) :: S(c2)

S(while e do c) = let le = E(e); lc = S(c);
in goto (pc + #lc + 1) :: lc :: le :: ifeq (pc−#lc−#le)

S(if e then c1 else c2) = let le = E(e); lc1 = S(c1); lc2 = S(c2);
in le :: ifeq (pc + #lc2 + 2) :: lc2 :: goto (pc + #lc1 + 1) :: lc1

S(e.f := e′) = E(e′) :: E(e) :: putfield f

S(throw e) = E(e) :: throw

S(try c1 catch (X x) c2) = let lc1 = S(c1); lc2 = S(c2);
in lc1 :: goto (pc + #lc2 + 1) :: store x :: lc2

S(return e) = E(e) :: return

Figure 8. Compilation function. Primary instructions are underlined.

X (c1; c2) = X (c1) :: X (c2)
X (while e do c) = X (c)

X (if e then c1 else c2) = X (c1) :: X (c2);
X (try c1 catch (X y) c2) = let lc1 = S(c1); lc2 = S(c2);

in X (c1) :: X (c2) :: 〈1,#lc1 + 1,#lc1 + 2〉
X ( ) = ε

Figure 9. Definition of exception table.

Definition 6 (compiler for regions) Suppose [c′]n
′

is
a branching command in source program SP . Then define
tregion(n′) to be the union, over all [c]n with n ∈ sregion(n′)
(in the source language), of {i..j} where TP [i..j] is the com-
pilation of c. That is, all program points in the compilation
of commands in the (source) region of some branching com-
mand with label n′ are included in the (target) region of the
compiled program for the branching instruction n′.

Furthermore

• if n′ is a command of the form if e then c1 else c2, and
#lc2 is the length of the compilation of command c2, then
n′ + lc2 + 1 ∈ tregion(n) (note that n′ + lc2 + 1 corre-
sponds to the goto instruction).

• if n′ is an exception-throwing command with
sHandler(n′) = t, then program points t and t − 1
corresponding to goto and store instructions in the com-
pilation of a try-catch with label t, are also included in
region of n′.

• if n is a while command, then n ∈ tregion(n).

We will use regions for the target language defined as in
Definition 6 for proofs of preservation, in next section. The
following lemma claims that regions defined as in Defini-
tion 6 have the SOAP property.

Lemma 6.1 Let n ∈ PP] be a program point in a target
program P and let tregion(n) be defined as in Definition 6
from compilation of a command [c]n. Then SOAP holds for
tregion(n).

7. Connecting the intermediate and target
type systems

The main result is that compilation preserves typing.
That is, given a typing derivation for a source program
in the high level system, a corresponding security type for
bytecode can be obtained. We show that the defined secu-



TP [i] = push n

i ` st, se ⇒ se(i) :: st, se

TP [i] = prim op

i ` k1 :: k2 :: st, se ⇒ k1 t k2 t se(i) :: st, se

TP [i] = load x

i ` st, se ⇒ (Γ(x) t se(i)) :: st, se

TP [i] = store x se(i) t k ≤ Γ(x)
i ` k :: st, se ⇒ st, se

TP [i] = ifeq j se = liftk(se, tregion(i))
i ` k :: st, se ⇒ liftk(st), se

TP [i] = goto j

i ` st, se ⇒ st, se

TP [i] = return se(i) t k = L

i ` k :: st, se ⇒

TP [i] = putfield f
k ≤ fieldlevel(f) (se(i) t k′) = L Handler(i) ↑

i ` k :: k′ :: st, se ⇒ st, se

TP [i] = putfield f k t se(i) t k′ ≤ fieldlevel(f)
Handler(i) = i′ se = liftk′(se, tregion(i))

i ` k :: k′ :: st, se ⇒ se(i′) :: ε, se

TP [i] = putfield f k t se(i) t k′ ≤ fieldlevel(f)
Handler(i) ↓ se = liftk′(se, tregion(i))

i ` k :: k′ :: st, se ⇒ liftk′(st), se

TP [i] = getfield f (se(i) t k) = L Handler(i) ↑
i ` k :: st, se ⇒ fieldlevel(f) :: st, se

TP [i] = getfield f k ≤ fieldlevel(f)
Handler(i) = i′ se = liftk(se, tregion(i))

i ` k :: st, se ⇒ se(i′) :: ε, se

TP [i] = getfield f k ≤ fieldlevel(f)
Handler(i) ↓ se = liftk(se, tregion(i))

i ` k :: st, se ⇒ (fieldlevel(f) t se(i)) :: liftk(st), se

TP [i] = throw (se(i) t k) = L Handler(i) ↑
i ` k :: st, se ⇒

TP [i] = throw Handler(i) = i′ k ≤ se(i′)
i ` k :: st, se ⇒ se(i′) :: ε, se

Figure 7. Typing rules for instructions in JVM.

rity type satisfies all the conditions for typing of a bytecode
program.

First, given a source program SP together with a secu-
rity environment E for it we obtain a security environment
se with which to type the compilation of SP .

Definition 7 ( se determined by E) Wedefine se by in-
duction on syntax of source commands. The domain of se is
the set of program points in the compilation W(SP ). Define
se(i) as E(n) where [c]n is the smallest subcommand of SP
whose compilation contains program point i.

Lemma 7.1 Suppose D ::` [c]n : k, k′ (intro judgement),
let E be the security environment derived from D, and let se
be determined by E. Then se = liftk′(se, tregion(n)).

Now we can show that compilation of a command pre-
serves typing in the intermediate system. The following is
proved by induction on the source program.

Lemma 7.2 Let c be a command in source program SP ,
typed ` c : E, and let [i..j] be the program points in compi-
lation of c. Let se be the security environment determined by
E. Then, for all st there exists sti+1, .., stj such that if we de-
fine sti = st, we have

– l ` stl, se ⇒ stl′ , se, for all l 7→ l′, l ∈ {i..j};
– if c is not a throw command, then stj = st;
– if [c]n is a exception-throwing command with
sHandler(n) = n′, then stn′ = se(n′) :: st

Finally, putting together Lemma 7.2 and Theorem 5.3
we obtain the main result.

Theorem 7.3 Suppose, for given Γ and fieldlevel, we have `
SP , i.e. this source program is typable in the high level system.
Then ` W(SP ), i.e., its compilation is typable in the target
system.

Example 7.1 The compilation S(c) of the program intro-
duced in Example 5.1 and its types obtained with the Tar-
get type system is shown below. To construct se for this pro-
gram, we use E from Example 5.1 and Definition 7 to obtain:
se = {1 7→ H, 2 7→ H, 3 7→ H, 4 7→ H, 5 7→ H, 6 7→ H, 7 7→
H, 8 7→ H, 9 7→ H, 10 7→ L, 11 7→ L, 12 7→ L}.

1 load yH ε, se
2 push 0 H :: ε, se
3 prim = H :: Hε, se
4 ifeq 8 H :: ε, se
5 load xL ε, se
6 store yH H :: ε, se
7 goto 10 ε, se
8 push 1 ε, se
9 store yH H :: ε, se
10 new C ε, se
11 push 3 L :: ε, se
12 putfield fL L :: L, se

ε, se



It is easy to corroborate that the constraints of the type
system to apply the transfer rules with the types given
above hold. For the ifeq instruction at program point
4, se = liftH(se, tregion(4)) can be checked using re-
gion {5, 6, 7, 8, 9}, obtained according to Definition 6.
Region of 12 is empty, since it does not have any succes-
sors.

8. Conclusion

The development and deployment of software that re-
spects an end-to-end confidentiality policy requires a num-
ber of ingredients. First, developers must be able to specify
how interfaces relate with the policy using labels. They need
tools to provide them accurate feedback whether their la-
beling is consistent with the policy. Second, execution plat-
forms must reflect the assumptions of the policy (e.g. a low
attacker is not able to directly read channels labeled high),
and must feature security functions that enforce the policy.
Verification tools for developers and security functions for
execution platforms have a similar purpose, namely to ver-
ify that the labeling is correct and ensures the policy. Estab-
lishing a formal relation between them, and devising means
to exploit the results of source code verification for verifi-
cation of executables is a significant step towards the adop-
tion of end-to-end security policies in mobile code.

The focus of this paper is on checking that a program
is noninterferent with respect to a given labeling—that is,
controlling fine-grained flows within a program. The paper
follows a long line of work in this area and makes signifi-
cant progress by showing a formal relation between typa-
bility at source code, and bytecode verification for an ex-
tended bytecode verifier that enforces noninterference.

In fact we obtained this relation by deriving the typing
systems for source code from the bytecode system. First, we
establish a correspondence between regions in source code
and regions in bytecode. Then we obtain constraints on a
security environment for source fragment c, in terms of re-
gions, by combining the constraints from the bytecode rules
as applied to the compilation of c. Next, we formulate high
level judgements and a connection between them and the
security environment. Finally, this connection is used to ob-
tain a high level rule for each source code construct, using
the constraints in the construct’s intermediate rule and the
definition of regions for source code.

We have solved the problem of connecting control de-
pendence between source and target language—even reduc-
ing control dependence to an inductive property amenable
to machine verification—and we are confident that our ap-
proach is robust and can be adapted to more sophisti-
cated settings, including richer languages, more sophisti-
cated policies, and optimizing compilers.

Richer languages. Our language already handles some main
complexities of Java, including exceptions and heap allo-
cated mutable objects. The full version of the article also

considers methods and multiple exceptions. We expect to
treat multiple exceptions in a way similar to JFlow (cor-
responding to our single exception effect, JFlow uses a list
of levels indexed by exception types, called “paths”). We
believe that type preservation can be extended to sequen-
tial Java, provided existing type systems at source code
and bytecode are extended appropriately—in particular, it
is possible to treat JVM subroutines, but not so interest-
ing as they will disappear from Java 1.6. The real challenge
is to understand whether type preservation scales up to con-
current Java, but for the time being there is no information
flow type system that has been proved sound for a concur-
rent fragment of Java source code or bytecode.

More sophisticated policies. Practical end-to-end policies
weaker than full non-interference are often needed, e.g., to
cater for downgrading [16] and to connect flow policy with
access controls (based on stack inspection or execution his-
tory) [3, 5]. Such policies are under active investigation but
several current proposals provide source level type systems
to express and statically enforce specific policies that en-
able declassification. We believe that most of these type
systems can be adapted to bytecode in such a way that
type-preservation will be ensured. For example, it is triv-
ial to extend type preservation to an extension of Java with
a cryptographic API where encryption turns secret data
into public one.

Practical enforcement mechanisms for end-to-end poli-
cies are also likely to combine information flow type systems
with other type systems, e.g. for exception analysis, or with
logical verification methods. Extending type-preservation
results to combinations of type systems is thus an inter-
esting topic for future work, as is preservation of typabil-
ity/provability in a framework that combines type systems
and logical reasoning.

Optimizing compilers. Common Java compilers such as
Sun’s javac or IBM’s jikes only perform very limited opti-
mizations such as constant folding, dead code elimination,
and rewriting conditionals whose conditions always evalu-
ate to the same constant. These source-to-source transfor-
mations can easily be shown to preserve information-flow
typing; thus type preservation lifts to standard Java com-
pilers.

More aggressive optimizations may break type preserva-
tion, even though they are semantics preserving, and there-
for security preserving. Of course, if the transformations are
made after bytecode verification (as in JIT), type preserva-
tion is not needed (instead transformations become part of
the TCB). For example, applying common subexpression
elimination to the program xH := n1 ∗ n2; yL := n1 ∗ n2,
where n1 and n2 are constant values, will result into the pro-
gram xH := n1 ∗ n2; yL := xH . Assuming that variable xH

is a high variable and yL is a low variable, the original pro-
gram is typable, but the optimized program is not, since
the typing rule for assignment will detect an explicit flow
yL := xH . (A naive solution to recover typability is to cre-



ate a low auxiliary variable zL in which to store the result
of the computation n1 ∗n2, and assign zL to xH and yL, i.e.
zL := n1 ∗ n2;xH := zL; yL := zL.) Adapting standard pro-
gram optimizations so that they do not break type preser-
vation is left as future work. We conjecture that most opti-
mizations will only need minor modifications, provided ad-
vanced features of the type system such as label polymor-
phism are available.
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