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Abstract. Denotational semantics for a substantial fragment of Java is formal-
ized by deep embedding in PVS, making extensive use of dependent types. A
static analyzer for secure information flow for this language is proved correct,
that is, it enforces noninterference.

1 Introduction

This paper reports on the use of the PVS theorem prover [13] to formalize a seman-
tic model for a core fragment of Java and machine check the correctness of a secure
information flow analyzer.

The primary objective of the project is to check the results of Banerjee and Nau-
mann [2]. Their work specifies a static analysis, in the form of a type system, for secure
information flow in a substantial fragment of Java including mutable state, recursive
types, dynamic allocation, inheritance and dynamic binding, type casts, and the code-
based access control mechanism (stack inspection [6]). Security policy, i.e., confiden-
tiality/integrity, is expressed by annotating object fields and method signatures with
levels from a security lattice. The main result of [2] is that the typing rules are sound in
the sense that a program deemed safe by the analysis is noninterferent, w.r.t. the policy
(as in [18], see the survey by Myers and Sabelfeld [15]). A detailed proof of soundness
has undergone peer review but it is sufficiently complicated to merit machine checking.

In recent years, operational semantics has been popular but [2] is based on a deno-
tational model in the style of Scott and Strachey. In particular, the interesting semantic
domains are higher order dependent function spaces and the main results are proved by
fixpoint induction. A second objective of our project is to explore how well PVS sup-
ports formalizing and reasoning about such a model. Owing to the use of a denotational
model we reap the benefits of a deep embedding while avoiding the need to manipulate
or even define syntactic substitution. Moreover there is no explicit method call stack,
which simplifies reasoning about noninterference.

A third objective was for the author to gain his first experience with a proof assistant.
To give this a more scholarly spin, let us say the objective was to assess the effectiveness
of PVS as a proof assistant for a user without expertise in mechanical theorem proving.

The project is largely completed. With the omission of code-based access control,
the results of [2] have been completely formalized and proved. The omission was made
only to scale down this first phase of the project. The static analysis is presented as
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a recursive function that implements the typing rules of [2], and an arbitrary security
lattice is considered, whereas the paper considers only the two-point lattice.

The design decision with the most far-reaching consequences was to use higher or-
der dependent types to encode the semantics in a way that closely matches the paper [2].
The PVS type system is undecidable; the type checker generates type correctness con-
ditions (TCCs) that must be proved. Once proved they are useful as lemmas. The use of
dependent predicate types to express, e.g., the absence of dangling pointers and ill-typed
program states, means that type-correctness of our definitions requires nontrivial proof
in some cases. A tangential consequence is type soundness for the modeled language.

PVS is notable for its high level of automation and integrated decision procedures
but to our knowledge there are no previous large applications involving higher order
dependent types like ours. A considerable amount of user interaction appears to be
needed for the proofs, for reasons explained in the sequel. The proofs mostly follow
the structure of those in the paper, as reflected in the formulation of lemmas. But rather
than transcribing the details from the paper, | tried to carry out proofs by the seat of
my pants and | found PVS to be a fairly pleasant assistant in this working style. As
a beginning user | refrained from trying to do sophisticated control of rewriting, or
defining new proof strategies, or using automatic conversions between total and patrtial
functions represented by lifting. | decided not to factor large proofs by introducing lots
of little lemmas with no independent interest, given that PVS offers a graphical display
that facilitates inspection of sequents at intermediate points. Some proof scripts run to
several dozen lines and a few are a hundred lines.

Axioms are used only to express assumptions as follows: (a) the program to be
analyzed is syntactically well formed (e.g., ordinary type correctness, subclassing is
acyclic); (b) flow policy is well formed, i.e., invariant with respect to subclassing; and
(c) the memory allocator, otherwise arbitrary, returns fresh locations. The axioms are
simple and soundness is obvious. PVS theory interpretations have been used to confirm
this claim but that is omitted for lack of space.

Related work.Strecker [16] uses Isabelle/HOL to show soundness for a language and
security typing rules very similar to those in [1], i.e., a sequential fragment of Java,
without access control. Strecker’s result, like that in [1], makes an assumption of “para-
metricity” for the memory allocator in order to use equality rather than an arbitrary
bijection on locations in the definition of noninterference. This simplifies the proofs
considerably but is at odds with memory management in practice. Strecker also con-
fines attention to the two-element lattice. The present work confirms the wisdom of
those simplifications. Although an arbitrary lattice is needed for practical applications,
it results in an additional quantifier in each of the key properties (indistinguishability,
write-confinement, and noninterference) and this pervades the proofs. Treating memory
allocation realistically necessitates the use of a bijection on locations in the definition of
indistinguishability. As Strecker remarks, this means that there are fewer opportunities
to exploit provers’ built-in equality reasoning.

Jacobs, Pieters and Warnier [8] report on using PVS to verify soundness of a static
information flow analysis for a simple imperative language. The analysis is based on
abstract interpretation instead of types, which allows a variable to be used for informa-
tion of different levels at different times.&tnle and Sands [5] use the KeY tool, an



interactive theorem prover, to prove confidentiality of programs in a subset of JavaC-
ard. Confidentiality is formalized in dynamic logic, following the semantic approach

of Joshi and Leino [9]. Rushby [14] uses EHDM to check an “unwinding theorem”
that says the “no read up” and “no write down” rules [15] for individual steps suffice

to ensure noninterference. This elegant theory is set in an abstract model rather than a
programming language; the focus is on intransitive noninterference.

Overview. This paper reviews the work of [2] and describes the formalization in PVS of
the semantics (Sect. 2), policy and static analysis (Sect. 3), and proof of noninterference
(Sect. 4). Sect. 5 concludes. For readers not familiar with PVS, key notations are briefly
explained. More details can be found in a technical report on the author's home page,
together with the PVS files.

2 Formalizing of the language: syntax and semantics

This section describes the object language, as defined “in the paper” (meaning [2]), and
its formalization in PVS. For clarity, some minor details of the description differ from
the paper and the PVS code, but only in ways that seem unlikely to lead to confusion.

Signature of a class tableA well formed program is given in the form of a class table,
i.e., a collection of class declarations, each giving a superclass, field types, method sig-
natures, and method implementations. The paper follows [7] in using several auxiliary
functions:superCgives the direct superclass declared by a class nanelfieldsC
gives the field declaration80 : TO,f1:T1,... of C; fieldsCcombines the declared
and inherited field declarations; anitypém,C) gives the parameter and return type
for methodm declared or inherited i. If there is no such methoantypém,C) is
undefined. Fields and methods of a class may make mutually recursive reference to any
other classes. We assume there are given, disjoint sets of field names, class names, and
method names, ranged over byC, andmrespectively. Finallymbodym, C) gives the
method body, if methodh has a declaration in clag€s and is undefined otherwise.

The data typed in Java consist of primitive types (such Bsolean andint),
names of declared classes, and the unit tyjee d). Data types are the types of fields,
local variables, method parameters and method return; the unit type is used as return
type for a method called only for its effect on state. Data types are given by the grammar

T ::=bool |unit |C

whereC ranges over the set of declared class names. This is formalized as a PVS induc-
tive datatypedty, in theorydty which is parameterized on a nonemptyGeissname

used as argument for the constructdassT (name: Classname). Datatype recogniz-

ers are named according to the usual convention, €.gssT?.

TheoryclasstableSig formalizes the signature of a well formed class table, i.e.,
fields, superclass, and method signatures for every class. It declares uninterpreted sets
Classname, Methname, andVarname (the latter for fields and also local variables and
parameters). Unlike the paper, we do not formalize the syntax of class declarations but
rather work directly with the auxiliary functionsuper, fields, etc.; e.g., the follow-
ing uninterpreted function declaration gives method signatures:



mtype: [Classname, Methname
-> 1ift[ [# parN: Varname, parT: dty, resT: dty #] ] ]

Undefinedness is represented using the lift constructor, as PVS is a logic of total func-
tions ([T->U] is notation for functions[# lab:T #] for records, and ‘1ab for field
selection). Ifmtype (m,C) is defined (nobottom) then its value is a record with field
parT giving the parameter typeesT giving the result type, angarN giving the pa-
rameter name. As in the paper, the parameter name is treated as part of the type; this
loses no generality and simplifies definitions related to method call.

Method types in Java are invariant, i.e.Cifs a subclass df and inherits or over-
rides a method of C then the method signatures are the same. This is expressed by

inherit_meths: AXIOM C <= D & up?(mtype(D,m)) => mtype(C,m) = mtype(D,m)

Axiom inherit _meths also embodies inheritance in the sense thati# defined in a
class then it is also defined in subclasses thereof. The set of methods defined for a given
class is lifted to the level of types as follows:

definedMeth(C) (m): bool = up?(mtype(C,m))
DefinedMeth(C): TYPE = (definedMeth(C))

The first line defines a predicate and the second line uses the PVS notation of enclosing
parentheses to lift a predicate to a type, here the type of methods either declared or
inherited in clas€. The declaration and inheritance of fields is treated similarly.

The declaration-based subclassing relation turned out to be slightly intricate to for-
malize. TheorylasstableSig declares an uninterpreted functistper to designate
the immediate superclass (except for mapping the distinguishedtigsst to itself).

super: [Classname -> Classname]
super_fin_top: AXIOM EXISTS j: j > 0 & iterate(super,j)(C) = Object

HereC ranges over class names owing to the declarations

C, D, E: VAR Classname T, T1, T2: VAR dty

In the sequel we omit such declarations. Subclassing on class names is defined by
<=(C, D): bool = EXISTS j: iterate(super,j)(C) =D

and this extends easily to a relatioa on data types. Lemmas state thatject is the
top element and that= is a preorder. The proofs require minimal user guidance, e.g.,
here is the script for transitivity of= on class names:

(skosimp) (expand "<=") (lemma "iterate_add_applied[Classname]") (grind)

It uses a lemma about thiterate function from the PVS prelude as well as the
most powerful strategygrind, which repeatedly applies simplification, instantiation,
skolemization and if-lifting.

Many of the results are proved using a secondary induction on inheritance chains,
formalized using the following (wheré= is disequality).

stepsTo0bj(C) (j): bool = iterate(super,j)(C) = Object
cdepth(C): nat = min(stepsToObj(C))
cdepth_super: LEMMA C /= Object => cdepth(super(C)) < cdepth(C)



Theory classtableSig includes a number of additional definitions and results
concerning subclassing and inheritance. It also defines contexts for use in typing rules.
In the paper, a (variable) contekt is a partial function from variable names to data
types. It is formalized in PVS as a dependent record type.

Vxt: TYPE = [# dom: set[Varname], map: [(dom) -> dty] #]

Here (dom) is notation for the lift of predicatéom to the level of types. The type
set [Varname] is syntactic sugar for the function tyd#arname -> bool].

In the semantics, the state on which a command operates includes a type correct
assignment of values to variables (i.e., parameters and locals inclgeliiy and the
state of an object in the heap is a type correct assignment of values to field names. The
context for fields is defined as follows, using set comprehension notétion| . . . }.

fieldVxt(C: Classname): Vxt =
(# ‘dom :={ f | fields(C)(f) }, ‘map := lambda f: ftype(C,f) #)

Similarly, methParVxt (C) (m) declareself :C and also the method’s parameter.

Typing of method bodiesThe context free syntax of expressions and commands is
given by PVS datatypesxp andcom in a theorylang which is parameterized on the
setsClassname, Varname, andMethname. An assignmenx := eis represented by the
termassign(x,e,T) with an explicit trace of the type af to simplify type checking;
similarly for the other constructs. The expressions are: variables, boolean literals, null,
equality test, field access, type test, and type cast. The commands are: assignment, field
update, new, dynamically dispatched method call, sequence and conditional. (Loops are
omitted since general recursion is included.)

Theorytyping gives the typing rules for expressions and commands. The typing
judgementl” +e: T is expressed by a predicatep0K (V,T) (e) whereV ranges over
contextsT over data types, angover expressions.

expOK(V,T) (e) : RECURSIVE bool =
CASES e OF
vblV(n): V‘dom(n) & T = V‘map(n) ,
fieldAccess(el,T1,f): expOK(V,T1)(el) & classT?(T1) & ftype(name(T1),f)=T
. MEASURE e by <<

This uses pattern matching on the datatgge of expressions. A variable named
has typeT in contextV if n is in the domain ofV and is assigned type. Recursive
definitions in PVS must be proved total using an explicitly designated measure, in this
case the subterm relatia generated automatically by the datatype definitioretas.

For commands, the paper’s judgemént Sis formalized as follows.

com0OK (V) (S) : RECURSIVE bool =
CASES S OF
assign(n,e,T): n /= Self & V‘dom(n) & expOK(V,T)(e) & T <= V‘map(n)...

The targeth of assignment cannot ke1f and must be declared. The expression must
have the type recordetlin the syntax and” must be a subtype of the type nf The
typing rules here and in the paper are syntax directed, so the semantics can be defined



by recursion on syntax. Subsumption is not present as a separate rule but is instead
embodied by subtyping conditions.

All of the TCCs in theoriesyping andclasstableSig are proved by the default
strategy without user intervention.

TheorywellformedCT declares an uninterpreted function for method bodies.

mbody: [C: Classname, m: Methname ->
1lift[[# localvar: Varname, localvarType: dty, body: com #]] ]

To simplify the formalization slightly, each method is assumed to have exactly one local
variable. The formalization also enforces that the local variable name is distinct from
the distinguished names:1f andresult as well as from the parameter name (not
shown here).

Every method should have an implementation and every method declaration should
be typable; this assumption is expressed as follows.

declaredMeth(C) (m): bool = definedMeth(C) (m) & up?(mbody(C,m))
DeclaredMeth(C): TYPE = (declaredMeth(C))
every_meth_has_body: AXIOM definedMeth(C) (m) & NOT declaredMeth(C) (m)
=> C /= Object & definedMeth(super(C)) (m)
all_bodies_typable: AXIOM
declaredMeth(C) (m) => comOK( bodyVxtFor(C,m) ) ( down(mbody(C,m)) ‘body )

Semantic domainsAccording to the paper, the state of a method in execution is com-
prised of aheap h which is a finite partial function from locations to object states, and
a store rwhich assigns locations and primitive values to local variables and parame-
ters. States are self-contained in the sense that all locations in fields and in variables
are in the domain of the heap. For locations, we assume thatlasét given, along

with a distinguished entitpil not in Loc. To track an object’s class we assume given a
functionloctype: Loc— Classnamauch that there are infinitely many locatiohsith
loctypel = C, for eachC. In the formalization, it suffices to assume that the allocator is
a total function. TheorgemanticDomains begins with the uninterpreted declarations
Loc: TYPE+ andloctype: [Loc -> Classname]. It imports theoryvalue [Loc]

which defines a datatype of values with constructamsNil, semLoc(valL: Loc),

etc. These are classified as follows.

locsBelow(C) (1: Loc): bool = loctype(l) <= C
LocsBelow(C): TYPE = (locsBelow(C))
val0fType(T) (v: Value): bool =

CASES T OF
unitT: semIt?(v) ,
boolT: semBool?(v) ,

classT(C): semNil?(v) OR ( semLoc?(v) & locsBelow(C)(valL(v)) ) ENDCASES
ValOfType(T): TYPE = (valOfType(T))
val_subsumptionT: LEMMA T <= T1 & valOfType(T) (v) => valOfType(T1) (v)

A number of subsumption properties are needed in the semantics. Formulation is
a little delicate, e.g., in a case likeal_subsumptionT this very property is needed
to discharge a TCC foralOfType (T1) (v). Once the TCC has been proved, one can



6 =T || objstateC| Heap| Heap® I | Heap2 T |0, | (C, X, T — T) | MEnv

bool]] = {true, false} [unit] = {it} [C] = {nil} u{¢| ¢ LocAloctypel < C}

[

i = {r | domr=doml" Arself # nil AVx € domrerx € [["x]]}

[objstateq = {s|doms=donfieldsQAV(f:T) € fieldsCesfc [T]}

[Head = {h]domhC;, LocAclosed V¢ c domhe he € [objstate(loctypel)] }
whereclosed hiff rngsnLocC domhfor all se rngh

[HeapaI'] = {(h,r)|he[HeaglAr e [I]ArngrnLocC domh

[Heap2 T = {(h,v)|he [HeagjAve [T]A(veLoc= vedomh}

[C.x T —T] = [Heap® (X: T,self : C)] — [[(Heapa T) ]

[MEnV] = {u | YC,me uCmis defined iffmtypém,C) is defined,

anduCme [C,pars(m,C), mtypém,C)] if uCmdefined}

Table 1. Semantic domains, named by categofeisicluding MEnv for method environments;
(C,x, T — T) for methods ofC with parameterg : T, returnT; andHeap® I" for closed states.

appeal to it to get an immediate proof of the lemma. But the lemma needs to be explicitly
stated in order to generate the TCC.

In the paper, notation for the hierarchy of semantic domains is based on syntactic
categorie®, see Table 1. These categories are not separately formalized in PVS. Instead
there are just named types, e.g., fdf] we defineStore (V). (Recall that identifiew
is used instead df'.) A store for contextV maps each namein the domain ofv to a
value of the type assigned tain V.

Store(V): TYPE = [n: (V‘dom) -> ValOfType(V‘map(n))]
Heaps are defined in two stages, the second imposing the containment condition.

ObjState(C): TYPE = Store(fieldVxt(C))
preHeap: TYPE = [# dom: finite_set[Loc],
map: [ 1:(dom) -> ObjState(loctype(l)) 1 #]
closedStore(V) (h: preHeap) (r: Store(V)): bool =
FORALL (n:(V‘dom)):
classT?(V¢map(n)) & NOT semNil?(r(n)) => h‘dom(valL(x(n)))
heap(h: preHeap): bool =
FORALL ( 1:(h‘dom) ):
LET V = fieldVxt(loctype(1)), r = h‘map(l) IN closedStore(V) (h) ()
Heap: TYPE = (heap)
state(V) (h: Heap, r: Store(V)): bool = closedStore(V,h) (r)
State(V): TYPE = (state(V))

If s: State(V) thens‘1 is the heap part, using the PVS projection notation.

In the paper, no domains are explicitly defined for expressions but it is stated that the
meaning of an expressidnt-e: T is a function[Heape I'] — [[T, || that takes a state
(h,r) € [Heap®I'] and returns either a valuec [[T], such thath,v) € [Heap T]]
(i.e.,vis in domhif v is a location), or the improper value which represents errors.

In the formalization the domain for expressions is made explicit:



preExpr(V,T): TYPE = [ State(V) -> 1ift[ValOfType(T)] ]
contValOfType(T, h)( v ): bool =

valO0fType(T) (v) & ( classT?(T) & NOT semNil?(v) => h‘dom(vallL(v)) )
CValOfType(T: dty, h: Heap): TYPE = (contValOfType(T,h))
semExpr(V,T) (g: preExpr(V,T)): bool =

FORALL (s:State(V)): 1liftContValOfType(T,s‘1) (g(s))
SemExpr(V,T): TYPE = (semExpr(V,T))

The paper says that a typable commdnd- S denotes a functiofMEnV] —
[HeapeI'] — [[(HeapxI'), ]. In proving noninterference, which involves extending
bijections on the heap domain, it became apparent that commands must have an addi-
tional property not made clear in the paper: Any location allocated in the initial heap
is still allocated in the final heap. (By not modeling garbage collection, we simplify
the formulation of noninterference.) This condition could be proved as a lemma but is
instead imposed on the semantic domains for commands (and also method meanings).
This is formalized as follows.

preSemCommand (V) : TYPE = [ State(V) -> lift[State(V)] ]
semCommand (V) (g: preSemCommand(V)): bool =

FORALL (s: State(V), 1:(s‘1‘dom)): up?(g(s)) => down(g(s)) ‘1°dom(1)
SemCommand (V) : TYPE = (semCommand(V))

Finally, the denotation of a methadtakes a pairth,r), wherer is a store with
the arguments, i.eself and for the parameter. (An alternate formulation would pass
a tuple of values, with the benefit that the parameter name would not be significant in
method types. The cost would be additional definitions of indistinguishability etc. for
tuples.) It returnsL or a pair (h1,v) wherev is the result value and1 the updated
heap. The semantic domafiemMeth (C,m) imposes the conditions thatis in the
domain ofh1 and that the domain afi extends that df (the latter condition is missing
from the equation foff(C, x, T — T)]] in Table 1).

Method environmentThe semantics for commands, discussed later, is defined in terms
of a method environment which provides for each defined method an appropriate se-
mantics.

MethEnv: TYPE = [C: Classname -> [m: DefinedMeth(C) -> SemMeth(C,m)]]

TheorysemCT defines the semantics of a class table as a method environment obtained
as the limit of a chain of approximations.

approxMethEnv(j) (C): RECURSIVE [m:DefinedMeth(C) -> SemMeth(C,m)] =
lambda (m:DefinedMeth(C)):
IF j=0 THEN abortMeth(C,m)
ELSE IF declaredMeth(C)(m) THEN mbodySem(C,approxMethEnv(j-1)) (m)
ELSE restrict[...]( approxMethEnv(j) (super(C)) (m) ) ENDIF ENDIF
MEASURE lex2(j, cdepth(C)) BY <

For the Oth approximation, every method aborts. For ftheapproximation, ifm is
declared irC then its semantics is given in terms of the semantics of its body, interpreted
with respect to théj — 1)st approximation for methods it calls. (We defer the definition
of mbodySem.) This exactly mirrors an operational semantics in which the call stack



size is bounded by — 1 (note that there is no stack in the denotational model). The
semantics of a complete program has a one-line definition:

semCT: MethEnv = lub( approxMethEnv )

This uses the least upper bound operator defined in theatyrDomains, where it is
shown that the semantic constructs are monotonic and continuous. Operationally, taking
the 1ub removes the bound on stack size. We omit further details.

Returning toapproxMethEnv, if mis inherited then its semantics is inherited, i.e.,
given byapproxMethEnv (j) (super (C)) (m). But this function is applied to a smaller
domain (the argument stores wheee £ has typeC rather tharsuper (C)), whence the
need forrestrict[...] to make the conversion explicit for the PVS type checker.

The definition ofapproxMethEnv generates eight TCCs. One is that the given
order is well founded. Three of the TCCs require more than one step of user in-
teraction, mainly to show thatpproxMethEnv (j) (super (C)) (m), which has type
SemMeth (super (C) ,m), also has typ8emMeth (C,m) (when its domain is restricted
State (methParVxt (C) (m))). The proofs use axioravery meth has_body, lemma
cdepth_super, and the following.

inherit_defined: LEMMA
FORALL C, (m: DefinedMeth(super(C))), (g: SemMeth(super(C),m)):
semMeth(C, m) (restrict[...1(g))

For lemmainherit_defined the proof is easy:
(skosimp*) (typepred "g!1") (use "super_above") (use "semMeth_subsumpt") (prop)

On the other hand, to discharge the subtyping TCCs generatéfhay it defined
requires several steps, in two of which instantiations needed to be supplied. The TCCs
for this lemma are then used subsequent proofs.

Semantics of commands and method bodidseorycomSemantics gives the seman-
tics for commands, given an uninterpreted function for memory allocation.

fresh: [Classname, Heap -> Loc]
freshness: AXIOM loctype(fresh(C,h)) = C & NOT h‘dom(fresh(C,h))

A simple and realistic model for this assumption is tollet be the set of pair§i,C)
with C a classname arica naturalfreshchooses the least unused

For each syntactic command construct we explicitly define a semantic operation,
e.g., here is the semantic operation that allocates a fresh object and assigins it to

newS(V) (n: {n | V‘dom(n) & n/=Self}, C: {C | below(V‘map(n)) (classT(C))})
(s: State(V)): lift[State(V)] =
LET 1 = fresh(C, s‘1),
hl = (# ‘dom := add(1l, s‘1‘dom),
‘map := s‘1‘map WITH [ (1) |-> initObState(C)] #)
IN up( updateVar(V)(n, (hl, s‘2), semLoc(1l)) )

1 The1ub of method environments admits an elementary characterization, owing to the simple
concrete representation for states. If method meanings were stored in the heap then we would
need to work with the solution of a nontrivial domain equation. Indeed, Levy [12] gives a
denotational model for a higher order language with pointers, but the model does not capture
relational parametricity or recursive types.
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The semantic functioromSem has a succinct definition, mapping each construct to its
corresponding semantic operation. In the paper, the semdiitiesS] is only defined

for derivable judgemenkt’ - S. A direct encoding of this would lift the predicate for
typing, comOK (V), to a type, but then we would have to state and prove an induction
rule for the set of typable commands. In order to use the induction rule generated by
PVS for the datatypeom, i.e. for proofs to begin simplfinduct "S"), we define
semantics for all commands, typable or not.

comSem(V: Vxt, me: MethEnv) (S: com): RECURSIVE SemCommand(V) =
IF NOT comOK(V)(S) THEN abortCom(V) ELSE

CASES S OF
new(n, C): newS(V) (n, C) ,
seq(81,82): seqS(V) ( comSem(V,me) (S1), comSem(V,me)(S2) ) ,

mcall(n,el,m,e2,T1,T2): % that is, n := el.m(e2)
mcallS(V,me) ( n, T1, expSem(V,T1)(el), m, expSem(V,T2)(e2) ) ,
. .MEASURE S by <<

Type soundnesshe theories discussed so far give a deep embedding of the syntax and
semantics of a fragment of Java with features including mutable objects, recursive class
definitions, type casts, pointer equality, and inheritance. The semantic domains express
invariants like these: self is not null; objects are never deallocated; the value of any field
of any object is an element of the (denotation of) the type declared for the field. The
net effect is that type soundness is a consequence of definedness of the semantics. To
see how this works, consider an assignmentign (n,e,T) typable in context. The
semantics iassignS(V) (n, T, expSem(V,T) (e)), using the following.

assignS(V) (n: {nl|V‘dom(n) & n/=Self}, T: Below(V‘map(n)), g: SemExpr(V,T))
( s: State(V) ): lift[State(V)] =
IF up?(g(s)) THEN up( updateVar(V)(n,s,down(g(s))) ) ELSE bottom ENDIF

Note thatassignS(V) is applicable only to a variable in the domain ofv and not
equal to self; moreover, the tyfreof the assigned expression must be a subtype of the
type ofn in V. The declaration indicates thagsignS(V) (n,T,g) applies to a state

for v and returns a lifted state. An additional result says that in fact it has the type
SemCommand (V).

assignS_type: JUDGEMENT
assignS(V) (n:{n|V‘dom(n) & n/=Self}, T:Below(V‘map(n)), g:SemExpr(V,T))
HAS_TYPE SemCommand (V)

This can be read as a lemma, saying thatsi§ign(n,e,T) typechecks then it de-
notes a function satisfying the invariants imposedsbyCommand (V). The definition
of comSem generates three TCCs fassign, which can be discharged easily using
assignS_type and inversion of the typing rufé.

The domain definitions, subsumption, inheritance, etc., come together in the seman-
tics method callmcallS. The TCCs for this definition are among the longer proofs in
the development, as user interaction is needed to invoke various subsumption lemmas.

2 The JUDGEMENT form provides refined type information to the type checker, to reduce redun-
dant TCCs. It is of little use in our work because it does not cater for dependent types, e.g.,
JUDGEMENT loc(l: locsBelow(C)) HAS_TYPE ValOfType(classT(C)) is not allowed
becauset is free. Instead we USEEMMA FORALL (C:Classname, 1: LocsBelow(C)):
valOfType (classT(C)) (Loc(1)).



11

3 Formalizing the static analysis and noninterference

Security policy. Noninterference for a given security labeling means that if a pair of
initial states are indistinguishable by an observer who only sees fields/variables labeled
below levellL then the corresponding final states are indistinguishable below

Theorylattice defines the relevant operations on an uninterpreted fypesl.
VariablesL, L1 etc range oveLevel. Security policy assigns a level to each field as
well as to method parameters and result. Theiaigistinguishable defines the in-
distinguishability of states, with respect to a given policy.

methPolicy: TYPE = [Classname,Methname -> [# self, par, res, hp: Level #]]
fieldPolicy: TYPE = [Classname -> [Varname -> Levell]

The method policy for a given class and method gives not only levels for the parameters
and result, serving as upper bounds on their information, but also a lower bound on the
levels of fields written §p). We refrain from tying policy to a particular class table
signature, but rather let the policy assign arbitrary values for undefined methods and
fields.

Indistinguishability of values involves a partial bijective renaming of locations to
mask allocation effects. Theotyidistinguishable develops suitable theory for type-
respecting partial bijections on locations, e.g., how composition of such relations be-
haves. Indistinguishability of values of tygerelative to a typed bijectionho, is de-
fined as follows:

indis( rho, T )( v, v?: ValOfType(T) ): bool =
CASES T OF
unitT: TRUE ,
boolT: v = v7 ,
classT(C): ( semNil?(v) & semNil?(v?) )
OR ( semLoc?(v) & semLoc?(v?) & rho( valL(v), valL(v?) ) )

Where the paper usesV for related pairs, the PVS formalization uses because
symbol’ is not allowed in identifiers. For this reason we mostly avoid the convention of
using? to signal predicate names. The definition above induces the notions of indistin-
guishability (overloading the namisdis) for each of the other semantic domains. We
need the notion of a policy for stores:

Levels(V): TYPE = [(V‘dom) -> Levell]

Indistinguishability of stores with respect to an observer of I&vahd local variable
labelinglev is defined as follows:

indis( L, rho, V, (lev: Levels(V)) ) ( r, r?: Store(V) ): bool =
FORALL (n:{n|V‘dom(n) & lev(n)<=L}): indis(rho,V‘map(n))( r(n), r?(n) )

The definition says thatis indistinguishable froma? for an observer at levelprovided
that the values foi are indistinguishable for every variahlevith level at mostL.
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Confinement.Confinement expresses, semantically, the key rules “no read down” and
“no write up” [15]. For an expression meaniggo beread confinedor observers at
level L. means that it cannot distinguish states that are indistinguishahble for

readConf (L, V, T, fpField)(levs: Levels(V))(g: SemExpr(V,T)): bool =
FORALL rho, (s, s?: State(V)):
indis(L,rho,V,fpField,levs) (s,s?) => indis(rho,T) (g(s),g(s?))

For a command to berite confinedabovel means that it writes no variable or field
below levell; that is, its final state is indistinguishable, for observers not at a level
aboveL, from the initial state, using as renaming bijection the identity on the domain
of the initial heap. Write confinement is also defined for methods; details omitted.

Safety. Theorysafe gives the static analysis in terms of uninterpreted policy functions
and also an assignment of levels to the local variable(s) of method bodies.

mPolicy: [Classname, Methname -> [# self, par, res, hp: Level #]]
fPolicy: [Classname -> [Varname -> Levell]
locallevel: [Classname, Methname, Varname -> Level]

It is assumed that the policies are invariant with respect to subclassing.
inherit_meth_lev: AXIOM C<=D & up?(mtype(D,m)) => mPolicy(C,m)=mPolicy(D,m)

In the paper, the static analysis is specified using labeled typas for expressions,
whereT is a data type ang a security level. For commands, the judgem&htS: k, k¥’
expresses tha&is secure, with respect to a given policy assigning levels to loggls (
fields, and method parameters/returns, and moreBwerites fields (resp. locals) of
level at leastk (resp.x’). There is a similar judgement for expressions. The paper gives
rules to inductively define these judgements but in PVS we define a recursive function
that, for expressior, gives the least at whiche would be typable in the paper. This
serves as a deterministic and reasonably efficient implementation.

In the paper, the analysis, like the semantics, is specified only for typable programs.
In the PVS formalization, safety is defined for all programs but only typable programs
are deemed safe. (ComparenSem.)

expSafe( V: Vxt, lev: Levels(V), T: dty )(e: exp): RECURSIVE lift[Level] =
If NOT expOK(V,T)(e) THEN bottom ELSE
CASES e OF vblV(n): up( lev(n) ) ,
fieldAccess(el, T1, f):
s_lub( expSafe(V,lev,T1)(el), up(fPolicy(name(T1))(£)) )...

For a method declaration to be saiSafe, is defined to mean that its body is safe with
respect to the method policy. FunctieamSafe is similar toexpSafe. Finally, safety
of a whole program is defined as follows.

safe_CT: bool = FORALL C, (m: DeclaredMeth(C)): mSafe(C) (m)

3 The formalization could be improved by factoring out the policy from both theati¢s and
indistinguishable
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4 Main results

Confinement.Theory confinement shows that the analyzer ensures read and write
confinement. For the semantic operation used to interpret each program construct, there
is a lemma expressing conditions under which the semantics is confined. For example,
here is the case that the expression is a variable:

vblS_read_conf: LEMMA FORALL ( V: Vxt, levs: Levels(V) ):
Vidom(n) & Vémap(n) = T & levs(n)<= L
=> readConf (L, V, T, fpField) (levs) ( vblS(V) (n) )

These lemmas are used to prove that if the analysis returnd.lémehn expression then
its semantics is read confined at that level. Similarly, if the analyzer says a command is
safe at a certain level pdiLp then it is write confined fol.Lp.

safe_com_write_conf: LEMMA
FORALL ( V: Vxt, lev: Levels(V), S: com, me: WriteConfMenv ):
LET LLp = comSafe(V,lev,S)
IN up?(LLp) => writeConf (down(LLp), V, fPolicy, lev)( comSem(V,me)(S) )

Note the antecedent that method meaningadrnare write confined. The lemma is
proved by induction on the structure ®fin each case one inverts the safety rule and
uses lattice properties to establish the hypothesis for the corresponding semantic con-
finement lemma.

To discharge the assumption about method environment, we have to show that if all
method bodies are safe then all their meanings are write confined. This is proved by
showing that all approximations are write confined and that this implies the same for
the least upper bound.

write_conf_approx: LEMMA
safe_CT => (FORALL j: writeConfMenv( approxMethEnv(j) ))
write_conf_admissible: LEMMA
FORALL ( app: AscendingMenvs ):
(FORALL j: writeConfMenv(app(j))) => writeConfMenv( lub(app) )
safe_CT_write_conf: LEMMA safe_CT => writeConfMenv( semCT )

Admissibility is a straightforward series of steps unfolding the definitions, owing to our
explicit characterization ofub in theory orderDomains. FoOr write_conf _approx

the proof goes by induction on the lexical orderingjaind depth of inheritance (using
lemmacdepth_super).

The least satisfying proof in this theory is the write confinement lemma for seman-
tics of method call. It is long, mainly because a number of TCCs are generated at several
points where lemmas are invoked. Some of the TCCs are discharged by a simple strat-
egy which tries all the TCCs from the definition of the semantic funatiosl1S. For
a number of others the strategy fails and | have to explicitly appeal to a specific one of
the TCCs associated with the definitionmefa11s in theorycomSemantics.

Noninterference.lt is only in the final theorysafeProps, that the TCCs are really
onerous. First come definitions, e.g., what it means for a command to be noninterferent
with respect to a policyev for variables (the policy for fields is imported from theory
safe) and an observer that can see variables and fields of level attmost
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nonint( L, V, (lev: Levels(V)) )( g: SemCommand(V) ): bool =
FORALL rho, (s, s?7: State(V)):
indis(L,rho,V,fPolicy,lev)(s,s?) & up?(g(s)) & up?(g(s?))
=> EXISTS tau: subset?(rho,tau)
& indis(L,tau,V,fPolicy,lev) (down(g(s)), down(g(s?)))

There is a similiar notionponint (L,C,m), of noninterference for the meaning of
methodm at classC. A method environment is noninterferent provided every method
meaning is noninterferent for observers at every levélhe definition is factored into
two to fit a standard induction rule.)

nonintMenv2( me, C ): bool =
FORALL L, (m: DefinedMeth(C)): mnonint(L, C, m)( me(C)(m) )
nonintMenv( me ): bool = FORALL C: nonintMenv2(me,C)

Next come noninterference lemmas for the semantic operations, for example:

nonint_assignS: LEMMA
FORALL L, V, (lev: Levels(V)), (n: {n | (V‘dom) & n/=Self)}),
(T: Below(V‘map(n))), (g: SemExpr(V,T)):
readConf (lev(n),V,T,fPolicy) (lev) (g)
=> nonint(L,V,1lev) ( assignS(V) (n,T,g) )

The proof involves manipulating a pair, s? of states related byndis and unfolding

the definition ofassignS on boths ands?. This generates two sets of TCCs. The
TCCs can be discharged by using, as lemmas, the TCCs associated with the definition
of assignS. But there is a problem: one wants two instantiations of the latter, one for
each of the two states at hand. The PVS heuristics for instantiation fare poorly here and
must be guided by manually deleting the distracting formulas in the sequent. Reference
to these formulas is by line number and this makes the proof script brittle in the face of
changes to the prover or the proof.

The noninterference lemma faralls is the most complex in the entire develop-
ment. The proof itself is easy, but only because it is factored into three very complicated
technical lemmas with long proofs. The semantics of method call is inherently compli-
cated, so these lemmas involves two heaps, two target objects, two argument stores,
etc. Each application of the semantiegalls, generates about eight TCCs as does
each use of a lemma like monotonicity iidis. The strategy of trying eaaticalls
TCC until one works fails hopelessly here. | have to designate a specific one to use and
also the instantiation of its top level variables. But this is not enough. There are nested
quantifiers and in the worst case the TCC appears in a sequent with about 35 formulas.
An explicit hide command is needed to remove half of these so the strategyh
can finish the job with simplification and heuristic instantiation. A specialized strategy
to automate th@ide step might work by removing formulas that mention identifiers
in which 7 occurs, or those for which there is a matching formula wittBut this is
neither principled nor straightforward to implement; is there another way?

The noninterference property for commands is as follows.

nonint_com: LEMMA
FORALL L,V,S,(lev:Levels(V)), (me | nonintMenv(me) & writeConfMenv(me)):
up?( comSafe(V, lev, S) ) => nonint(L, V, lev)( comSem(V,me)(S) )
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The proof is by structural induction ¢h For each command construct, the safety con-
dition is unfolded and the noninterference lemma for that construct's semantics is in-
voked. For if/else, an instantiation is explicitly provided for a lemma on monotonicity
of write confinement. But in the rest of the proof the heuristic instantiations work fine
and there are no difficulties with TCCs. Finally, the main result is succinctly stated:

nonint_CT: THEOREM safe_CT => nonintMenv( semCT )

Like the write confinement lemma for semantics of the class table, the proof is by
measure induction (on the approximation chain and on inheritance), usiigt _com

for method bodies in the induction step. User interaction is needed to introduce lemmas
and in a couple of cases provide instantiations.

5 Discussion

The first objective of the project was met: the results of [2] (omitting code-based access
control) were checked successfully. The complete import chain for thedgProps
comprises about 3K lines of PVS specifications. There are a total of 587 proofs which
take approximately 30 minutes to check on a 1.2Ghz Intel CPU with .5G RAM (and
took about 8 person-weeks to create). A rough guess for the user written proof scripts
is 8K lines?

As for the second objective, the expressiveness of the PVS language certainly
lends itself to a semantic model of this sort. The facilities of PVS served well but the
JUDGEMENT mechanism was of little use and heuristic instantiation of quantifiers leaves
something to be desired. But the biggest problem with instantiation is in the contexts
where there are two copies of everything in sight, which is likely to pose a problem for
any prover and any style of modeling for noninterference.

The effort uncovered a bug in [2]: We had neglected to impose on the semantic
domains that the domain of the heap never shrinks, but this was assumed implicitly in
some proofs. To my suprise this was the only bug. This is not to say no mistakes were
made during the PVS development: In the generalization to an arbitrary lattice of levels
| formulated revised definitions off the top of my head, without proving correctness on
paper. The third project objective was to find out whether PVS could serve as a proof
assistant and help find the correct formulations. | was not disappointed.

The plan is to complete the project by adding access control to the language; this
should offer some experience in “proof maintenance”. It should be straightforward to
extract executable code for the analyzer; this may be used to verify policies created
by an inference tool being developed by Qi Sun [17], but it will require extension of
the policy language to include level polymorphism. Another interesting project would
be to add generics and prove type soundness; on paper the semantics has already been
extended [3] to generics as in C# [10]. In joint work with Gary Leavens on foundations
of JML [11], we plan to check rules for behavioral subclassing.

4 A couple of the theories with complicated dependent types run afoul of PVS bugs which hinder
use of some tools for exploring proofs. But | have no reason to doubt soundness of the proofs.
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