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Abstract. In object-oriented programming, reentrant method inviocatand shared references make it difficult to
achieve adequate encapsulation for sound modular re@sdrtiis tutorial paper surveys recent progress using aux-
iliary state (ghost fields) to describe and achieve encagisul It also compares this technique with encapsulation i
the forms provided by separation logic. Encapsulationsessed in terms of modular reasoning about invariants and
simulations.
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1. Introduction

Reentrant callbacks and sharing of mutable objects arauiibics in object-oriented programs and both cause prob-
lems in reasoning. This paper presents an approach to niodaksoning based on the addition of ghost (“fictitious”,
auxiliary) fields with which intended structural relatitizs can be expressed —in particular, dependency relation-
ships. The approach facilitates reasoning about objeatigmts and simulation relations. Object invariants asees
tial for modular proof of correctness and simulations asental for modular proof of equivalence or refinement of
class implementations. The approach offers interdepersidutions to the two problems. It was developed initially
by Barnett et al. [BDF 04] and has been extended by LeindjlMr, and others [LM04, BNO4, NB06, PCdBO05].
Besides giving a tutorial introduction to the approach, wmpare it with other approaches and suggest possible
extensions and opportunities for future workulér et al. [MPHLO4] and Jacobs et al. [JKWO03] give good idito-
tions to the problems and other solution approaches. Thk bp&zyperski et al. [SGMO02] illustrates the reentrant
callback problem using more realistic examples than cam fit iesearch paper. We assume the reader has minimal
familiarity with Java-like languages; some familiarityttvidesign patterns [GHJV95] may be helpful. The problems
addressed are related to issues in frame specificationthatls not the focus here. Nor do we address concurrency,
though there are important connections (see, e.g.,[Jai$R)4]).
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Outline. Section 2 sketches the problems. Section 3 addressesaintgagnd reentrant callbacks in detail and how
they are handled in the ghost variable approach. Sectiordresses invariants and object sharing using a notion of
ownership. Section 5 discusses additional issues comgeomwnership-based invariants and Section 6 shows how the
approach can be used for simulations. Section 7 considezgtansion of the approach to invariants that depend on
non-owned objects —a sort of rely-guarantee disciplinerdientlly cooperation. Section 8 revisits the approach from
the perspectives of separation logic and another recepboped. Section 9 discusses prospects and challenges for
further extensions.

2. How shared objects and reentrant callbacks violate encaulation

Several constructs in Java and similar programming langgiage intended to provide encapsulationp#ckage
collects interrelated classes and serves as a unit of sEaph.instance of elassprovides some abstraction, as simple
as a complex number or as complex as a database semmthod specificatiodescribes an operation in terms of the
abstractior. A methodimplementationuses other abstractions and is verified, for the sake of raditiylwith respect
to their specifications.

Less frequently, a class itself provides some abstraatipmesented using static fiellMore frequently, instances
of multiple classes collectively provide an abstractiorintérest, e.g., a collection and its iterators. In this pape
focus on the case of an abstraction provided by a singleriostar small group of instances.

To show that a method implementation satisfies its spediit#tis often essential to reason in terms ofcdoject
invariant* for the target or receiver objeself. An object’s invariant involves consistency conditions iaternal
data structures —its representation, made up of so-cedfgdbjects— and the connection with the abstraction they
represent. To a first approximation, an object’s invariamtri implicit precondition and postcondition for every noeth
of its class, as described in Hoare’s early work on abstraizt types [Hoa72]. The invariant should not be explicit in
a method’s public specification, since it involves the reprgation. To maintain the invariant, it should suffice foer t
methods of the class to maintain it since, owing to encagisulat is not susceptible to interference by client code.

These notions are clear and effective in situations whesgadiions are composed by hierarchical layering. How-
ever, both reentrant callbacks and object sharing canteisianple hierarchical structure.

Reentrant callbacks. Consider some kind of sensor playing the role of Subject & @bserver design pat-
tern [GHJV95]. The sensor maintains a set of registered ¥iashen the sensor value reaches the threshihaldh;esh,

of a given vieww, the sensor invokes methadnotify() and removes from the set. This description is in terms of
a set, part of the abstraction offered by the Subject; thdementation might store views in an array ordered by
thresh values. The pattern cannot be seen simply as a client laygred an abstractiomotify is anupcall, to the
client. The difficulty is that.notify may make aeentrant callbacko the sensors. Consider the following sequence
of invocations, where is a sensor: A client or asynchronous event invokegdate() which changes the value of the
sensor. Before returningpdate invokesv.notify() wherev is a view registered witlh. Now v maintains a reference,
v.sensor, 10 s and in order fomotify to do its job it invokesy. sensor.getval() to determine the current sensor value.
Because.sensor = s, this invocation ofgetval is known as aeentrant callbackcontrol returns ta while another
method invocation (herepdate) is already in progress.

It is common that reentrant callbacks are intended. In tleamgre, getval might simply read a field and cause
no problem. However, trouble is likely if invokes ons a methodenum that enumerates the current set of views of
s, sinceenum likely depends on the invariant that the array of views is toasistent state —is still in the set of
registered views? In terms of the arraypig fact in the array?

According to our first approximation, the invariant is regui as a precondition for methagdate and must be
reestablished by it, but need not hold at the intermediaite pdheres. update invokeswv.notify. Nor, according to the
first approximation, shouldotify be responsible for establishing the invariant. The firstragimation needs to be
refined in regard to both when invariants hold and which cedesponsible.

2 The term “method” is used in the sense of object-orientedraraging, i.e., of procedures dispatched on the basis of thettabject’s allocated
type.

3 Associated with a class rather than with each instance.

4 In a class-based language it is natural to include in a classi¢claration of an invariant, with the interpretationt thach instance satisfies
the invariant. To emphasize the instance-oriented natusei@i invariants, we use the tewbject invariantalthough some authors prefer “class
invariant”.
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Client

Fig. 1. Some of the objects in a data structure. Labels indicate nafsesr® pointer fields.

This example involves cyclic linking — v — s of heap objects. We consider next a different problem due to
shared references.

Shared mutable objects. An illustration of the challenging invariants found in objeoriented programs is the struc-
ture of objects and references in Fig. 1. This depicts the statictures used in a constraint solving algorithm [RM99].
Several structural invariants must be maintainedsbiper for correctness and efficiency of the algorithm. For exam-
ple, the objects in the vertical column on the far right forahoably linked list rooted alv.s and theiritem fields point

to elements of the list rooted &kist. Moreover, each of those items is in the range of the arrayrafa Clist. And
there is cross-linking betweeitist and NS. These examples can be written as follows:

(NS =null vV NS.prev = null)
A (Vp € NS.next* | (p.next = null V p.next.prev = p)
A p.item € llist.next™ A (Jx,j | Clist[z][j] = p.item ) A p.item.where =p )

The client program is intended to have a reference taSiieer object. The data structure includes pointers to
client objects that represent constraints (e.g.< w”). The latter pointers go against a strict hierarchicakldyg
of abstractions (clients using solvers), but this is notessarily a problem. But there is no reason for clients to have
references to the objects within the dashed boundary; tresmtended to comprise the encapsulated representation
of the solver. A reference to one of these rep objects woulgrbelematic because the client could update the object
and falsify the invariant ofolver, contrary to the expectation of encapsulation.

Suppose for simplicity that classlver has no proper subclasses, nor superclasses otheOyary (which is
reasonable in this example since the class basically peewadsingle algorithm). Field¥'S, Ilist, and Clist can be
given private scope so no code of other classes can update We can reason in a modular way about invariants that
depend only on these fields, e.glist # null. If such an invariant is established by the constructor theabsent
reentrant callbacks— we can assume it as a preconditioneny emethod ofSolver so long as it is established as a
postcondition of every method éblver.

The formula displayed above, however, depends on fieldshef @tbjects besides thlver; scope-based encap-
sulation does not protect them from interference by cliediec For example, if the client held a referend® the first
node inNS, i.e.,o = NS with NS # null, then it could seb.prev := o, violating the first line of the invariant which
enforces acyclicity. If a method dfolver is then invoked, it is not sound to assume the invariant ageopdition.

Scope alone is inadequate, and it would seem that heap erata@s needs to be expressed somehow in terms of
state. A notion of heap encapsulation that fits this sitmaismwnership The idea has three parts. First, the objects
comprising the representation of an instancé@hber are considered to be owned by it —the encapsulation boundary
encloses exactly the owned objects. Second, the invasamniy allowed to depend on owned objects. Third, invariant-
falsifying updates are prevented by some means. The moshoarmeans is to disallow references to owned objects

5 Herex denotes reflexive transitive closure of field dereferendésuse a Java-like notation with implicit dereferencipgzext is the value of
field next in the object pointed to by.
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class Subject{
private x,y :int :=0,1; wview : View := .. .;
invariant 754t whereZ5ubiect = ;¢ (self.z < self.y)
method m() { z := z + 1; view.notify(); y:=y+1; }
method f() : float { return 1/(y — z); }

class View {

z : Subject 1= .. .;

method notify() { ...2.f(); }
}

Fig. 2. Simple example of reentrant callback. (Occurrence of a fietdenike = without qualifier abbreviateself.z.)

from outsiders. This is thedominator propertyCla01]: Every path to a rep dfolver s from an object that is not a rep
of s must go through. Ownership is the topic of Section 4.

3. Reentrance and object invariants

In this section we set aside ownership and present a diseifsr invariants in the presence of reentrant callbacks.

For clarity we use the contrived example in Fig. 2. In cléssgject, the object invariant < y is established by
initializationz, y := 0, 1. Methodyf relies on the invariant (to avoid division by 0); it maintaiie invariant because it
does no updates. At first glance, the invariant is also miaietEby m since itincrements andy by the same amount.
Becauser andy are local, they are not susceptible to update in code outdidassSubject —and this is what we
need for modular reasoning abatitbject. But there is the possibility of a reentrant callback. Fojeobs of type
Subject, an invocation of.m results in the invocation.view.notify in a state where the declared invariant does not
hold for s. Now s.view.notify in turn invokesz.f, so if s.view.z = s then an error occurs. If insteadtify invoked
z.m then the program would diverge due to nonterminating réanrs

Possible solutions.One reaction to the example is to disallow any reentranbaeKs. This could be done using static
analysis for control flow. It is not straightforward, becawgcles in a pure calling graph are very common, e.g., owing
to recursion over tree-like data structures as well as varitesign patterns. To avoid rejecting too many prograras, th
analysis needs to take aliasing into account. Such anaysesually not modular, however. A specification of allowed
calling patterns might also be required, since for exanfpfesimply returned: then the callbackn — notify — f

is harmless and possibly desirable.

The problem is similar to interference found in concurrerdgoams and one might try to solve it using locks.
But here we are concerned with a single thread of control;ldick was taken by the initial call te» and that lock
prevented a reentrant call then deadlock would result. @ Ja lock held by a given thread dasst prevent that
thread from reentering the object, precisely to avoid dezd) A related solution is to introduce a boolean figteh
to represent that a call ofi is in progress and to useinm as precondition ofn andf. This has similarities to the
approach advocated later in this paper.

Another approach to the problem is to require the invariartdld prior to any method call, lest that call lead to
a reentrant callback. This has been advocated in the litergit G86, Mey97] and is sometimes calle$ible state
semantic§MPHLO04]. Our example can be revised to fit this discipling dnanging the body of. to this:

r:=1z+1; y:=y+1; view.notify(); &)

Note thatZ““b¢t holds after the second assignment so it is soundvfew.notify to rely on it, e.g., by making
reentrant calls. But this approach does not scale to morgplicated programs, where the invariant may involve
several data structures, update of which is done by methtsd Fost method calls do not lead to reentrant callbacks
and we already noted that some reentrant callbacks are éssnaven desirable.

Another alternative would be to state the invariant as ati@kprecondition for those methods that depend on it.
Thennotify in the example would be rejected because it could not estatiie precondition for its call.f (). This
alternative must be rejected on grounds of informationrgjdihe predicat& ¢t depends on internals that should
be encapsulated within classbject and not visible toView.

Various techniques have been proposed to hide informakiontaan invariant while expressing in the specification
whether it is in force. One alternative is to introduce a stpte [DF01] to stand for “the invariant is in force”. Anothe
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class Subject {
private x,y :int :=0,1; wview : View := .. .;
invariant 754t whereZSubiect = self.z < self.y
method m()
requires self.inv
ensures self.inv
{ unpack self; assert —self.inv; z := z + 1; view.notify(self); y:=y+1; }

class View {
method notify(Subject z) {z.m(); }

}

Fig. 3. Variation on Fig. 2 (incomplete).

approach is to treat its name as opaque with respect to itsititafi [BP0O5]; this is pursued in Section 8. Another
way to treat the invariant as an opaque predicate, whicheg@dtithor's knowledge has not been explored, is to use a
pure method [LCC 03] to represent the invariant. This could be of practical insruntime verification and hiding of
internals could be achieved using visibility rules of thegnamming language.

The Boogie approach. The best features of the preceding alternatives are comlrirtbe so-called Boogie method-
ology Barnett et al. [BDE04]. The idea is to make explicit in preconditions not theanant predicate, e.gZ,5"%7°¢t,
but rather a boolean abstraction of it (similar to the tyatessapproach). For reasons that will become clear, we use the
terminv/own disciplinefor the Boogie approach.

To a first approximation, the discipline usegtzost(auxiliary) field inv of type boolean so that.inv represents
the condition that “the invariarfi[o /self] is in force”. The idea is that the implicatianinv = Z[o/self]| can be made
to hold in every state, whil&[o/self] itself is violated from time to time for field updates. Theadean be used with
an ordinary field, but here we use a ghost field that has nomensignificance but rather is used only for reasoning.
Field inv is considered to be public and declared in the root clasgct, soinv can appear as a precondition of
any method that depends on the invariant. For our runningpe both methodg andm would have precondition
self.inv.

The discipline imposes several proof obligations in ordegrisure that the following is@rogram invariant(i.e.,
it holds in any state reachable in any computation):

(Yo | o.inv = T[o/self]) (2)

(We let o range over references to all allocated object referen@myider a methoeh with (at least) precondition
self.inv. To reason about correctness of an implementation,afithin the scope wher€ is visible, the conjunction
of (2) andself.inv yield Z as a precondition. On the other hand, outside the scope@@asees only the precondition
self.inv.

To emphasize thatw is a ghost variable used only for reasoning, the disciplsesispecial commangsck and
unpack to setinv true and false, respectively. Key proof obligations areasgal on these. The obligations are most
easily understood in terms of allowed proof outlines. Irtipatar, certain preconditions are stipulated for the sgdec
commands and for field updates. The two most important diigg are as follows:

e The precondition fopack E is —E.inv AZ[E /self]. ClearlyZ[E /self] is necessary to maintain (2), sinpack
setsE.inv to true. The first conjunct prevents reentrance to this regfacode.

e The precondition for a field updat8.f := E’ is —=FE.inv. This ensures that the update does not falsify (2) for the
objectE.

Consider the code in Fig. 3, a variation on Fig. 2. Here$hgject passeself as an argument taotify and an
incomplete annotation is sketched. The update= = + 1, which abbreviateself.z := self.x + 1, is subject to
precondition—self.inv. As the precondition ofn is self.inv, the special commandnpack self is needed to set
inv false. Now we consider some options in reasoning abetiy.

One possibility is for.inv to be a precondition forotify. Then the implementation afotify is correct: according
to the specification ofn, the callz.m() has preconditiorz.inv. The implementation ofubject.m is thus forced to
establistself.inv preceding the call taotify.

Settingself.inv true is the effect of the special commapalck self, but the stipulated precondition fpiack self
is Z and this assertion would not hold immediately following tpelatez := z + 1. The situation can be repaired as
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class Integer {
public val : int;
method incr() { val := val + 1; }

class Subject2 {
private z : Integer := new Integer(0);
private y : Integer := new Integer(1);
invariant 75u%¢t2  whereZSubiect2 = . (1 # null # y A z.val < y.val)
method m()
requires self.inv
ensures self.inv
{ unpack self;
assert 7°U0ect2; g incr(); y.incr(); assert Z5ubrect2;
pack self; }
method leak() : Integer { return z; }

class Main{ s: Subject2 := new Subject2;. ..
method main() { i : Integer := s.leak(); i.incr(); s.m(); }
}

Fig. 4. Invariant dependent on rep objects.

in the following possible implementation af, where, as in (1), the assignment= y + 1 precedes invocation of
notify so that the implementation af can be verified.

unpack self; assert —self.inv; r := x + 1;y := y + 1; assert Z5"%¢°*; pack self; view.notify(self);

This seems satisfactory for the example but in general imigractical to impose the visible state semantics for
invariants. The example does show that the discipline cadlkahis pattern of reasoning.
Another possibility is to retain the implementationaf so thatinv is only restored at the end, as in the following:

unpack self; assert —self.inv; z := z + 1; view.notify(self); y := y + 1; assert Z5*¥°¢*; pack self;

For the call tonotify to be correctnotify cannot have precondition:nv. But then the implementation efotify is
not correct, because it has no way to estabtishv which is the precondition fog.m. On the other handhotify is
free to invoke oz any method that does not requirgnv. And this is the most typical scenario for this pattern.

In summary, the discipline uses ghost fiétd in such a way that harmful reentrant callbacks can be predent
while allowing some callbacks. There is a clear intuitidratt:. inv stands for % is in a consistent state” (it isacked
for short). Yet the internal representation$fbject is not exposed td/iew; there is no need for predicaf&™*°* to
be visible outsid&ubject. Invariants of the forminv = 7 are made to hold in every state, in particular as precomditio
for every method call.

4. Sharing and object invariants

Let us set aside the issue of reentrance and turn attentislmared references, while retaining the idea. Consider
the toy example in Fig. 4. The initialization Sf:bject2 establishegS“%¢¢*2, The annotation of is correct: The first
assertion follows from preconditiaself.inv and program invariant (2). The second assertion followsftiee first by
straightforward reasoning aboistcr. Methodleak does no updates and thus maintafivg®e*2,

Unfortunately,main usesleak to falsify (2). In a state where.inv is true, and thugsu%¢2[s /self] holds by
(2), main usess.leak() to obtain a (shared) referen¢eo s.z. The invocationi.incr() then updates thea! field,
falsifying s.z.val < s.y.val and thus falsifyings.inv = T5ub¢¢t2[s /self].

One diagnosis is that the invariant 8fibject2 should not be allowed to depend on fields of objects other than
self. Indeed, some proposals in the literature on invariantolgect-oriented programs are only sound under this
restriction [LW94]. But for many classes this is highly imptiaal, for example, théolver in Section 2.

The name feak” indicates our diagnosis: just as fields private, so too the object referencedblgelongs within
classSubject2 in some sense. More precisely, it iseg object —part of the representation of an abstraction pravide
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by an instance ofubject2. A rep belongs to its owner and this licenses its owner’sriave. to depend on it. Thus the
programming discipline must prevent updates of reps by cotEideSubject2.

Ownership. As mentioned in Section 2, some ownership systems prevemfhleupdates by preventing the existence
of references from client to rep (the dominator property #igpaths to a rep go through its owner). It is easy to violate
the dominator property: a method could return a rep poip&ss it as an argument to a client method, or store itin a
global variable.

The dominator property can be enforced using a type systemasithe Universe system [ND2] and variations
on Ownership Types [CNPO1, BLS03, BLR02, AC04]. These systdo not directly enforce the dominator property,
which is expressed in terms of paths. Rather, they constefémences, disallowing any object outside an ownership
domain from having a pointer to inside the domain. This mahasfrom the point of view of a particular objeet
the heap can be partitioned into three blocks:

¢ the singleton containing just
¢ the objects owned by (which, together witts, are called afmsland)
o all other objects

In these terms, the invariant feris only allowed to depend on fields of objects in the island.ofhe dashed box in
Fig. 1 depicts an island. (The idea and the term are both ddedgg [Hog91].)

The name feak” suggests that what has gone wrong in the example of Fig.leiséry existence of a shared ref-
erence. Ownership type systems prevent harmful update&lsycantrol: static rules would designate théas owned
and would reject methotdak. This approach has attractive features but it has provéidutfto find an ownership type
system that admits common design patterns and also enfarffessently strong encapsulation for modular reasoning
about object invariants. In particular, many examplesfoalthe transfer of ownership (see Section 5) which does not
sit well with type-based systems. Moreover ownership tgpnvolves rather special program annotations (decorating
declarations with ownership information).

The alternative presented below contratesof references and represents ownership restrictions witbrtions.

Ownership using ghost fields.The first step is quite direct. Each object has ghost field to point to its owner. If
an objecto currently has no owner (as is the case when initially coestd), 0.own = null. An object encapsulates
the objects it transitively owns. Transitive ownership relation on references, defined inductively as follows: p

iff either o = p.own or o = p.own. Note that- is state-dependent. The invariaft;, for a classC is considered
admissiblgust if wheneverZ ¢ depends om.f for some objecp then eitheself = p or self >~ p.

By representing the ownership relation by a ghost pointehéoowner, we have imposed the invariant that an
object has at most one owner. Transitive ownership thus sepa hierarchical structure on the heap —though one
that is mutable.

Rather than preventing aliases to encapsulated reps friemis;| theinv /own discipline prevents updates that
falsify the invariant. For invariants that depend only ofdieof self, this was achieved by imposing on every update
E.f := E' the precondition-E.inv. It would be sound, but hardly practical, to impose now thezpndition

—E.invA (Yo | o> E = —o.inv )

so that no object with an invariant dependentfif is packed. One reason this precondition is impracticalaste
code performing the update & would have to have ensured that many objects are unpackech Wwardly seems
modular. Another reason is thatdfownsyp it makes no sense to unpagkunlesso is already unpacked, since when
it is packedo’s invariant depends op. Finally, the transitive ownership relatior, is not attractive for direct use in
reasoning and that turns out to be unnecessary.

The idea with preconditiom E.inv for an updateF.f := E’ is that E should get unpacked before updates are
performed on it. Unpacking manifests that control is cnogshe encapsulation boundary fBr The discipline uses
one more ghost fieldzom : bool, in order to impose a discipline whereby the flow of contraloas encapsulation
boundaries respects the current ownership hierarchy. aimestands for “committedd. com implies o.inv but says
in addition thato is committed to its owner and can only be unpacked after itsepvgets unpacked. This idea is
embodied in two additional program invariants:

(Vo,p | o.inv A p.own =0 = p.com) )
(Vo | o.com = o.inv) (4)

6 Skalka and Smith [SS05] also study use-based object confirefoedifferent purposes.
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The key consequence of these invariants isttaesitive ownership lemmadf o > p and—p.inv then—o.inv. It is
now possible to maintain program invariant (2) simply bpstating for every field updatg.f := E’ the precondition
- E.inv. If the update is made in a state where for some ohjeee have thaf [o/self] depends or.f theno - E
by admissibility ofZ. And by the transitive ownership lemmag .inv implies—o.inv.

In summary, thenv/own discipline prevents interference neither by alias commlby syntactic conditions but
rather by a precondition, expressed in terms of auxiliaayesthat encodes dependency and hierarchy.

Typically, the precondition of a method that performs updasself.inv A —self.com. If it performs updates on
a parameter, an additional precondition will be.inv A —z.com. Manipulation of thecom field is part of what it
mear%s to pack and unpack an object. hapack F, the stipulated precondition is now.inv A —=E.com and the
effect’ is

E.inv := false; foreach o such that o.own = E do o.com := false;
Forpack E, the stipulated precondition is

—E.inv NIC[E/self] A (Yo | o.owun = E = o.inv A —o.com )
where('is the type ofE. The effect is

E.inv := true; foreach o such that o.own = F do o.com := true;

5. Additional aspects of theinv /own discipline

The ingredients of the discipline are

e Assertions.
e Ghost field$

e Updates to ghost fields, including update of an unboundedeuf objects (inpack E, for example, thecom
field of every object owned by is updated).

This is quite limited machinery and thus the discipline igahle for use in a variety of settings. It could be formal-
ized within an ordinary program logic, most attractively ra@f outline logic [PdBO5b]. It is being explored in the
context of Spec#, a tool based directly on a system of vetificaconditions, and in a tool developed by de Boer
and Pierik [dBP02] (www.cs.uu.nl/groups/IS/vit/). In hatases the assertion language is (roughly) first order plus
reachability but that is not essential.

Rather than relying entirely on annotations, practical ab¢he discipline can be streamlined through some
simple abbreviations [BDF04, LM04]. A marked field declarationep f : T is syntactic sugar for the invariant
self.f.own = self andpeer f : T is syntactic sugar fagelf.f.own = self.own.

The discipline supports an attractive extension to framaditimns: without mention in a “modifies” clause, a
method can update committed objects. For details see {B@F

Quantification in invariants. We have formalized the program invariants (2—4) using dfieations that range over
all allocated objects. However, within declared invargafthose we name with) such quantification is problematic.
First, if quantification ranges over currently allocatedeats then a quantified formula can be falsified by garbage
collection, e.g.{ 30 | P(0) ) is falsified if the only object with property? gets collected. Garbage sensitivity has
been studied in depth by Calcagno et al. [COBO03]. A workablet®on —and the one we adopt— is to ignore garbage
collection in program logic, so quantifications range ovkolgjects that have been allocated.

This still leaves the possibility of falsification by allde@an of a new object. Pierik, de Boer, and Clarke [PCdB05]
have explored, for example, the Singleton pattern [GHJW@%re one might want the invariant 8fngleton to be

(Vp | type(p) < Singleton = p = Singleton.it ) (5)
whereit is a static field of clas$ingleton and < denotes subtype. (We writg/pe(p) for the allocated type of an

7 The “foreach” part of the effect can be expressed using a specificatidgerstnt: modifiegom, ensuregV o | (0.own = E A —o.com) V
(0.own # E A o.own = old(o.own)) ).

8 With inv, own ranging over values that include class names, i.e., sligielond ordinary program data types. Similar use of class nisnes
available in the JML specification language via tiygpe operator [LCC03].
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objectp.) This problem can be prevented by including as an admiggibondition that an invariant is not be falsi-
fiable by construction of new objects. The authors of the Bopgpers [BDF 04, LM04] intend that invariants use
guantification only over owned objects, which achieves dfffisct. Barnett and Naumann [NBO4] impose it explicitly
in their definition of admissibility.

An alternative is for predicates like (5) to be considerethizdible and to stipulate a suitable precondition for
object constructiomi{ew). This alternative has been worked out by Pierik et al. [PCg]Based on a notion of update
guard adapted from that discussed in Section 7.

Ownership transfer. A useful feature of thénv/own discipline is that, while it imposes hierarchical strueton the
heap, that structure is mutable. Fietdn is initially null; a fresh object has no owner. The field is updated by special
commandset-owner E to E’, the effect of which is simply.own := E’. As with ordinary field update, it is subject

to precondition-E.inv. Moreover, in the case thé&t’ # null the command adds to the objects ownediy—and it
adds to those transitively owned by the transitive ownerg’ofTheir invariants depend on their owned objects so we
require them to be unpacked. The stipulated preconditiosefoowner F to E’ is—E.invA(E’ = nullvV—E'.inv).
Thus the ownership structure can change dynamically wherellevant invariants are not in forée.

Change in ownership structure is difficult or impossiblehagivnership type systems, in part because the type
system imposes the ownership conditions as a program amtarie., true in every state. Transfer has been found to
be useful in a number of situations. The most common seems taitialization by the client of an abstraction that
then becomes owned by another; this was pointed out by LeiddNalson [DLN98] with the example of a lexer that
owns an input stream but that stream is provided initiall\tHy client. Transfer between peer owners is appropriate,
for example, with several queues of tasks that are moveddagtwueues for load balancing. The trickiest form of
transfer is when an encapsulated rep is released to clibig$prm has been highlighted by O’Hearn in the example
of a memory allocator, considering that the allocator owtaments of the free list [OYRO04]. Other examples can be
found in [LM04, BNO5b].

Transfer of ownership is important but infrequent. The Zppmject [BLS05] is exploring inference to deter-
mine where th&et-owner, pack , andunpack commands are needed, in order to lighten the annotatioreburd
Integration with ownership types merits investigationtftis purpose.

Taking subclasses into accountlf C'is a subclass ob then an instance of' has fields ofD and of C. Moreover,

it should maintain the invariant,”, of D but C may impose an additional invariafit’. Instead of using a boolean to
track whether “the” invariant is in effect, the general foofrthe inv / own discipline letsinv range over classnames,
with the interpretation that.inv < €' means thab is packed with respect to the invariant@fand of any superclasses
of C. This works smoothly if we assun&’t¢¢ is true.

Owned objects are now owned at a particular class, i.e., field ranges ovemull and pairs(C, o) with
type(o) < C indicating that the object is owned hyat classC and is part of the representation on which
(and invariants in subclasses) depends.

The pack andunpack commands are revised to mention the class involvedulgrack E from C, the stipu-
lated precondition is novt’.inv = C' A = E.com and the effect is

E.inv := super((C); foreach o such that o.oun = (E, C') do o.com := false;
Forpack E to C, the stipulated precondition is
E.inv = super(C) NIC[E/self| A (Yo | o.oun = E = o.inv A —o.com )
and the effect is
E.inv := C; foreach o such that o.own = (E, C) do o.com := true;
The program invariants are also adapted slightly, as falow
(Vo,C | o.inv < C = I%o/self])
(Vo,p,C | o.inv < C Ap.own=(0,C) = p.com)
(Vo | o.com = o.inv < type(o) )
Methods are dynamically dispatched, which raises the murebbw to express the precondition that before was

9 Because fieldbwn is mutable, it is possible to create a cycle of owners. But gwinthe stipulated preconditions of the discipline, olgdota
cycle cannot be packed.
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class Subject2 { //Alternate version
private rep z : Integer := new Integer(0);
private rep z : int := 0;
invariant Z5ubiect2’  \yhereZ Subject2’ =4 0< 2
method m() { z.incr(); } }

Fig. 5. RevisedSubject2.

just inv = true. Now an implementation in clas€ needs preconditiomnv = C. The Boogie paper [BDF04]
introduces notation which at a method call site meBngww = type(E) but in the method implementation means
thatself.inv equals the static type. This is worked out by treating methbdritance as an abbreviation for a stub
method with appropriatanpack andpack; this generates a proof obligation on the inherited methoaist preserve
any invariant that is introduced in the subclass.

Soundness and completenes$Soundness of the discipline is taken to mean that the thegdagied conditions hold
in every reachable state ofpgoperly annotated prograni.e., one in which every field update and every instance of a
special commangack, unpack, orset-owner is preceded by an assertion that implies the stipulatedpckton.

For sequential programs in a Java-like language, soundsisketched in the original Boogie paper [BDE4]
and more rigorously in [NBO6]; see also [LM04]. Extensiontloé discipline to concurrent programs has also been
investigated [JLS04].

Completeness is another matter. Itis not clear to this aunbw to formulate an interesting notion of completeness.
Clearly it has to be relative to completeness of an undeglypiroof system. The discipline hinges on having every
object invariant expressed in the foimw = 7 with Z admissible. Does completeness say that every predicatésof t
form that is in fact invariant can be shown so in a proof oetliollowing the discipline? There are related questions:
Which admissible predicates are expressible as formulaséVitnimulas denote admissible predicates? A convincing
notion of completeness would be especially useful if it ddag adapted to other disciplines like the one discussed in
Section 7.

In what sense are invariants necessary at all? One couldgedimply conjoin (2), (3), and (4) to preconditions
and postconditions throughout the program. But this ragsesther expressiveness question. And for modularity it
might require abstraction from internals, e.g., using ndidéds. Notions of completeness that take modularity into
account have recently been studied by Pierik and de Boer(PaB

Static invariants. We have focused on object invariants that depend on insfalds. It is also sensible for an object
invariant to depend on static fields, e.g., the Singletoariant (5). There is also the possibility of a static invatia
for a class. Examples are given by Leino andlldr [LM05] and by Pierik et al. [PCdB05]. The basic ideadsuse a
static field in the same way @sv, to represent whether the invariant of a class is in forcer@lare intricacies due to
the way in which classes are initialized in Java.

6. Coupling invariants and simulation

This section describes, without much detail, how#he/ own discipline has been adapted to reasoning about simula-
tions.

Fig. 5 shows an alternate implementation of cléssgject2 from Fig. 4. In this section, we assume tt$athject2
in Fig. 4 has been corrected by deleting metliat:. The behavior of the two versions is the same, at the level
of abstraction of the programming language, e.g., ignosipged and size of object code. (More formally, the two
versions give rise to equivalent behavior in any well fornoeditext of usage.) This would still be true if, e.g., a
method is added to read the current integer value.ofhe standard way to prove behavioral equivalence of two
modular units such as classes is by means of a couplingaelttat has the simulation property.cduplingrelates
states for one implementation with states for the other.aronstance of Subject2 in the first version (Fig. 4) and
s’ for the second version (Fig. 5), a suitable coupling is

s.x.val = s’ . x.val A s.y.val — s.z.val = s .2

Such a relation is gimulationprovided that it is preserved by corresponding method implgations —as it is by
the two versions ofrn in the example. (The same technique is also used to provenedint: in case one implemen-
tation diverges less often or is less hondeterministicntbtén of preservation is adapted slightly. Another useis t
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justify “observationally pure” method calls in assertigBNSS06, Nau06b].) The technique is practical because the
simulation property only needs to be proved for the re-im@eted methods: For arbitrary program contexts, simu-
lation should follow from simulation for the revised claby, a generatepresentation independenpeoperty of the
language.

The simulation technique was articulated by Hoare [Hoa%ajihg on work of Milner [Mil71] and has seen
much development for use with purely functional programeqB, Mit86, Pit00] as well as first order imperative and
concurrent programs [LV95]. For first order imperative paogs the topic is thoroughly surveyed in the textbook by
de Roever et al. [dRE98]. Object oriented programs haveifeain common with higher order imperative programs,
for which representation independence is nontrivial owwtngemantic difficulties [OT95, Pit97, Nau02]. Two sources
of complication in object oriented programs are inheritaaad the ubiquitous use of recursive classes; these were
addressed by Cavalcanti and the author [CNO2] —under theidimplification that copying is used instead of
sharing. Their results have been used to validate laws gfrano refactoring [BSC03, BSCCO04].

The representation independence property, i.e., thelpligsof reasoning in a modular way using simulations,
is a measure of the encapsulation facilities of a languageh#ve seen how reentrant callbacks and heap sharing
pose a challenge for encapsulation in object oriented progr Using a static analysis for alias control in order to
impose an ownership structure just for the class undericeviBanerjee and Naumann [BNO5a] prove representation
independence for a rich imperative fragment of Java withszlaased visibility, inheritance and dynamic bindinggetyp
casts and tests, recursive types, etc. A key feature of thidt i&vthe notion ofocal couplingwhich is a binary relation
not on complete program states but just on a fragment of thp bensisting of a single instance of the class under
revision together with its reps. That is, a local couplini@gtes pairs of islands. This induces a coupling relatioriHfer
entire program state.

There are two main shortcomings to the early work of BanaajeNaumann [BNO5a]. First, ownership transfer
is disallowed by their confinement rules. Second, the résitiadequate for programs with callbacks because it is in
terms of the standard notion of simulation: for methodo preserve the coupling means that if two states are ilyitial
coupled, then running the two versions of the implementatiom leads to coupled states. Recall that representation
independence says, with the class for which two versions are considered, that if @thadsm of classA have
the simulation property then the relation is preserved whese methods are used in arbitrary program contexts. In
fact the proof obligation is not simply that preserves the coupling, but rather that it preserves thplicmuunder
the hypothesis that any methedinvokes preserves the coupliffjThis assumption can be useful in establishing the
simulation property forn, but only if the two implementations make the same methddhoal from a state where the
coupling holds. But at intermediate steps in paired inviooatof (the two versions ofy:, the coupling relation need
not hold —essentially for the same reason as invariants neigaofd during updates of local state. The hypothesis is
of no help if a client method is invoked at an intermediatg steere the coupling does not hold; so the result is sound
and even useful but the applications in the cited work rela@moc reasoning to establish the simulation property.

It turns out that thenv/own discipline, which is concerned with preservation of inaats, can be adapted to
simulations, i.e., preservation of coupling relations E8NO5b]. The intuition is that a coupling is just an invatia
over two copies of program state. Moreover, figld is observable (by specifications), so both versions of a oakth
of A have the samanpack/pack structure. Thus the coupling can take the form of an imgbeavith antecedent
inw. This form of coupling can then hold at intermediate pointsi, in particular at method calls —so the hypothesis
is now of use.

The adaptation is not trivial because they/own discipline only controls updates. Stronger encapsulason
needed for representation independence than for invari&etcall the examplé&ak in Section 4. If we revise it as
follows, so that the leaked reference is only read, then thgram is compatible with théw / own discipline.

class Main { s : Subject2 := new Subject2;
method main() { i : Integer := s.leak(); Print(i.val); } }

For invariants, it is only a problem ifis updated. But for simulations, we need independence fepa +not even
dependence by reading— as otherwise a client’s behaviobealifected and the representation is not fully encap-
sulated. This can be achieved by stipulating additionatgmditions for field access [BNO5b] (which in practice can
usually be discharged trivially in virtue of standard vikth rules).

Informal considerations of information hiding suggestt ttlients should not read fields of reps, and this is con-
firmed by the analysis of representation independenceidnigit, it seems that the main advantage of the/ own

10 The reason this is sound is similar to the justification forgfrailes for recursive procedures: it is essentially theumibn step for a proof by
induction on the maximum depth of the method call stack.
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class Subject3 { wal:int; wvsn :int; listeners : List(Listener);

class Cache { wsn :int; wal:int; }
class View { sbj : Subject; rep st: Cache;
invariant Z Vv
whereZ View =, shj.vsn — 1 < st.vsn < sbj.vsn A (st.vsn = sbj.vsn = st.val = sbj.val);

class Listener { st : Cache;
method notify(){ ... } }

Fig. 6. Observer pattern using separate listeners.

discipline over ownership types is the ability to tempdyaviolate the ownership property in order to transfer olgec
between owners.

7. Beyond single-object invariants

At the beginning of Section 2 we focused attention on situetiwhere each instance of a class is intended to provide
some cohesive abstraction such as a collection. Such ezarap ubiquitous, but so too are situations where several
objects cooperate to provide some abstraction. This sesketches an extension of thev/own discipline to one
form of cooperation.

One example is iterators. To equip a Collection with the iilgy of enumerating its elements, a separate object
is instantiated for each enumeration. These Iterator &bjexed access to the internal data structure of the Caliecti
to get elements of the Collection and to track whether thde€Ctibn has changed in a way that makes the Iterator
inconsistent and unusable.

One can imagine formulating a single invariant that pegt#inthe collective state of a Collection and its Iterators,
but it is not clear with what program structure this invatisould be associated. Perhaps the iterator and Collection
classes could be put in a single module, but associatingwagiant with the module does not reflect that the natural
unit is a single Collection instance together with its itera.

An alternative using more familiar notions is to expressdbeditions in the object invariant for an Iterator. But it
is not feasible for an Iterator to own the Collection on whitctiepends, since Iterators serve as part of the interface
to clients. Aldrich and Chambers [AC04] explore a flexibleiow of ownership type where the dominator property is
not necessarily imposed, but absent this property it is leatravhat modular reasoning is supported.

The need for object invariants to depend on non-owned abgaides in quite simple situations. In Section 2 we
considered the&olver invariant that involves doubly-linked list conditionsnext = null V p.next.prev = p for
all p in NS.neat*. It is possible to associate the entire invariant with cl&ser, but at the cost of a quantifier and
reasoning about reachability. A less centralized fornmoetvould push some of the conditions into object invariants
for the rep objects, e.g., each node could maintain theiamweezt = null V next.prev = self. But for this to be
admissible, a node would need to own its successor. Suchrerskip structure is workable for acyclic doubly-linked
lists but not for cyclic ones (and it is awkward if iteratiaused instead of recursion).

As a more elaborate example, consider the variation on tlse®ér pattern depicted in Fig. 6, where a separate
Listener object is the target of thetify callback. The dashed and dotted arrows are explained inaluse. Dashed
rectangles are used as before to indicate ownership erladpsuin this arrangement it would seem that both the
Listener and the View need to read and update their shareldeGagject. The situation is similar to that for Collec-
tions/Iterators. We return to this point later. The nextpdd consider is that we aim to specify that notifications are
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required: the Subject has a version number that is incresdezsich time it is updated, andtify brings the View back
in sync. For simplicity we treat the state of the Subject agtayger,val. The View maintains a copy of the state of
the sensor, with its version number, in its Cache objecta\dkso maintains the invariant that this version is not more
than one step behind. We assume it is untenable for the Viewtoits Subjectsbj. So this invariant is inadmissible
according to the previous definition, because it dependstasfial andvsn of sbj.

A prerequisite for this dependence is of course that thokksfage visible inView. Rather than giving them public
visibility, let us suppose thafubject3 includes an explicit declaration

friend View reads vsn, val,;

to extend the scope of visibility. The intention is not ordyaroaden the scope (as little as possible) but also to kcens
dependence df V*** on these fields. It is thereby also signalledidject3 that it has a proof obligation: i has type
Subject3 then updates te.val ands.vsn must not falsify the invariant of any objectof type View that is dependent
ons.

Visibility based invariants. Miuller and others [Mil102, LM04, MPHLO04] have worked out sound rules for reasgnin
about invariants in this sort gfeerrelationship. They use the tenisibility based invariantin contrast to ownership
based invariants. For our example, the idea would behgject3 is responsible to maintain any invariants visible to
it. In some examples this is quite manageable, but in gettezed is a problem. The visibility based approach works
at the level of classes. In reasoning about an update of a gigtances of Subject, one must consider the invariant
of any instance of View since the invariant o¥/iew depends on fields dfubject. The question is how the reasoner
gets a handle on those objects, given that there can be matapaes ofiicw, dependent on many different instances
of Subject3.

In the example at hand, listeners is intended to hold references to all listeners for viewsetelent ors, so that
they can be notified of updates. Suppose that listeners hizgslel anyview so that the views dependent eare those
in s.listeners.next™.myview. Then it suffices to prove that updatingval or s.vsn does not falsify the invariant of
those views. Thus the precondition famal := . .. would say that the dependent views are unpacked:

self.inv > Subject A (Vv | v in s.listeners.next™ . myview = v.inv > View ) (6)

It is certainly possible to establish this preconditionotder to update fields declared$fbject, s must be unpacked
from Subject, s0s is not committed. If the views have the same owner, they alsmat committed and thus they can
be unpacked if they are not already. But must they have the samer?

Packing and unpacking are designed to embody hierarchicapsulation. The example involves peers that are in
some sense within the same encapsulation boundary. Mareéovepack a view, the Subject would need to justify
thatZ Ve [v /self] holds —but why should V¥ [v /self] be visible inSubject?

The preceding challenges are not insurmountable usingsiastlard proof rules and the visibility assumptions.
But by using a ghost field to track the relevant dependengiese localized reasoning can be achieved.

The friendship discipline. We posited temporarily that an instancef Subject3 has access to its dependent views
via listener and myview, but in fact Listener has no such field —so Subject3 only has references td.theners

on which it is supposed to invokeotify. For another example of such a situation, a long-lived Ctatb@ might have
many associated Iterators. The Iterators could depend inmestamp field in the collection, in order that an Iterator
can be considered invalid if the collection gets updated.tBere may be no reason for the Collection to maintain a
list of its iterators. Instead of incurring a performancstdo maintain the list merely for the sake of reasoning, fit ca
be stored in a ghost field.

The friendship discipline [BN04] extends thev / own discipline by adding a ghost fiel@eps to hold references
to dependents (the dashed arrows in Fig. 6). As before, denai declarationfriend View reads vsn, val;” in
Subject3. We use the terminologygranterfor classSubject3 andfriend for the classView to which access is granted.
Here access means that the admissibility condition is eela® allow the invariant of clasiew to depend orvsn
andwval in Subject3. Moreover each instanaeof View is required to maintain the following invariant:

If in the current statg V*¢*[v /self] depends on thenv € s.deps.

One can now adapt the precondition (6) for field update to Gfyaover justs.deps. Special commandsttach and
detach are used to manipulatéps, much likepack andunpack [BNO4, NBO6].

The friendship discipline also rectifies another flaw of (6stead of requiring that all dependent views are un-
packed, we account for the possibility that the update isgoing to falsify the invariant of a packed view. For
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example, suppose that we dropped the requirenséntysn — 1 < st.vsn, that alView not lag too far behind, keeping
as invariant only this:

st.vsn < sbj.vsn A (st.vsn = sbj.vsn = st.val = sbj.val) (7

Then an update of the formsn, val := vsn + 1,. .. never falsifies the invariant of a view.
More generally, we allow/iew to declare conditions —visible to the granting cléasject3— under which its
invariant is not falsified. The declaration

guard sbj.vsn ;== aby U whereU =4 a —1 < self.st.usn < «

protects the original invariarif V*** including conditionsbj.vsn — 1 < st.usn. (Herea is a fresh variable to be
instantiated as needed.) This is because the proof olnigatiposed onView for U is satisfied:

TView AU = wp(self.sbj.vsn := a) (V)

Owing to this we can now weaken the precondition (6) for figidlate, since under conditioti the invariant of a
packed view cannot be falsified. For update := vsn + 1 in code ofSubject3, the precondition id!

inv > Subject3 A (Vv | vin deps = v.inv > View V Ul[self/sbj,v/self, (vsn + 1)/a] ) (8)

Just as, for any objeet, the fieldo.inv serves as a publicly visible abstractioriZgb /self], hereU serves to abstract
from wp(self.sbj.vsn := «)(Z V") in a way suitable to be visible iubject, without fully revealingZ V. The
substitutions adapt the update guard from the nomenclafuléew to that of Subject3 and to the particular update
vsn = vsn + 1.

History constraints. For the invariant (7), an alternative to the friendship glikee is to use history con-
straints [LW94]. A history constraint is a two-state predécan an object, interpreted as a constraint on any two
successive visible states of the object (e.g., states dtadeill or return). Let us use primes on field names to desig-
nate the “after” state, to give an example history constthiat is satisfied bysubject3:

vsn < wvsn’

That is,vsn increases monotonically. Invariant (7) cannot be falsifigéiny update ofisn that satisfies the constraint.

In general, if the granter declares a history constrainttaedriend’s invariant is not falsifiable by updates sat-
isfying the constraint then no precondition concerningftiend needs to be imposed on updates by the granter. To
the author’s knowledge, history constraints have only Istedied in the case where they depend on the object’'s own
fields, not on fields of reps [LW94]. It could be valuable to stednstraints that depend on fields of reps (just as our
example update guard depends on fields of the Cacli&«af).

A shortcoming of history constraints is that their meaniegehds on a notion of visible state, just like the visible
state semantics of invariants. Thev/own discipline dodges this by using fieldv to maintain program invariants
which are true “at every semicolon”. Perhaps there is a coalgp@notion of history constraint.

It is not clear how to use a history constraintZit*** includes the conditiosbj.vsn — 1 < st.vsn which we
use to force notifications. It is true that then field of a Subject is incremented by one in each atomic updaite,
the strongest history constraint is that it is nondecrggsimce at some computation steps it is unchanged and after
sufficiently many steps it can change by more than one.

An advantage of history constraints is that they handle aesazp of multiple updates teubject whereas the up-
date guard is formulated in terms of an atomic update. Intfasttan also be achieved by slightly extending the friend-
ship discipline; this has been worked out and applied totdratior pattern [NBO6]. The key change (from [BN04]) is
to allow a friend’s invariant to depend on thev field of the granter. An invariant of the forabj.inv = ... is not
falsified by unpackingbj, which is needed anyway in order to perform updates. Theffrigmed’s update guard for
inv imposes a proof obligation only when the granter is re-pdcke

Updatelyielding. How can a granter establish ttié case in precondition (8)? To reason that a given view satisfie
U, in the context ofSubject, it might be possible to use specifications of method&@fw. In particular,U could be
given as postcondition afotify.

A history constraint is something like a pre/post speciftgathat applies not to a particular method or command
but to arbitrary pairs of observations. One can see an uggetel as a precondition for arbitrary steps; what about

11 For clarity we use substitution notation but a precise foatiah must handle aliasing in some way, e.g. [AO97].
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a postcondition thereof (in addition to the invariant)? ©ngreconditionl, increment ofsbj.vsn by one yields a
state where the view's version lags exactly one step befihid. can be declared as a postcondition in gluard
declaration; the idea is worked out in [BNO4].

Friendship for coupling. There is a practical problem with the use of simulation tovprequivalence and refine-
ments: Few tools exist for proving the simulation propedytfvo versions of a method implementation in a language
like Java. There is, however, a technique sometimes cabgddtds’ method for converting a simulation property into
an ordinary correctness property [Rey81, dRE98, Gri93]isfotht copy of the state space is introduced and the two
method bodies to be related, ssiyand S;, are composed into the single commafd.S; whereS] is the same a$;
but acting on the copy. Making a disjoint copy is easy in th&eoaf ordinary variables, where suitably named fresh
variables can be used. For example, if both programs act tiard eariablez then S; is changed to act on’ and a
suitable coupling includes the conditian= z’. The author has extended this method to programs acting ¢ebfisu
heap objects (a special case is presented in [Nau06a]). \A&prienitives can be related asiin= z’, heap objects are
duplicated and corresponding pairs must be tracked [BNBB&5b]. Two heaps are encoded in a single heap using
a boolean ghost fieldashed to distinguish objects in one heap from those in the otheroister-valued ghost field,
mate, is used so that a coupling can require corresponding abjedte related by.mate = z’ andz = z’.mate.

Since a coupling is but an invariant over a doubled stateesmare would hope to express encoded couplings using
extant techniques for invariants. The conditiemate = 2’ andz = z’.mate is not admissible as an ownership-based
invariant but it is admissible using friendship.

8. Making footprints explicit

This section contrasts thev/own discipline with two alternative approaches that rely on enpowerful logics for
assertions. The theme in these approaches is to make thiprifad of an invariant more explicit; they require and
facilitate reasoning about the footprint of client progsaamd its disjointness from the footprints of invariants.

Theinv/own discipline requires clients to establish an object’s ifatrbefore invoking methods on it, but this
is made easy because the invariant effectively has the farm=- Z. AlthoughZ is typically not visible to clients,
they can establishinv by unpacking the object or maintainv by relying on postconditions of the object’s methods.
Hiding of Z is not an intrinsic part of the approach; rather the apprasdesigned to facilitate hiding.

Kassios [Kas06b, Kas06a] makes more explicit use of vigibiAn object invariant is treated as a model
field [LCCT03] of boolean type. The field name is public and can be usedeithod specifications, but its defini-
tion (in terms of encapsulated state) is only visible witthia object’s class. This achieves some of the effeci.of
Similarly, Parkinson [BPO5, Par05] gives a logic in whichiavariant can be treated as a named predicate, with the
name visible for use in public method specifications but #fndion only visible within the class. (Such method spec-
ifications can be seen as using an existentially quantifiedipate, withessed by a definition inside the class [BT$05].
In both approaches, clients are responsible for estab{isdm object’s invariant before invoking methods on it.

Clients are also responsible for not falsifying the invariaf an object, in between invocation of its methods. The
inv/own discipline uses ownership to encode the “footprint” of araimnt, i.e., the locations on which it currently
depends. (The term “location” is used here deliberately;ftiotprint is a set of individual field locations, i.e., otfje
references paired with field names.) The rule for field upéatures that client does not step on the footprint when
the invariant is in force.

In addition to using a model field to represent an invariamts${os uses a model field to represent the footprint,
called a dynamic frame, of the invariant. (The techniquelmanised with other model fields as well.) The condition
that field 7' contains all locations on which depends is expressed by a second order predi¢atetnesz” (defined
by quantifying over all global states). Together with othpecial expressions, this provides for elegant specificati
that allow clients to reason about disjointness of theirates from the footprint of an invariant, even though neither
the invariant nor the contents of the dynamic frame are eegbositside their appropriate scope.

The technique of Kassios is quite flexible and has been apfgieulti-object invariants including a general form
of the Iterator pattern [Kas06b].

Parkinson [Par05] treats a fragment of Java using the opéabstract”) predicates of Bierman and Parkin-
son [BPO5] for a version of separation logic. The specialljpateo.f — v expresses thatis an allocated object and
the value of its fieldf is v. The separated conjunctidh* @ of predicates expresses that the heap can be partitioned
into some locations that support the truth/{e.g.,o.f supports the truth oé.f — v), some disjoint ones that sup-
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port @ and possibly other¥ Footprints are first-class entities in the work of Kassiasséparation logic the notion
of footprint is implicit but transparent. The typical formarfa method precondition iBwv * P wherelnv is the (name
of) the object invariant an@ is a predicate on some objects provided by the client.

A key feature of separation logic is tifimme rulewhich infers{P « R} S{Q = R} from { P} S{Q}. In particular,
if S is a client program that can be proved to satigB}S{ @} and R is an invariant with footprint disjoint fronP
then S does not falsify it. For single-instance modules, the fhat an invariant is disjoint from objects accessed by
a client, and not visible to the client, can be expressed hglaeh order frame rule [OYRO04]. This does not work for
dynamically allocated objects but Parkinson achieves daieffect using opaque predicates.

The frame rule is sound in virtue of tlimme propertyof programs acting on the heap (emphasized by O’Hearn
and Yang [YOO02]). First, any terminating computation of antnandS reads and writes some finite subset of the
initially-existing locations (as well as new ones it alloes). Moreover, if the initial heap decomposes as a disjoint
union h U ' whereh contains all the locations on whic$ acts, then the final heap decomposes as a disjoint union
h" U R’ —that is, 2’ is untouched. Soundness of the frame rule relies on thet“tighrpretation” of correctness
statements used in separation lodi©:} S{ Q} means that the footprint d? covers all (initially allocated) locations
on which S acts. Thus, by the frame property 8f {P}S{Q} implies{P x R}S{Q * R} for any R, because the
precondition means that the footprint of predic&tés disjoint from the footprint of comman§.

The frame property can be made more explicit using notatiahtteats the correctness statement as a typg:for

S:{P}—{Q} 9)

(For S to have the typg P} — { @} just means the tripl¢ P} S{ @} is valid.) Birkedal et al. [BTSYO05] give a type
system in this style, treatingP « R} — {Q = R} as a subtype of P} — {Q}. Their system comes close to making
explicit that (9) amounts to the following, using a quantftgpe.

S:(VR|{P+R}—{Q*R}) (10)

If a client programS can be proved to satisfy some correctness statef®h{ Q}, which perhaps mentions some
opaque predicates that name invariants of objects of sitéreS, the displayed property tells us thg&tcannot falsify
invariants of objects not in its footprint.

With this in mind, theinv/own discipline can be described as follows.Sfis properly annotated then it has the

property
S (VI|{I}y—{I}) (11)

wherel ranges only over predicates with footprint explicitly eded by ownership. (The papers éw /own only
show the property witl ranging over explicitly declared invariants.) Note thastis much weaker than (10) which
saysS preserves all predicates disjoint from the footprintSofOn the other hand, (10) comes at the cost of requiring
a sufficiently strong specificationP”} — { @} to capture the footprint of. Without that, nothing can be said about
what invariants are preserved ISy By contrast, (11) requires only proper annotation, whigh be far less than full
functional specifications.

Another difference between thiev / own discipline and separation logic is that in the latter, tlagrfe property (10)
is a consequence of a pre-post propd3}S{ @} whereas (11) depends on proper annotatio§ at intermediate
points. The former is purely a property of the pre-post saiosuof .S whereas the latter involves more.

Although there is no technical notion of ownership in sepandogic, some specifications lend themselves to an
informal reading in terms of ownership; the slogan is thatriership is in the eye of the asserter” [O’'HO5].

A complication in Parkinson’s approach is that to deal withdassing, the abstract predicates actually need to
be predicate families, indexed by type. Another shortcgmindue to the fact that the separating conjunctign,
expresses complete disjointness. Parkinson notes tisgbrigwents handling common idioms like the iterator pattern
where controlled sharing is needed. To address this shoitgp Bornat et al. [BCOPO05] devise variations that allow
overlapping heaps with read and write “permissions”; treaits extended to Java by Parkinson [Par05]. But this idea
is at an early stage of development and seems rather conelifta what is achieved.

A relatively minor difference is that Kassios and Parkinboth deal with framing at the level of the individual
location, i.e., field of an object. Thiaw/own discipline treats footprints at the granularity of objeeferences only.
An additional mechanism like data groups [LPHZ02, LQ¥3] is needed for separating the update of fields within an
object.

12 In some versions of separation logic there are no others [Bep0t because Java is garbage collected the “intuitimiigersion is needed, in
which o.f — v means that the heap contains at leagtbut possibly other locations.
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Concerning simulation, the dissertation of Kassios en@ssgs refinement of class implementations but focuses
on framing as a technique. The formalization does not les&dfito general results like representation independence o
refactoring laws. But in light of the results discussed iotm 6 it seems likely that a useful simulation theory could
be based on the approach. There has also been work on sonufatieparation logic, for simple imperative programs.
There are difficulties with forward simulation, becausegtendard semantics relies on allocation being unboundedly
nondeterministic in order to validate the frame rule [MTZOBIY05].

The approaches of Kassios and Parkinson both pay a pricarig §eyond a first-order assertion language. Far
fewer tools can be used off the shelf and in particular leseraation may be feasible. In the case of separation
logic, for lack of a complete proof system new notations awliits may be needed for new applications (though this
shortcoming can be addressed by moving to higher orderatgratogic [BTSY05, BBTS05]). Although both Kassios
and Parkinson apply their theories to a few interesting gtasy neither approach has been explored thoroughly.
Both have very interesting features and deserve to be inmgiead in prototype tools to facilitate more extensive
experimentation.

9. Challenges for future work

We have not exhausted the issues brought up by the last examfpéction 7. The guartl depends on owned objects
(the Cache) of View, exposing some of the internal state of a view taSit$ject3. Moreover thelListener could well
update the cache; indeed one could imagine flistener maintains an invariant similar t6"*¢. In Fig. 6 we draw
common ownership arrows from the cache to hint that, as icéise of a Collection/Iterators, the situation seems to
be one where multiple objects comprise the public interfacan abstraction and have shared access to the reps.

Such elaborate patterns have motivated proposals forasicrgly complicated ownership type systems and may
well necessitate more complicated versions ofithe/ own and friendship disciplines. We mention one way in which
the friendship discipline, as currently formulated [BNOBO06], is inadequate. Consider a variation Sabject3
where its state is not just the integet/, but rather some data structure; tieYf** would depend not ogbj.val, but
on locations reached by patk.f.g . . . into that data structure. With ownership, the admissipditindition requires
that each okbyj, sbj.f, sbj.f.g etc. is owned. Friendship instead imposes mutual obligatimtricate conditions are
apparently needed to extend friendship to handle longéispatving to the various possibilities of sharing.

While incremental extensions can be made to address thieduady of the friendship discipline, what really
seems to be needed is a general setup for such disciplinele Whiership is widely applicable and provides a strong
form of encapsulation at fairly low cost, attempts to exté@nd multiple owners or cooperating peers seem more
specialized. For example, friendship caters to the sitnatihere one instance of the granter class is depended on by
multiple instances of a single other class, the friend. Whatiaisituations where several objects of the same class, or
of several different classes, are interdependent andotiobdy provide some abstraction?

Packages are not the answer because a package is a colt#atlanses and does nothing to describe the config-
urations in which instances are intended to be deployed. Whateek is a notation in which a design and reasoning
pattern can be expressed. A design pattern typically imgk configuration of instances (e.g., subject and view,
collection and iterators) with certain operations and grot. A pattern-specific discipline for reasoning could be
based on a single invariant for the pattern’s object conditjoim, expressed with the help of ghost fields to encode the
configuratiod® and its protocol; or perhaps the invariant can be decemgéhinto interdependent object invariants.

Pattern-specific rules would need to be given —stipulatedt@tions for critical operations including updates
of ghost variables to track the structure of interest. \@atfon of the pattern would involve establishing desigdate
program invariants as a consequence of the stipulated a@tfong. The hope is that design patterns can be endowed
with reasoning disciplines embodied by first order condgiamenable to automated theorem proving, with axioms
like (2—4) that facilitate local reasoning. Justificatidnsach a discipline likely requires interactive proof angter
order logic since it involves all programs that fit the patter

About the friendship discipline, Tony Hoare asked “Wouldat be better to define a general facility for the user to
introduce ghost variables and assertions, rather likecéspeaspect-oriented programming®Separation logic offers
notation that can transparently depict groups of objeattheir interrelation. But in separation logic, quantifioat
over predicates is heeded for interesting specificationgait because patterns of heap structure are expressed usin
separation at the level of predicates. Why agpressionslescribing regions? Pattern matching for such expressions

13 The Aldrich-Chambers system might help here [ACO04].
14 personal communication, April 2004.
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has been given a semantic foundation [NauOla, NauO1b] huhomughly investigated. Kassios [Kas06a] takes a
step in this direction by using ghost fields in a general waydid sets of objects/locations.

A less speculative question to be investigated concernseifpgirement, in separation logic, that invariants be
precisepredicates, i.e., supported by a definite region of the h€RRD4]. In simple cases, invariants are precise
in virtue of being formulated by reachability in some dataisture. Ghost structure may offer a scalable and precise
shadow of encapsulation.

Acknowledgements. This paper is based on one that appeared in the proceediRyED 2005 [Nau05a]. A number
of changes have been made; the major difference is the additiSection 8. This version reflects feedback from the
FMCO meeting and anonymous reviewers for the proceedimgs) participants in the Verifying Software grand
challenge especially at thellich meeting in October 2005, and from anonymous revieiargormal Aspects of
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