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Col l ection limtation.

There nust be no personal data record keeping systens whose very
existence is secret.

Di scl osure.

There nust be a way for an individual to find out what information
about himis in a record and how it is used.

Secondary usage.

There nust be a way for an individual to prevent information about
hi m that was obtained for one purpose from being used or nmade

avai l abl e for other purposes w thout his consent.

Record correction.

There nust be a way for an individual to correct or anend a record
of identifiable information about him

Security.

Any organi zation creating, nmintaining, using, or dissemnnating
records of identifiable personal data nust assure the reliability
of the data for their intended use and nust take precautions to
prevent m suse of the data.

Privacy Guidelines [Oganization of Econonic Cooperation and Devel opnent,

1980]

1. Collection Limtation.

There should be limts to the collection of personal data and any
such data should be obtained by |lawful and fair nmeans and, where
appropriate, with the know edge or consent of the data sub] ect.

2. Data quality principle.

Personal data should be relevant to the purposes for which they are
to be used, and, to the extent necessary for those purposes, should
be accurate, conplete and kept up-to-date.

3. Purpose specification.

The purposes for which personal data are collected should be
specified not later than at the tinme of data collection and the
subsequent use linmted to the fulfilment of those purposes or such
others as are not inconpatible with those purposes and as are
speci fied on each occasion of change of purpose.

4. Use linmitation principle.
Personal data shoul d not be disclosed, nade available or otherw se
used for purposes other than those spemfl ed in accordance with
Par agraph 9 except:
(a) with the consent of the data subject; or
(b) by the authority of |aw.
5. Security safeguards principle.
Personal data should be protected by reasonabl e security safeguards
agai nst such risks as |oss or unauthorized access, destruction,
use, nodification or disclosure of data.
6. Openness principle.
There should be a general policy of openness about devel oprents,
practices and policies with respect to personal data. Means shoul d
be readily available of establishing the existence and nature of
personal data, and the main purposes of their use, as well as the
Identity about usual residence of the data controller.
7. Individual participation principle.
An i ndividual should have the right:

(a) to obtain froma data controller, or otherw se, confirmation
of whether or not the data controller has data relating to
him

(b) to have communicated to him data relating to him

within a reasonable tineg;
at a charge, if any, that is not excessive;

in a reasonabl e manner; and
inaformthat is readily intelligible to him

hunpe

(c) to be given reasons if a request made under subparagraphs (a)
and (b) is denied, and to be able to challenge such denial;

(d) to challenge data relating to himand, if the challenge is
successful, to have the data erased; rectified, conpleted or
anmended.

8. Accountability principle.

A data controller should be accountable for conplying with nmeasures
which give effect to the principles stated above.
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CSA Model Code for the Protection of Personal |nformation

[ Canadi an Standards Associ ation, 1995]

"The need for privacy protection in the absence of privacy |aws for
the private sector has | ed the Canadi an Standards Association (CSA) to
devel op a generic privacy code ... which private-sector organi zations
could use as a nodel. What is novel about the CSA's approach is that,
al t hough the code is voluntary, an attenpt has been nmade to build in
an oversight mechani sns to address the historic |ack of enforcenment of
vol untary codes.

The CSA privacy code, |like nost, is nodeled on the OECD guidelines,
except that it strengthens two conponents: "consent" by having it
stand al one as a conpletely separate principle, and "chal |l engi ng
conpliance,” which strengthens a person’s right to challenge an
organi zations’ conpliance with any of the principles, not sinply
refusal s of access of the accuracy of the collected data. As well,
accountability was considered to be so fundanental that it was placed
first inthe list of 10 principles."

[ Updat e Feb. 2004: The CSA privacy code has since been codified into
law, the Personal Information Protection and El ectroni c Docunents
Act. It cane into effect in 2001, with the health provisions

i npl emented in 2002, and comercial activities covered as of January
2004. For nore infornmation, www privcom gc. ca.]
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1.

10.

Accountabi lity.

An organi zation is responsible for personal information under its
control and shall designate a person who is accountable for the
organi zation’s conpliance with the follow ng principles.

I denti fying purposes.

The purposes for which personal information is collected shall be
identified by the organization at or before the time the
information is collected.

Consent .

The know edge and consent of the individual are required for the
col I ection, use or disclosure of personal information except where
i nappropriate.

Limting collection.

The col |l ection of personal information shall be limted to that
which is necessary for the purposes identified by the

organi zation. Information shall be collected by fair and | awful
neans.

Limting use, disclosure and retention.

Personal information shall not be used or disclosed for purposes
other than those for which it was collected except with the consent
of the individual or as required by |law. Personal information shall
be retained only as long as necessary for the fulfilment of those
pur poses.

Accur acy.

Personal information shall be as accurate, conplete and up-to-date
as is necessary for the purposes for which it Is to be used.

Saf eguar ds.

Personal information shall be protected by security safeguards
appropriate to the sensitivity of the information.

Openness.

An organi zation shall neke readily available to individuals
specific information about its policies and practices relating to
its handling of personal information.

I ndi vi dual access.

Upon request, an individual shall be infornmed of the existence, use
and di scl osure of personal infornmation about the individual and
shal | be given access to that information. An individual shall be
able to challenge the accuracy and conpl eteness of the information
and have it anended as appropriate.

Chal | engi ng conpl i ance.
An individual shall be able to challenge conpliance with the above

principles with the person who is accountable within the
or gani zati on.




