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Motivation:

Spam Filtering via Social Networks

• Spam Filtering as an authentication problem

- Legitimate senders authenticate as non-spammers

- Recipients aggressively filter “unauthenticated” e-mails

• Authentication ≈ Short sender–recipient chain

- Will focus on 2-hop chains

• How can senders demonstrate such chains?
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S sends R a list of his contacts

R learns about a bridging friend, T

Privacy concerns

Discloses more information than needed
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• “Overly curious” R can’t learn anything beyond:

- Bridging friends and attestations (T , σT→S)

- Total number of users that have attested to S (3)
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Extension: Forward Security
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Privacy vs. Auditability

• In principle, more “private” approach possible

- R only learns that a bridging friend exists

• But no robustness to incorrect transitive predictions

- “Which friends of mine vouched for this spammer?!”
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