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Abstract reliably accepts mail from senders based on prox-

Avariety of i N ial net ifgtty in a social network—we describe two alter-
variety ot peer-1o-peer systems use soclal NetWOlts; e methods to verify social proximity. The first

to establish trust between participants. Yet the Sh%’ethod based only on cryptographic hash func-
ing of social information introduces privacy con; ’

Thi ) .tions and symmetric encryption, meets all of:R
Cerns. 1NIS paper proposes New privacy-presenving, o 5 privacy and security goals at a fraction of
cryptographic protocols that enable participants t

. ! - ) : o S The cost of its current Private Matching [3] pro-
verify social proximity while exposing minimal infor:

i bout th s’ a tacts. C ta)col. The second method, while of comparable
mation about the parties social contacts. Lomparelhg; 4 cpieves stronger privacy guarantees (namely,

to previous results, our protocols are either Signifhon-transferabiIity through its novel use of crypto-
cantly more efficient (orders of magnitude faster thalgﬂaphic properties of bilinear groups [2]

PM [3]) or achieve stronger security properties a Our contributions are two-fold. First, we describe

similar cost and define a security model for verifying social con-
nectedness in a privacy-preserving fashig8)( In
1 Introduction fact, the mismatch betweeneRs goals and the pri-

vacy properties offered by Private Matching were a
In peer-to-peer systems where resources are scarcgpirce of both computational inefficiency and pri-

users are subject to abuse, participants can levergge, jimitations. Second, we propose cryptographic
social relationships to guide their interactions Withyotocols that protect such social proximity queries,
other users. Further considering transitive trust 1gy hoth scenarios that require high efficienég.q)
lationships can extend a users vantage, while Stilhy those that demand strong security properties
incurring a low risk of coming across abusive Userg, 2 \while this paper employseR to help demon-
In the email or instant messaging contexts, for exadate our protocols’ use within a concrete system,
ple, social networks can facilitate cooperative Spafiy are similarly applicable to other applications
blacklisting [8] or sender whitelisting [4]. that leverage social networks.
A naive approach to discover transitivity is for one
party to send his list of friends to the other part PR PO .
who computes the set intersection of their two ié Motivating appllcatlon. RE:
put sets. Yet this simple form of information sharingeliable Email (R:) [4] is an automated email ac-
introduces privacy concerns. ceptance system that whitelists email according to
While the problem of privacy-preserving twoits sender. It seeks to undue the email unreliability
party computation has been widely studied in tlietroduced by content-based filters and other spam-
cryptographic literature [6, 9], general-purpose cryfighting technologies which, while seeking to mini-
tographic solutions are too computationally expemize the amount of spam that reaches a user’s inbox,
sive for practical use. Furthermore, their privaayccasionally misclassify legitimate mail as spam.
guarantees are often misaligned with applications’The concept of sender-based whitelisting for email
specific threat models (discussedB). is hardly new. Yet, traditional whitelists suffer
This paper describes efficient cryptographic prérom two chief usability issues. First, a recipient’s
tocols with which parties can determine shareghitelist cannot accept mail from a sender previ-
friends while exposing minimal information aboubusly unknown to the recipient. Second, populating
their social contacts. Using R [4] as a motivat- whitelists requires manual effort distributed diffusely
ing example—an email system we are building thattime, as users acquire new contacts.



To overcome these limitations,BR automatically intersection. PM uses the homomorphic properties
broadens the set of senders whose mail is acceptédertain public-key encryption schemes.
by recipients’ whitelists by explicitly examining the In RE:’s caseR’s inputs are the email addresses of
social network among email users. Specificallg: RthoseX such thataf,f, while S’s inputs are thos&”
allows a user to attestto another use§, which in- such thatry, along with thesy: themselves as pay-
dicates thaR is willing to have email fron directly loads for each input. After running PNE, learns the
forwarded to his mailbox. In other words, “Us& email addresses for the set of bridging friedand
trusts hisfriend S not to send him spam.” Such an athe corresponding attestatiofis; : 7 € 7}. R
testation is a digitally-signed statement of the formfinally verifies the digital signatures on these attesta-

s tions before whitelisting’s email.
op ={H(R), H(S), start, end} sk RE:’s initial concern with sharing friendship lists

_ . _ , “address books”) for whitelisting purposes was the
where H is a collision-resistant cryptographic has

function like SHA-256 operating on the users’ emai

addressesstart andend define the attestation’s Vahrotocol certainly prevents such an attack. It does

lidity period, andS K r denotes useR’s signing key. not, however, prevent parties from “lying” about

RE: leverages these attestations for accepting malL;, inputs? e.g, by including in their input sets

in cases where the sendgrand recipient? arenot o4 addresses of people for whom they do not have
already friends, but instead sharévdging friend 1,4 appropriate attestations.

T, resulting in afriend-of-friend (FoF) relationship While in this context the sendef cannot benefit

betweens ano!R. - from lying—as R will check the recovered attesta-
By performing an FOF query, a recipient can deg, o signatures, match them to the supplied email
termine which of h's. frlends,_ if any, haye atte_st_ed té’ddresses, and verify that the proper attestation path
the sende_r. R:_ achieves th'_s while still providing exists—a deceitful recipient may lie to mount a tar-
the following privacy properties: geted attack against those parties that consftar
e The sendes does not learn anything abofts friend, for example. Namely, to verify whether some

friends. Both learn an upper bound on the nurﬂ-arty_z considersS_a friend, & simply c_Iaims to
ber of friends presented by the other, howeveﬁOhSlderZ afrl_end himself when performlng_ an FoF
o _ _ query withS: if S has an attestation,, R will re-

e The recipientR Ie_arns _only the intersection of.ajve such attestation as part of PM’s output.
the_two se}s of friends,e., thoseT' _fOf Wijom Within Re:’s ill-defined security model, it is not
R signedo, and from whomS receivedsz.  gyen clear if and how such behavior could be con-

e A third party observing all messages betweestrued as a protocol abuse,/asan generate an attes-
S and R learns an upper bound on the size ¢tions?Z at any time anyway (say, with a very short
each input, but nothing about their content n@uration). In the next section, we propose a more for-
the intersection size. mal privacy model for verifying proximity in social

networks that directly addresses these shortcomings.

otential for spammers to use such a mechanism to
arvest valid email addressese:R use of the PM

e Only R can execute the FoF query.

RE: provides the final property through its use gg Model
a one-time authorization token, while the first thr ode

properties are achieved through the use of a Priva{@ocial network can be modeled as a directed graph
Matching (PM) protocol [3]. . . G = (V,E), whose vertices represent the users

At a high level, PM is a two-party interactive propf the system and where the presence of an edge
tocol, where the input of each party is a set, and the

output (learned only by one party) is the input sets’ 2indeed, private function evaluation protocols, of which PM

is an instance, are proven secure in a model that only concerns
1The original notation used inmR [4] for attestations had the itself with preventing information leakage from the function’s

form R — S; we chose to adopt a different symbol to resenexecution; the model does not embed a notion of “proper” in-

the “arrow notation” to denote social links (s¢%). puts, so one cannot directly reason about lying parties.




T To this effect, we posit that the presence of edge

/ \ R — T ought to express consentlodth parties:
3" - R i (Forward Trust) UserR places some form of trust
/T l on userT thatT can use to demonstrate to some
z W v U the presence of a chalh — R, R — T.

Figure 1: A fragment of a social network. Solid arrows rep{Backward Authorization) User7" authorizes user
resent trust relationships; the dotted arrow highlights a pair of R to discover links of the forrT’ — X when
users for which to verify social proximity. trying to establish the existence of a social chain

suchaskR — 7,7 — S.
(R,T) € E (also denoted? — T') indicates the ex- - -

istence of a social relationship between ugeand ~ Within a specific system, each such requirement
user?. We will discuss the implications attached teould be associated with some concrete piece of
such relationships shortly; for now, we will just takéata. For exampleR’s trust in7" could be expressed
R — T tomeanthatT is R’s friend.” via a digitally-signed attestatioa la Re:, whereas
This graph is represented within the system inb@ckward authorization could be implemented as a
distributed fashion: each participant has only a locgtared secret key th@tgives toR2 (as in§4).
view of the network, consisting of its incoming and Under such a setup, one can formalize a system’s
outgoing edges. Additionally, the system providd¥ivacy properties by explicitly pointing out what in-
a proximity checkmechanism by which a usércan formation is exposed to the users, in terms of guar-
help R determine whether he is “close enough” to héhtees of the form: “During a proximity check with
in the social network. In particulaR can find out all User.s, userR learns at mosg.”  Following the
bridging friends X such that? — X and X — S. approach of secure Multi-Party Computation [6, 9],
Such mechanism is exposed to a higher-level apgistatement of this sort is proved by showing that,
cation, in which users sengqueststo each other, 9ivenZ and the knowledge held by (which can be
and requests may be treated differently by the recgduced fromi’s social relationships), it is possible
ient according to the social proximity of the sendd@ simulate (or “fake”) the content of all messages
(e.g, whitelisting FoF's in ). seen byR durin_g the pr(_)ximity check. This implies
Figure 1 illustrates this for a fragment of a sdhat any other information exposed fbcan be de-
cial network, whereR learns that there is exactlyved using onlyZ andi's knowledge. Thus7 itself
one bridging friend between him arg namely7. Provides an upper bound on the extra knowledge that
Notice that botHI” and W are directly connected tof? 9ains. We apply this proof technique §4 to as-
S, but R should not learn about” since the edge S€SS the privacy of our constructions.
R — W does not appear in the graph. )
To properly address privacy concerns of this kind, ~ Constructions
we first elaborate on thg nature of the relationships;  An Efficient Hash-Based Construction
represented by the social network. In the context
of RE:, such relationships were viewed as predor®ur first construction assumes, as ire:R that
inantly unidirectional:R — T roughly correspondseach userR has a signing/verification key pair
to the notion that “useR trusts7' not to send him SKr/V Kr. Additionally, R maintains a secret seed
spam.” Under this interpretation, whether the edge for a cryptographic pseudo-random functidh
R — T appears in the social network or not is e¢e.g, 256-bit long forHMAC-SHA-256).
sentially up toR. As we alluded irt2, however, this  For each social link of the fornkR — X, user
approach is arguably too lax: Building on the exanf creates an attestations for userX, and sends
ple of Figure 1, an overly curiouB could unilater- it to X along withsy (forward trus). In return, R
ally augment the social network with edgs— U, receivessx from X (backward authorization
R — W, R — Z. This would “entitle” R to learn  As for proximity checks, when submitting a re-
about the edg&/ — S when receiving email from quest toR, userS can help him discover their com-
S, breaching the privacy of bofiV andS. mon friends as follows: For each relationship of the



Users UserR T =(Y,{c5 : X €T}), wherey = {Y : Y —
Stand7 = {X: R — X, X — S} C ). To this
end, we need to show how to simulate the message
ew = iy (03)| tw ty that R receives froms, given ||, {o% : X € T}

and the shared secrets knownito

cr = B (O’isl) tr tr

= By, (03 t t :
ez =Bz 07) | 12 v We start by observing that for ady’ € Y \ 7,
_ tabs tabs the valuesyy is random and unknown t&. Hence,
Figure 2: Data structures used for a hash-based proximiyy the properties of pseudo-random functions [5],
check between a send€rand recipientR. it is infeasible to tellky, — FSW(“key”,RquD)

_ (resp.tw = Fy,, (“tab”, ReqID)) apart from a ran-
form Y — 5, 5 possesses an attestatiof and a 4o string iy, (resp. fy) of the same length. It
seedsy. S combines them to createtabbed en- ¢y, that no efficient algorithm can distinguish
crypted attestationshown in Figure 2, consisting, = _ E, (gs> from E. (S,), which in turn

- w w kW W/ 1

Ef ahpair(0y7tt1(/j)- Tdhdei‘tib tYdiS ihpsegdo—;and_omsinceE is a secure symmetric encryption scheme,
ash computed un eyed Wit sy 1.€. Iy = cannot be distinguished fromy = E; (017%1),

F,, (“tab”, ReqID), whereReqID is a unique identi- w

. J . . Thus, we can replace the tabbed encrypted attesta-

fier supplied by the hlgher-leveSI application. Téwe- tions (cy, ty’) in 5's message with a “randomized”
pair (¢, tw ), without R noticing the change.

crypted attestatiory = Ey, (03 ) is computed un-
der a secure symmetric ciphkr (e.g, AES-CBC), Simulating the tabbed encrypted attestation
(cr,tr) for T € T is easier, since in this case we

keyed with a valué:y also derived from the seeg-
asky = Fs, (‘key", ReqlD). haveo?. (from Z) and sy (asR — T, and so, by

At this point, S creates a list of these tabbed el5ackward authorizationR knows st). Thus, we
crypted attestations, one for each of her incoming gy, directly computekr = F, (“key”, ReqID)
cial relationships, permutes this list in random ord%rT —E, (075:) andt; = F, (“tabT” Req[i))

T T ) -

and sends it tdk along with her request.

UserR processes such a list by first looking at thé.2  Privacy in the Face of Collusions
tab component of each entry. In particular, for ea
relationship of the formkR — X, R holds the seed

r@ompared to the privacy properties of the PM-based
sx. SOR can form theF-hashes offegID (which protocol of Re:, our hash-based construction addi-
X tionally guarantees that receivers cannot learn about

was included as part d’s request) undegx. In . . , )
this way, R computes his own set of tabs, and confitestations created by a ugewithout 7's permis-

pares them with those received frash Thanks to sion. This i.s ir_1 keeping with the notion O.f bac_k-
he or raphic properti it is extremelv un- Ward authorization, an aspect of our modeling miss-
the cryptographic properties B, itis extremely u g from Re:’s original framework.

likely that twi h will coincide, except whelf! ) o
ely that two such tabs coincide, except whe owever, the kind of backward authorization im-

they are created from the same seed. In other Wog%_1 ented by the hash-based scheneissferable

a match between the tabs guarantees that the s . .
seed was used by both and S, which in turn re- ! userT’ authg)(rlzes useR to learn about attestations
- ; Nt i ; of the formo, R can further transfer such autho-
veals the bridging friende.g, T'. Atthis point,Rcan = . T X -
ging &g P rization to another usd¥. Then, during a proximity

compute the proper keyr = F;,.(“key”, ReqID) ) )
. .check withS, U would be able to discover the attes-
and decrypt the corresponding encrypted attestat|§a Iona% even though the social link — 7 is not

thus recoveringr5. Finall verifiesT’s signature |
g7 v i g present and st was never back-authorized By

5 :
onoy before concluding thakt — 7"andT = 5. Notice that this scenario does not contradict the
Security proof. Clearly, malicious senders do noprivacy guarantees proved §#.1; rather, it points
pose any privacy threat, because the protocol cons@is the privacy implications that collusions of two or
only of a single sender-receiver flow. As for a malmore users can have. In fact, it is unclear whether
cious receiverR, we now prove that he only learnghis ought to be considered a privacy problem: After
how many friends have attestedSand those attes-all, if R and U pool their resources together, then
tations for which the attester is a common frigred they appear as “one and the same” to the rest of the

4



system. Since a proximity check betwegrand R ity of e: e(yr,s, H1(R)) = e(H1(S), Hi(R))"T =
would have disclosed; anyway, we may deem that(H:(S), yr.r)-

. S .
U learningo is a reasonable outcome. Security proof. One can show that this bilinear

In settings where user collusions are of concefbhame preserves the privacy $6 email contacts

however, we may want to attamon-transferability o\ a, in the face of collusions (per the approach in

namely, only enable those users tlHahasindivid- 4.1). We omit this proof for lack of space.
ually authorized to actually learn about his attestg—

tions. We now describe a construction that leverages . .
the cryptographic properties of bilinear groups to sat- Discussion

isfy this stronger requirement. Forward Security. We can augment our basic pro-
Bilinear groups are pairs of cryptographic groupgcols from§4 to provide additional security prop-
G1 andG; of the same ordey (for some large prime erties. Here, we briefly describe one variant for the
q), equipped with an efficiently computable map hash-based scheme that proviésvard security
G1 x Gy — Gy such thate(¢?, h°) = e(g,h)® for  |f a userS sends a request ®© and no bridg-
allg,h € Gy and alla, b € Z, (bilinearity).® Typical ing friend connectd/ to S in the social network,
examples of bilinear groups are based on elliptic aggr construction guarantees thawill not learn the
hyperelliptic curves€.g, [2, 7]). identity of any ofS’s friends. Yet, as time passes and
Our bilinear construction exploits the bilinearityhe social network evolves, a new social link may be
of thee map to enable users to “personalize” the sgstablished betwedr and one of5’s friend (say.T").
cret values that they give each other upon establisfow knowingr, if U has recorded’s request, he
ing a social link (whereas in the hash-based sche@ recovefl™s earlier attestation t6.
of §4.1, user? always gave out the same seorgtto  Temporal correlations of this kind can be pre-
all his friends). In particular, each usBmaintains a vented by introducing time intervals in the model,
secret exponenty € Z, and a public valugr,r = and letting the-, values evolve over time using hash
Hi(R)*® € Gy, whereH; : {0,1}* — Gy is @ chains. Namely, if the social link — S is estab-
random oracle [1] mapping email addresses into efghed at timej,, S gets fromT the shared secret
ments ofG,.* Then, R hands ouyp, x = H1(X)"# 5520). Then, at timej;, S computes the tabbed en-

to eachX for whichR — X or X — R. No- . . i) ,
tice that when receiving, v, userX can verify that C'YPted attestation using the seed, defined by

R gave him the correct value by checking wheth#he recurrence!’ ™" = H,(s\")), whereH, is a one-
e(HL(R), yrx) = e(yrr, Hi(X)), which (by bi- Way permutation over the appropriate domain. Now,
linearity) must hold for properly computeg; x. if U obtains#” from T at a later timejs, he will

The proximity check protocol betweeS and Not be able to use it to match the tabbed encrypted
R uses the same overall structure as that of tA#estation that included in her message, because
hash-based scheme, except that theseeds for doing so would require inverting/.

the pseudo-random functioRt are now computed Multi-Hop Proximity via Memoization.  While
as follows: For eac — S, S setssy,sr = this paper has largely focused on friend-of-friend re-
e(yy,s, Hi(R)). Then,S can compute a tabbed engtionships, our hash-based protocol also supports
crypted attestatiotry , ty) as before, usingy,s, rin  a weak form of detection for longer social paths.
place ofsy. R computes his tabs in a similar fashiolyamely, we can build a multi-hop pat® ~~ 7" and
foreachk — X. T ~ S, wherebyA ~ B corresponds to a path of

It only remains to ensure that, for tho§esuch |ength¢ > 1 in which A and B have directly autho-
that R — T andT — S, both S and R obtain the rized each otheii.€., B knowss 4 andA knowssp),
same value'r s . But this follow by the bilinear- yet forward trust only exists between each pair of ad-

B

_ jacent users on the path~ B, i.e, 01{11, N
3Technically, the map should also hen-degeneratenot all ial hf £l h =1
pairs inG; x G; should map to the unit if©-. For S to use a socia path froffi of lengt > 1,

“Reliance on the random oracle model is not necessary, U&?_Ciphert_eXtT aSSOCia'Fed to th_e taky inClUdeS_the
we decided not to pursue alternative approaches for simplicitgntire multi-hop attestation chain. Note that this pro-
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tocol does not prevent an observer from learning an Input sizes (number of friends

upper bound on the length of each encrypted chain. Party | Algorithm | 10 100 1000
S PM 589.7| 27867.4| 2490831.4
R PM 14.7 110.9 1457.8

Privacy vs. Auditability.  In modeling Fhe de- S Hash 015 153 1539
sired privacy guarantees, one could consider a mare p Hash 0.08 0.52 501
privacy-preserving definition: users only find ou
whether bridging friend(s) exist, not their actuafable 1: Time (milliseconds) to perform privacy-preserving
identity. However, we argue that this stronger guaﬁqmputatlons (with sender and recipient having inputs of the
’ N . . < ."same sizes) for PM and hash-based protocols.

antee would limit the confidence that an application
can place on social proximity: although social trust

is transitive to an extent, it seems imprudent to assért Summary

that transitivity will always correctly predict trust M€ beer-to-peer svstems mav use social networks in of-
lationships between bridged parties. P y y

der to establish trust between participants, yet they

In RE:’s case, for example, a user might incofntroduce privacy concerns when sharing such infor-
rectly attest to a spammer, or he might get compr@ation. In this paper, we define a privacy model for
mised and begin acting as a spammer. By uncoverigyifying social proximity. We use insights from this
the identity of the linking friend, our protocols proimodel to propose two cryptographic protocols that
vide auditability, which helps coping with these sceprotect social proximity queries: a hash-based pro-
nario by enabling the decision-maker to review aridcol that provides similar privacy toER’s proposed
correct the elements that led to the wrong decisioriise of PM, yet is orders of magnitude faster; and

a bilinear-groups-based protocol that introduces pro-

Non-Interactive Implementation. Unlike the PM- tection against collusion.

based approach, both methods describeg4irare _ _
non-interactive, requiring just a single message fraf¢knowledgments. We thank Nelly Fazio, Dahlia

S to R. This can significantly reduce system com¥alkhi, David Mazeres, and Benny Pinkas for help-
plexity (especially with respect to handling failuresful discussions and comments on earlier drafts.

Performance Comparison. We now compare the Reéferences

performance of our haSh'baS_Ed construction (frCIE']‘ M. Bellare and P. Rogaway. Random oracles are practical:
§4.1) to the PM protocol used ine4]. A paradigm for designing efficient protocols. Bioc. CCS
. . . . Nov. 1993.
We mStan_t'ated_the PM p_rOtOCOI using Its faSt?f D. Boneh and M. Franklin. Identity-based encryption from
ElGamal variant with 1024-bit keys. The hash-based the Weil pairing. ICRYPTQAug. 2001.
construction usedIMAC-SHA-1 and AES-CBC [3] M. J. Freedman, K. Nissim, and B. Pinkas. Efficient private
with 128-bit keys. In both the PM and the hash- matching and set intersection. BUROCRYPTMay 2004.
based schemes, attestations use 1024-bit Rabin KigS- Garriss, M. Kaminsky, M. J. Freedman, B. Karp,
' D. Mazieres, and H. Yu. B: Reliable email. IProc. NSD|
natures. Both microbenchmarks were performed on .y 2006,
a 2.4-GHz AMD Athlon processor (in 32-bit mode)s) o. Goldreich, S. Goldwasser, and S. Micali. How to con-
and do not include network overhead (which are struct random functionsl. ACM 33(4), Oct. 1986.
nearly identical for both). Recipients in both prd6] O. Goldreich, S. Micali, and A. Wigderson. How to play
tocols stopped analyzing results once three bridgin? any mental game. IRroc. STOCMay 1987.

friends were uncovered (a configurable parameter)’ IAn. ‘F],?gé':NOTn; ;Sll;ngo%)mo' for tripartite Diffie-Hellman.

] J. Kong, P. O. Boykin, B. Rezaei, N. Sarshar,
Table 1 compares the performance of the two pr@ and V. Roychowdhury. Let your cyberalter ego

tocols. As we see, the hash-based construction is Or-ghare “information and manage spam, May 2005.
ders of magnitude faster than the public-key-based ntt p: //arxi v. or g/ abs/ physi cs/ 0504026.

PM protocol. This table does not include the time {@] A. Yao. Protocols for secure computations.Aroc. FOCS
verify any uncovered attestations, as it is identical in Nov. 1982.

both .9, 15us per 1024-bit Rabin signature).



