Windoews; Device Drivers and
PIUg and Play:




Wiy device drivers?

Operating systems must have an effiective way. terallovw a
USer tor work Withrcomputer devices/perpherals withoui
WOrIng akeut the specliications: ofi therharadware.

n External hard drives

s Game contrellers

s Printers

s Video cards

m Soundcands

Operating systems cannoet e expecied to Knew: now: 1o
contrel every device that the user wWants.

Analegeus ter eperating systems; abstracting| system
nardware.




Ok, so What IS a Driver?

A drVer IS plece: off seftware that allews the operating
system) teriandlie and interact Withl a compuiter device.

Usuially: supplied by device manuiacturer i the fierm 6 a
CD or floeppy disk.

Design; goal off device drivers, Is alstraction. Essentially,
needed to tell the operating system: how! te) control a
pIece of hardware or a device hy converting OS function
calls Intoe device specific calls.

Performance ofi deVices IS dependant en the driver's
code and how: efficient It IS I conjunction with the OS.




Seunds; simple!

Yes. For the user.

Majority of device drivers execute: In Kernelmode which means thnat
driver Wiiters must have: an in-depth understanding of the: platform
they: are coding for, bothren the hardware and seftware level.

Code for a driver must be as complete and efficient as, pessible. Any.
proklemsiwillF e difficult andl dangereus te examine:
They must alse be coded! to the' specific computer architecture

s 16-bit (Windews 3.11)

n 32-bit (Windews 2000/XP)

n 64-bit (Linux and Windews, Vistia)
Drvers arer usually specific to the manufacturer hardware: since: they.
have the mest knowledge of how! the hardware Werks. Because of

this, SPECIiic drvers are net useanble by hardware ether then what it
IS coded for.




So how! did Windows; handle
AdrIvers?

Windows 3.0 ntroduced virtuall device: drivers, or VxD.
Previously, DOS} applications: iad direct acecess; te
nanrdware anel devices by reading and handling
Interrupts. This i turn led to confilicting resource Usage
since each DOS application ran as Its own “virtuailr

machine and had to take more resources to handle
them.

These “drvers” did not actually drive devices. Starting
wWithrWindoews, 95, they: allowedran: application: or
nardware terruni at “ring 07, or an unprotected! level,
With! full' access: tor menmoery: and system) reseurces.




What about current iterations of
Windows?

\/IXD's are no lenger supported by windews. Rather, Windows 2000 and XP
Use what 1s kmown' as the Windews Driver Model, or WDV

WM exists In therintermediary layerr of Windows; 2000 kernel-mode; drivers
and was Intreduced to Increase: the functionality’ and ease: off Writing| drivers
for Windows,, WDWN standardized develeper diversifor any device: Using
Windews: asiwell asilvase lining the amoeunt ol code needed.

Communication; occurs via /0 Reguest Packets, or IRP’s. Any driver
categornzed as a WDMiIs layered inra hieranchys:

= Class drivers: Provides an interface betweenithe levels ofi the WDM anchitecture. Miniport
and ether class drivers are built Upoen this fieundation. Cani e loaded and unleaded
WhHEnever the user decides:

Miniport drivers: The more common devices: USB devices, Audio, SCSI, network
adapters, printers. These drives are source and binary compatible, they: allow: functionality,
between Windows 2000 and XP witheut the need fordevice specific drivers.

s Software bus drivers: Windows provides bus drivers for common buses: PCI, SCSI, USB,
FireWire. Functionality’ 1s built imto the actualihus. OS handles it.

s OS Services: This is the layer that applies the OS functionality.
s Virtual device drivers: Windows 98/ and Windows Me only. Legacy hardware only.

In the layered architecture off Windows kermel-mode drivers, class/mini port
drivers are functionall drivers.




VWD ISSUEes

WDMIS a great improvement ever the simple
[esource access; that VI provided! to
applications; and hardware, BUi: it stillF sufifers
frony preblems fier driver developers:

s WM has a very steep learning cukve.

n |/©rcancellation Isralmest Iimpessikle to get Hat.

x [housands ofi lines, of support cede are reqguired for
every driver.

s No support for witing| pure user-mode drivers.




And fior the future?

Rather then update: the WDM, Micresolt has
Pegun te Implement the Windews Drver:
Eramework; or WDE, fier Windews Vista and
peyond:.

Based ofiif of WM, hut willfleok 1o address; the
issues with WDBNMEAVDE willfcome: inl twe) tyjpes:

x Kernel Mode' Driver Eramework (KMDBE) fer kernel
device drvers.

a User Mode Driver Eramework (UMDE) e User
Gevices.




Plug-ana-Play

WM can' loe seen as an almest pseudo; Plug-
and-Play: (PnP)rsystem: ability for the OS 16
support many: different typPes: ot deVices and/or
Perpherals without the need for handling
Jardware: specliications.

Difference lies in that VWD strictly Works with
naving| the OS handle drivers. Tirue PnkP devices
reguire: betih seftware and hareware supperdt,
Including the drivers the device' Uses, the Basic

Input/Output System! (B10S), the physical bus
ine, and the device Itselr.




Plug-ana-Play

PRP intreduced with Windows 95.

Tells the seftware (device diivers) Where te findivarious
pIeces) o hardware (devices) hy: establisning channels: ofi
communication; etwWeen each physmal device and Its
diiver By allecating “bUs-reseurces: In hardware:

s |/O addresses

n Memory regions

x |IROs

s DMA channels (LPC andl ISA buses only).

Note: difference: betweenra USB Pnk card andl USB, ports:
Card Is the actual PnP device, wired withr a bus; teryour
motherboard. USB: ports cannot Work withouit the card
PeIng configured.




Plug-ana-Play

A true PnP device needs four reguirements:
m The OS must be PnP compatible
m [he device itselff must be PnP compatible
s The BIOS must support PaP
m [he device driver must be 32-bit or hetter
PRk s actually a process that Is|loaded andl executed when a

computer booets up its BIOS. Thus, a machine must be turned off
pelore the installatien ofi a PnP: device.

Cemputer buses that the PnP device: Is being put inte must alse
recognize intempts. This Is new: Bullt inte the bus itself. (PCI, USE;
EireWire)

The OS must alse be capable of handling the bus mterrupts. It must
watch the configuratien and apply any: changes by finding the
correct driver.




PP Process

Moest of the: work i leading a PaPkP device eccurs in the BIOS when a
computer boots up.

Tihe BIOS has a list of devices that it wWill'booet in a specific order. When i
reaches any: PnP bus, it will'fellew: this: precedure:

Create a resource: table ofi the available IRQs; (Intermipt Reguests), DMA
channels and 1/0 addresses.

Identify all'devices: using a PCl or ISA bus.

Load the last knewn system configuration from the ESCD! (Extended System
Configuratien Data). Thisi configuration! is stered in BIOS's nenvelatile memaory.
from previeus; Deets.

Compares a devices current configuration from thie loaded one. Ifithe
configuration|is the same, continue. the booting precess. I the configuratien Is
new, the BIOS will reconflgure e system, by eliminatinglany: additional system
reseurces; taken by nen-PnP devices and reassigning them, to reconfigure the PnP
device' in guestion.

Update the ESCD: area by saving te it the new: system configuration and continue
the nermall beoting.




A few: examples ofi commnon PnP
devices

USB

FireWire

Modem

CD-ROM Drives
DVD Drives
Computer printer
Network Card
Computer Keyboard
Graphics Card
Computer display
Game controller
Computer Mouse




Conclusion: (In  my: 6pInion)

There Is still a'longl way. te ge; te achieve: perfect
Ol near-perfect device hanaling 1 computers
teday, put We have made leaps and heunads
frony DOS, and! VxDrs; direct application MEMGKY.
ACCESS and! security, threats that It pesed.

Windoews XP has: shewn te e the most reliable
device manager systemi Vet fior 1ts Users, but it
still needs to Improve! Its reseurce usage and the
100Is for driver developers.
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