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A security architecture for virtualization

sHype security architecture
overview

*sHype integrates simple mechanisms that allow
mandatory control of resource sharing between VMs.

*One design goal is non-intrusive code changes with
minimal overhead on the critical path.

* A target for sHype is commercial applications with
medium assurance requirements.

Access control for isolation & mediation

* Interdomain communication and resource
sharing
mediated at “bind time” for efficiency
* Hypervisor allocator calls into AC module
» AC module checks against current system
state
* Responds with: accept, accept+warn, deny

uoneojddy
uoneojddy
uoneojddy
uoneojddy
uoneolddy
uoneolddy

Guest Kernel Guest Kernel

« Access control policies regulate information flow
» Simple type enforcement policy defines
coalitions
+ Chinese Wall policy defines conflict sets
» Straightforward to incorporate new policies

Secure Hypervisor

Hardware

Hyperviso
r security control

» Complements OS-level access control
mechanisms
* Helps contain OS-level security failures

callbacks

Access

module

Six security goals for hypervisors

» Strong isolation between VMs

» Mediated resource sharing and communications

* Platform and VM content integrity guarantees
* Platform and VM content attestation
« Secure services: auditing, monitoring

> SGmiure Service) » Resource control and metering

Guest Kernel Guest Kernel

Secure Hypervisor

Hardware

sHype status & availability

* Access control papers available
* sHype: Secure hypervisor approach to trusted virtualized systems
* Building a MAC-based security architecture for the Xen
opensource
hypervisor

» Access control framework is available under GPL open source
license
* Currently being integrated into Xen hypervisor (x86),
PHYP hypervisor (PowerPC), and the IBM Research Hypervisor

* Integrity measurement papers available
« Attestation-based policy enforcement for remote access
* Design and implementation of a TCG-based integrity
measurement architecture

* IMA code is available under GPL open source license
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Leveraging trusted computing technologies

Integrity Measurement Architecture
overview

*IMA uses trusted computing features to “measure
software before load,” to provide guarantees about
what code was loaded into a system.

*Individual measurements are kept and protected by
an
additional hash over the ordered measurements.

*Remote parties can reliably retrieve measurements,
enabling them to validate that the loaded software

IMA for operating systems: Linux
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IMA-enabled OS

Integrity and attestation

execute

* Goal: run-time integrity guarantees upon
which to base trust

* Certificates are not adequate
* Provide only static endpoint identity
and
means for secure communication

* Approach: leverage trusted platform
module
» Remotely attest system configuration
* Detect compromise or cheating
* Bind sensitive data to protection

Core Root of Trust

* TPM is non-intrusive & adds little
overhead

IMA for hypervisors: sHype

Support IMA via

virtual TPMs
i )

led Applicdtidpy

Policy
Manager Measure HW,
hypervisor,
and critical

services

IMA-enabled OS

Secure Hypervisor
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A framework for secure

Trusted Virtual Domains
overview

*TVDs represent a new approach toward establishing
end-to-end security for business and IT services.

*The TVD design leverages the increasing maturity of
technologies that provide core trust and
virtualization.

* An interesting challenge involves the development of
measurable security properties that can be locally
enforced and remotely verified by TVD

infrastructures.

TVD architecture

These 3 execution environments (EEs) are in a virtual trust
domain.
A distributed appli

attest

Potential attestafion
« confinement 3
« immutability 2
* integrity =
AVE AVE * provenance
* secure 1/O
Secure Supervisor ‘ aUd_'t'ng_ g
* availability e
[ — * cost/metering
* secure reset
The TCBs must be bridged across machines to form a e accountability | g
mutually-trusted computing base (MTCB). This is the b + administration §

* identity
* redundancy

for negotiating properties and creating distributed TVDs.

and enforce the security
properties specified for the EEs.

distributed computing

Trust and containment in TVDs

Authentication:

each system can be
identified, allowing the
auditing of transactions

Mediated Communications:
exchange of information
between members of domains
is transparently authorized and
audited

damage is limited to one domain

The attesting virtual environments
(AVEs) work with the TCBs to

Components and challenges

» TVD position paper available
* Trusted Virtual Domains: Toward secure distributed services

areas
I * Choice of which TVD “building blocks” depends on needs of
5 application
* Environment: COTS OS, secure OS, OSGi bundles, J2EE, ...
* Supervisor: Software hypervisors, SELinux, J2EE, ...
§ * Root of trust: TCG-based attestation, implicit/contractual trust, ...
[0
i3
é' » Many interesting challenges remain with the component
technologies
‘3" * Bridging trust across diverse administrative domains
3 » Specifying and verifying composable security propegigs— — —
3 » Dynamic management of TVDs and TVD members = =
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