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A New Interval Approximation Supporting

Bit Operations and Byte Access

Werner Backes∗

Abstract

In this paper we present a new variant of the commonly used interval approximation
based on the so-called valid interval approach. This new approach supports arithmetic
and bit operations including shift and rotate functions. Furthermore, it allows read
and write access to the byte representation of integer and floating point values. We
present the necessary functions for integer intervals in detail, including examples.

1 Introduction

The problem of finding bugs in programs exists as long as the computer itself. Nowadays
larger programming projects often encompass different modules ranging from graphical user
interfaces to embedded systems applications. For each module, the appropriate programming
language is used and each module has to be tested in a certain runtime environment. These
test phases take a substantial amount of the total development time for a software project.

Static analysis tools are used to verify safety properties of various programming languages.
Without runtime tests, we can verify the absence of bugs like buffer overflow, division by
zero or the use of uninitialized variables. This kind of errors often lead to exploitable secu-
rity holes. Static analysis tools would be the perfect choice to eliminate the costly and time
consuming runtime tests in larger software projects. But most of the analysis tools have
problems dealing with under- and overflow of values and low-level operations like bit oper-
ations or byte access. These problems usually occur using low-level or assembler languages
for e.g. drivers in operating systems or embedded systems. Our work helps in addressing
these problems.

It is in this context, that we present a new variant of the commonly used interval approxi-
mation. In this paper we will focus on describing the new approach and not talk about the
analysis using the new interval approximation. We believe that a detailed description will
help in analyzing real-world applications or inspire others to modify or extend their abstract

∗This work was done while the author was at the MPI, Saarbrücken, Germany.
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domains. The new approach uses lists of valid intervals for the abstraction of sets of inte-
ger or floating point values. We introduce the notion of valid intervals and show in detail
how arithmetic and bit operations can be implemented. We provide examples to illustrate
the possible cases. In order to allow read and write access to the byte representation, we
furthermore have to restrict the definition of valid intervals. Due to page limit we will in
following only discuss integer intervals.

Outline: In section 2 we motivate the need for an abstract domains that support bit op-
erations and byte access. Section 3 provides definitions and background for valid intervals
and in section 4 we detail the arithmetic and bit operations. We restrict the definition for
valid intervals in section 5 to allow read and write byte access. We discuss related work in
section 6.

2 Motivation

Low-level bit operations like and, or, xor or shift operations are commonly used within oper-
ating systems, e.g. for device drivers, file systems, or network code. The following code frag-
ment of function piix set piomode demonstrates a typical use of bit operations. The code
was taken from the Intel PATA/SATA driver in Linux 2.6.15.1 (drivers/scsi/ata piix.c).

(1) ...

(2) pci_read_config_word(dev, master_port, &master_data);

(3) if (is_slave) {
(4) master_data |= 0x4000;

(5) /* enable PPE, IE and TIME */

(6) master_data |= 0x0070;

(7) pci_read_config_byte(dev, slave_port, &slave_data);

(8) slave_data &= (ap->hard_port_no ? 0x0f : 0xf0);

(9) slave_data |= (timings[pio][0] << 2) |

(10) (timings[pio][1] << (ap->hard_port_no ? 4 : 0));

(11) } else {
(12) master_data &= 0xccf8; /* enable PPE, IE and TIME */

(13) master_data |= 0x0007;

(14) master_data |= (timings[pio][0] << 12) | (timings[pio][1] << 8);

(15) }
(16) pci_write_config_word(dev, master_port, master_data);

(17) ...

Multimedia applications that encode, decode or modify audio or video data usually need
access to single or sequences of bits and therefor depend on bit operations. The following
function getbits fast is part of mpg123 (getbits.c), a program that can be used to play
different mpeg encoded audio files. The function extracts a number of bits from a given data
stream.

(1) unsigned int getbits_fast(struct bitstream_info *bitbuf,int number_of_bits)

(2) {
(3) unsigned int rval;

(4) rval = (unsigned char)(bitbuf->wordpointer[0] << bitbuf->bitindex);

(5) rval |= ((unsigned int) bitbuf->wordpointer[1] << bitbuf->bitindex) >> 8;

(6) rval <<= number_of_bits;

(7) rval >>= 8;

(8) bitbuf->bitindex += number_of_bits;

(9) bitbuf->wordpointer += (bitbuf->bitindex >> 3);
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(10) bitbuf->bitindex &= 7;

(11) return rval;

(12) }

Read and write byte access is necessary to analyze assembler code. For examples, the x86
architecture uses subregisters to access a certain part of a register. The following picture
shows the 4 byte register eax and its subregisters ax, al, ah.

byte

0 1 2 3

eax

ax

al ah

The presented valid interval approach supports all operations needed for the analysis of
low-level code. We now detail this approach.

3 Intervals

Definition 1 We call
[

a, b
]

with a, b ∈ R and a ≤ b an interval. A value x ∈ R is member

of the interval x ∈
[

a, b
]

iff a ≤ x ≤ b.

We, like most assembler languages, do not distinguish between signed and unsigned integers.
The signed or unsigned use of a value is dependent on the operation we are performing. The
following table shows bit strings and their signed and unsigned interpretation for integers of
byte size n.

b0 . . . b8n−1 unsigned signed

00 . . . 00 0 0 0 0

10 . . . 00 1 1 1 1

. . . . . . . . . . . . . . .

11 . . . 10 28n−1
− 1 m

2
− 1 28n−1

− 1 m

2
− 1

00 . . . 01 28n−1 m

2
−28n−1

−

m

2

10 . . . 01 28n−1 + 1 m

2
+ 1 −28n−1 + 1 −

m

2
+ 1

. . . . . . . . . . . . . . .

01 . . . 11 28n
− 2 m − 2 −2 −2

11 . . . 11 28n
− 1 m − 1 −1 −1

The comparison of two bit strings is dependent on the signed or unsigned interpretation of
bit strings. Therefore, Definition 1 does not work for bit strings.

Example 2 For the bit strings 11 . . . 10 and 00 . . . 10 the following holds for unsigned in-
terpretation 11 . . . 10 < 00 . . . 10. Using the signed interpretation of bit strings 11 . . . 10 >

00 . . . 10 holds.

Looking at the two forms of interpretations, we notice that bit strings behave like Zm, an
euclidean ring with 1. The interpretations can be compared to the problem of choosing a
member of a residue class a ∈ Zm.

Definition 3 For a residue class a ∈ Zm we call a+ ∈ Z the smallest non-negative member

and a− ∈ Z the member of the residue class with the smallest absolute value. For a′, a′′ ∈ a

with |a′| = |a′′| and a′ < a′′ we define a−

def

= a′.
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Example 4 For Z8 the set of smallest non-negative members of the residue classes is
{0, 1, . . . , 7}. The set of the members with minimal absolute value is {−4, . . . ,−1, 0, . . . , 3}.
We take −4 instead of 4 due to Definition 3 as member with minimal absolute value. Z8 can
be written as

{

0, 1, . . . , 7
}

or
{

−4, . . . ,−1, 0, . . . , 3
}

.

We now modify definition 1 for R = Zm.

Definition 5 The interval
[

a, b
]

with a, b ∈ Zm and a+ ≤ b+ denotes the set of all x ∈ Zm

with a+ ≤ x+ and x+ ≤ b+. We call I(Zm) the set of all intervals over Zm with I(Zm)
def

=
{⊥} ∪

{ [

a, b
]

|
[

a, b
]

is interval and a, b ∈ Zm

}

, where ⊥ denotes the empty and ⊤ the

interval containing all elements of Zm.

The operations addition, subtractions and multiplication are independent of the choice of
the member of the residue class because Zm is an euclidean ring with 1. We provide two
pseudo-divisions for signed and unsigned interpretations of bit strings. We have to modify
Definition 1 because intervals

[

a, b
]

exist with a+ < b+ but a− > b− which may cause
problems for the division.

Example 6 Given an interval
[

a, b
]

, a, b ∈ Z8 with a = 2 and b = 6. For this interval
a+ < b+ ⇔ 2 < 6 holds, but a− > b− ⇔ 2 > −2 as well.

Definition 7 We call
[

a, b
]

with a, b ∈ Zm and a+ ≤ b+ a valid interval, iff a+ ≥ m
2

or b+ < m
2

holds. We call I∗(Zm) the set of all valid intervals over Zm with I∗(Zm)
def

=

{⊥} ∪
{ [

a, b
]

|
[

a, b
]

is valid interval
}

Remark 8 The interval
[

a, b
]

is valid, iff a+ ≤ b+ and a− ≤ b− holds.

The additional constraints for valid intervals simplify the basic operations but also lead to
the introduction of lists of valid intervals, since no valid interval exists that covers Zm. The
following lemma describes the conversion from intervals to valid intervals.

Lemma 9 An interval
[

a, b
]

is valid or can be split into two valid intervals that contain

every element of
[

a, b
]

.

Proof: Construction:
[

a, b
]

not valid.

[

a, b
]

⇒

{

[

a1, b1

]

def
=

[

a, m
2
− 1

]

[

a2, b2

]

def
=

[

m
2
, b

]

The intervals
[

a1, b1

]

and
[

a2, b2

]

are valid and contain every element of
[

a, b
]

.

4



Lists of valid intervals can be used for the approximation of sets of possible values. The
list length is bounded by a parameter, which allows us to increase the precision of the
approximation and analysis.

Definition 10 We call
([

ai, bi

])n

i=1
a list of valid intervals

[

ai, bi

]

with n the maximal

length. x ∈ Zm is member of the list of intervals x ∈
([

ai, bi

])n

i=1
, iff ∃i with x ∈

[

ai, bi

]

.

With I∗
n(Zm) we denote the set of all lists of valid intervals over Zm with maximal length n.

4 Operations

For the implementation of arithmetic operations on lists of valid intervals we are using
operations defined for single valid intervals. The algorithm merge reduces the number of
intervals and converts intervals to valid intervals.

For op ∈ {add , sub,mul , div , udiv ,mod , umod}:

op : I∗
n(Zm) × I∗

n(Zm) −→ I∗
n(Zm)

op
(

([

ai, bi

])n

i=1
,
([

cj , dj

])n

j=1

)

def
= merge

(

(

op
([

ai, bi

]

,
[

cj , dj

]))n

i,j=1

)

For the algorithm merge we have to define the distance of two intervals.

Definition 11 For two intervals
[

a, b
]

and
[

c, d
]

with a, b, c, d ∈ Zm and a+ ≤ c+ we define

the distance of
[

a, b
]

and
[

c, d
]

as follows:

distance : I(Zm) × I(Zm) −→ Z

distance
([

a, b
]

,
[

c, d
])

def

=

{

0, if c+ ≤ b+

c+ − b+ otherwise

The algorithm merge works as follows:

Input: L : list of intervals
Output: L : list of valid intervals with maximal length n

(1) sort L ascending according to the lower bounds
(2) foreach (k ∈ L) do

(3) foreach (l ∈ L) do

(4) if (k ∩ l 6= ∅) then

(5) j := k ∪ l; L := L \ {k, l}; L := L ∪ {j}
(6) while (|L| > n

2
) do

(7) find i with distance
([

ai, bi

]

,
[

ai+1, bi+1

])

minimal

(8) L := L \
{[

ai, bi

]

,
[

ai+1, bi+1

]}

(9) L := L ∪
{[

ai, bi+1

]}
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(10) foreach (l ∈ L) do

(11) replace l with valid intervals

The algorithm merge constructs a list of valid intervals with maximal length n out of a list
of intervals. We loose precision when two intervals with minimal distance are replaced by a
single interval.

4.1 Arithmetic Operations

We now define arithmetic operations on valid intervals. The resulting intervals are not
necessarily valid. The operations addition and subtractions are defined as follows:

{add , sub} : I∗(Zm) × I∗(Zm) −→ I(Zm) × I(Zm)

add
([

a, b
]

,
[

c, d
])

def
=











([

a+ + c+, b+ + d+
]

,⊥
)

if (a+ + c+ mod m) ≤ (b+ + d+ mod m)
([

a+ + c+, m − 1
]

,
[

0, b+ + d+
])

otherwise

sub (
[

a, b
]

,
[

c, d
]

)
def
=











([

a+ − d+, b+ − c+
]

,⊥
)

if (a+ − d+ mod m) ≤ (b+ − c+ mod m)
([

a+ − d+,m − 1
]

,
[

0, b+ − c+
])

otherwise

We have to deal with the overflow and underflow of values. For a double overflow of the
addition, a+ + c+ ≥ m and a double underflow of the subtractions, b+ − c+ < 0 we get only
one resulting interval.

Example 12 The following examples demonstrate the possible cases for addition and sub-
traction for valid intervals over Z16.

add
([

0, 2
]

,
[

1, 3
]) def

=
([

1, 5
]

,⊥
)

(0 + 1 mod 16) ≤ (2 + 3 mod 16)

add
([

9, 12
]

,
[

2, 6
]) def

=
([

11, 15
]

,
[

0, 2
])

(9 + 2 mod 16) > (12 + 6 mod 16)

sub
([

13, 15
]

,
[

9, 11
]) def

=
([

2, 6
]

,⊥
)

(13 − 11 mod 16) ≤ (15 − 9 mod 16)

sub
([

9, 12
]

,
[

10, 13
]) def

=
([

12, 15
]

,
[

0, 4
])

(9 − 13 mod 16) > (12 − 10 mod 16)

The following two examples demonstrate the double over- and underflow:

add
([

11, 14
]

,
[

6, 7
]) def

=
([

1, 5
]

,⊥
)

(11 + 6 mod 16) ≤ (14 + 7 mod 16)

sub
([

1, 2
]

,
[

9, 11
]) def

=
([

6, 9
]

,⊥
)

(1 − 11 mod 16) ≤ (2 − 9 mod 16)

Note that the resulting interval
[

6, 9
]

is not valid.
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For the multiplication of valid intervals we have to take a closer look at the degree of overflow.
The multiplication is defined as follows:

mul : I∗(Zm) × I∗(Zm) −→ I(Zm) × I(Zm)

mul
([

a, b
]

,
[

c, d
])

def
=











([

0,m − 1
]

,⊥
)

if degree > 1
([

0, b+ · d+
]

,
[

a+ · c+, m − 1
])

if degree = 1
([

a+ · c+, b+ · d+
]

,⊥
)

otherwise

with degree
def
= ⌊ b+·d+

m
⌋ − ⌊a+·c+

m
⌋ the degree of overflow of the multiplication. For a degree

of overflow of 1 we get two resulting intervals like for addition and subtractions.

Example 13 These examples show the possible cases of overflow for the multiplication of
valid intervals over Z16.

mul
([

0, 4
]

,
[

10, 14
]) def

=
([

0, 15
]

,⊥
)

degree
def
=

⌊

4 · 14

16

⌋

−

⌊

0 · 10

16

⌋

= 3

mul
([

2, 5
]

,
[

3, 4
])

def
=

([

0, 4
]

,
[

6, 15
])

degree
def
=

⌊

5 · 4

16

⌋

−

⌊

2 · 3

16

⌋

= 1

mul
([

1, 3
]

,
[

2, 4
]) def

=
([

2, 12
]

,⊥
)

degree
def
=

⌊

3 · 4

16

⌋

−

⌊

1 · 2

16

⌋

= 0

We define two types of pseudo divisions the unsigned version udiv and the signed version
div . They are defined as follows:

{udiv , div} : I∗(Zm) × I∗(Zm) −→ I(Zm)

udiv
([

a, b
]

,
[

c, d
])

def
=







undefined , if c+ = 0
[

⌊a+

d+ ⌋, ⌊
b+

c+
⌋
]

otherwise

div
([

a, b
]

,
[

c, d
])

def
=







































undefined , if c− ≤ 0 ≤ d−

[

⌊a−

d−
⌋, ⌊ b−

c−
⌋
]

if (a− ≥ 0) ∧ (c− ≥ 0)
[

⌊ b−

c−
⌋, ⌊a−

d−
⌋
]

if (a− < 0) ∧ (c− < 0)
[

⌊ b−

d−
⌋, ⌊a−

c−
⌋
]

if (a− ≥ 0) ∧ (c− < 0)
[

⌊a−

c−
⌋, ⌊ b−

d−
⌋
]

if (a− < 0) ∧ (c− ≥ 0)

For div we only have to compare a− and c−, since
[

a, b
]

and
[

c, d
]

are valid intervals. From
the definition of valid intervals (b− ≥ 0) follows from (a− ≥ 0) and (b− < 0) from (a− < 0).

Example 14 The following examples demonstrate all possible cases for the signed and un-
signed pseudo-division div and udiv for valid intervals over Z16.

udiv
([

8, 13
]

,
[

2, 5
]) def

=

[

⌊

8

5

⌋

,

⌊

13

2

⌋

]

=
[

1, 6
]
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div
([

2, 5
]

,
[

3, 4
])

def
=

[

⌊

2

4

⌋

,

⌊

5

3

⌋

]

=
[

0, 1
]

div
([

−5,−3
]

,
[

−2,−1
]) def

=

[

⌊

−3

−2

⌋

,

⌊

−5

−1

⌋

]

=
[

1, 5
]

div
([

−7,−4
]

,
[

3, 4
]) def

=

[

⌊

−7

3

⌋

,

⌊

−4

4

⌋

]

=
[

−3,−1
]

div
([

4, 6
]

,
[

−7,−3
]) def

=

[

⌊

6

−3

⌋

,

⌊

4

−7

⌋

]

=
[

−2,−1
]

We also support the corresponding modulo operations mod and umod . For the modulo
operation mod the result of x− mod y− is negative if x− < 0 and y− not a divisor of x−

{mod , umod} : I∗(Zm) × I∗(Zm) −→ I(Zm)

mod
([

a, b
]

,
[

c, d
])

def
=































































undefined if c− ≤ 0 ≤ d−

[

a, b
]

if (b− < c−) ∧ (a− ≥ 0) ∧ (c− ≥ 0)

or (a− < d−) ∧ (a− < 0) ∧ (c− < 0)
[

0, d− − 1
]

if (a− ≥ 0) ∧ (c− ≥ 0)
[

0, |c−| − 1
]

if (a− ≥ 0) ∧ (c− < 0)
[

−(d−) + 1, 0
]

if (a− < 0) ∧ (c− ≥ 0)
[

c− + 1, 0
]

if (a− < 0) ∧ (c− < 0)

umod
([

a, b
]

,
[

c, d
])

def
=



























undefined if c+ = 0
[

a, b
]

if b+ < c+

[

0, b+
]

if (b+ ≥ c+) ∧ (b+ < d+)
[

0, d+ − 1
]

if (b+ ≥ c+) ∧ (b+ ≥ d+)

Example 15 For the operations umod and mod on valid intervals over Z16 the following
examples show all possible cases.

mod
([

−3,−2
]

,
[

−6,−4
]) def

=
[

−3,−2
]

umod
([

1, 7
]

,
[

8, 9
]) def

=
[

1, 7
]

mod
([

1, 4
]

,
[

5, 7
]) def

=
[

1, 4
]

umod
([

0, 7
]

,
[

3, 5
]) def

=
[

0, 4
]

mod
([

4, 7
]

,
[

3, 5
]) def

=
[

0, 4
]

umod
([

1, 5
]

,
[

2, 6
]) def

=
[

0, 5
]

mod
([

1, 5
]

,
[

−4,−2
]) def

=
[

0, 3
]

mod
([

−6,−3
]

,
[

2, 4
]) def

=
[

−3, 0
]

mod
([

−5,−2
]

,
[

−3,−1
])

def
=

[

−2, 0
]
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4.2 Bit Operations

The bit operations shift left and shift right behave like a multiplication and a unsigned
division without overflow checking. They are defined the following way:

shift right : I∗(Zm) × I∗(Zm) −→ I(Zm)

shift left : I∗(Zm) × I∗(Zm) −→ I(Zm) × I(Zm)

shift right
([

a, b
]

,
[

c, d
])

def
=

[

⌊

a+

2d+

⌋

,

⌊

b+

2c+

⌋

]

shift left
([

a, b
]

,
[

c, d
])

def
=































([

0, 0
]

,⊥
)

if a+ · 2c+ ≥ m
(

[

a+ · 2c+,m − 1
]

,
[

0, 0
]

)

if (a+ · 2c+ < m) ∧ (b+ · 2d+

≥ m)
(

[

a+ · 2c+, b+ · 2d+
]

,⊥
)

otherwise

Example 16 The following examples demonstrate the bit operations shift left and
shift right . All possible cases for valid intervals over Z16 are shown.

shift left#
([

5, 7
]

,
[

3, 4
]) def

=
([

0, 0
]

,⊥
)

shift left#
([

1, 3
]

,
[

2, 5
]) def

=
([

4, 15
]

,
[

0, 0
])

shift left#
([

2, 3
]

,
[

1, 2
]) def

=
([

4, 12
]

,⊥
)

shift right#
([

2, 3
]

,
[

3, 5
]) def

=
[

0, 0
]

shift right#
([

1, 7
]

,
[

1, 2
])

def
=

[

0, 3
]

shift right#
([

8, 11
]

,
[

0, 2
]) def

=
[

2, 11
]

For the implementation of the other bit operations we need a second approximation step.
We have to convert valid intervals into a vector of possible bits.

bitvector : I∗(Zm) −→ P ({0, 1}n)

bitvector
([

a, b
])

def
=

( c1
...

cn

)

with a1, . . . an and b1, . . . bn the bit representation of a and b and

ci
def
=







{0, 1} , if (b+ − a+) ≥ (2i − 2i−1)

ai ∪ bi otherwise.

The bit operations and , or , xor and not are defined as follows:

{and , or , xor} : P ({0, 1}n) × P ({0, 1}n) −→ P ({0, 1}n)

not : P ({0, 1}n) −→ P ({0, 1}n)

9



and (

( a1

...
an

)

,

(

b1
...
bn

)

)
def
=

( c1
...

cn

)

with ci
def
=



















{0}, if ai = {0} or bi = {0}

{1}, if ai = {1} and bi = {1}

{0, 1}, otherwise

or (

( a1

...
an

)

,

(

b1
...
bn

)

)
def
=

( c1
...

cn

)

with ci
def
=



















{0}, if ai = {0} and bi = {0}

{1}, if ai = {1} or bi = {1}

{0, 1}, otherwise

xor (

( a1

...
an

)

,

(

b1
...
bn

)

)
def
=

( c1
...

cn

)

with ci
def
=



































{0} if ai = {0} and bi = {0}

or ai = {1} and bi = {1}

{1} if ai = {0} and bi = {1}

or ai = {1} and bi = {0}

{0, 1} otherwise

not (

( a1

...
an

)

)
def
=

( c1
...

cn

)

with ci
def
=



















{0}, if ai = {1}

{1}, if ai = {0}

{0, 1}, otherwise

The functions rotate left and rotate right are only implemented for fixed values. For other
values we approximate the result with ⊤.

{rotate left , rotate right} : P ({0, 1}n) × I∗(Zm) −→ P ({0, 1}n)

rotate left
(

( a1

...
an

)

,
[

b, b
])

def
=

(

d1

...
dn

)

rotate right
(

( a1

...
an

)

,
[

b, b
])

def
=

( e1

...
en

)

with di = a((i+b+−1) mod n)+1 and ei = a((i−b+−1) mod n)+1 and ai 6= {0, 1} for 1 ≤ i ≤ n.

5 Byte Access

Another difficulty is allowing read and write access to the byte representation of integer
values. For an integer value x ∈ Zm with bit string x0, . . . , x8n−1, the function repn can
easily compute the byte representation of x:

repn : Zm −→
(

Z256

)n

repn (x)
def
= b0, . . . , bn−1 with bi =

8i+7
∑

j=8i

xi2
j−8i

10



We now extend function repn to valid intervals using the byte representation of the lower
and upper bound of the valid interval. It computes a vector of byte intervals of dimension n

for a valid interval:

repn : I∗(Zm) −→
(

Z256

)n

repn

([

a, b
])

def
=

[

c0, d0

]

, . . . ,
[

cn−1, dn−1

]

ci
def
=

{

0, if b+ − a+ ≥ 28(i+1) − 28i

ai, otherwise
di

def
=

{

255, if b+ − a+ ≥ 28(i+1) − 28i

bi, otherwise

To allow an easier reconstruction of the interval using a vector of byte intervals, we require
that for every byte of the vector it holds that c+

i ≤ d+

i . Obviously, this is not true for all
valid intervals in Definition 7.

Example 17
[

10, 256
]

∈ I∗(Z216) has representation
[

10, 0
][

0, 1
]

with c+

0 > d+

0 .

We now have to modify the definition of valid intervals to allow access to the byte represen-
tation and simplify the implementation.

Definition 18 We call an interval
[

a, b
]

with a, b ∈ Zm with repn

([

a, b
])

def

=
[

c0, d0

]

, . . . ,
[

cn−1, dn−1

]

valid, if it is valid according to Definition 7 and for every byte

c+

i ≤ d+

i with 0 ≤ i < n holds.

We are able to split intervals into valid intervals according to Definition 18.

Lemma 19 An interval
[

a, b
]

with a, b ∈ Zm is valid or can be split into four valid intervals

that contain all elements of
[

a, b
]

.

Proof: Construction:
[

a, b
]

with repn

([

a, b
])

def
=

[

c0, d0

]

, . . . ,
[

cn−1, dn−1

]

valid according
to Definition 7 but not to Definition 18.

p
def
= max{i | ci > di}

a′ def
=

i
∑

j=0

255 · 28j +

m−1
∑

j=i+1

cj · 2
8j

b′
def
=

i
∑

j=0

0 · 28j + (ci+1 + 1) · 2(i+1)8 +

m−1
∑

j=i+2

cj · 2
8j

[

a, a′
]

and
[

b′, b
]

are valid according Definition 18 due to the construction of a′ and b′. For

every byte a+

j ≤ a′
j
+ and b′j

+ ≤ b+

j holds due to the byte representation of a, a′, b′, b.
[

a, a′
]

and
[

b′, b
]

contains all elements of
[

a, b
]

because b′+ = a′+ + 1.

11



We now can implement rep−1
n for intervals:

rep−1
n :

(

Z256

)n
−→ Zm

rep−1
n

([

a0, b0

]

, . . . ,
[

am−1, bm−1

])

def
=

[

a, b
]

a+ def
=

n−1
∑

i=1

a+

i · 28i and b+ def
=

n−1
∑

i=1

b+

i · 28i

If a+

i ≤ b+

i for 0 ≤ i < m holds then a+ ≤ b+ for the resulting values a, b ∈ Zm.
[

a, b
]

is
an interval. We can extend the functions repn and rep−1

n to lists of valid intervals using the
algorithm merge.

6 Related Work

In this section we present only a small selection of analysis tools or approaches and how
valid intervals can be used to increase the quality of the analysis.

Model Checking: Model checking is a technique for verifying finite state concurrent sys-
tems. Counterexamples are produced to demonstrate undesirable behavior. The problem of
model checking is to deal with the state space explosion problem. Analysis tools like SLAM
[4, 5, 24] and BLAST [14, 21] use a model checking approach with predicate abstraction for
analyzing C programs. SLAM produces an abstract boolean program out of a C program
with a fixed number of predicates, using boolean variables for each predicate. BLAST is
using counterexamples for the automatic abstraction refinement to construct an abstract
model. Lazy abstraction is used to avoid the state space explosion. The abstract model
is constructed and refined if necessary. But predicate abstraction is inappropriate for byte
access or bit operations. We can use valid intervals for example to determine which of the
predicates is affected by the modification of the byte representation of an integer or floating
point value.

Intermediate Languages: Valid intervals can be used to analyze any intermediate or
assembler language, like a simplified C programming language for CCured/CIL [16, 17, 23]
or the x86 assembler language for CodeSurfer/x86 [2, 3]. CCured/CIL adds runtime checks
to the program according to the analysis. The program halts on errors but the 10% to 60%
overhead for these runtime checks are not acceptable for some applications. Modifications to
the source program are often necessary. The valid interval approach could be used to reduce
the number of runtime checks which could reduce the resulting overhead to an acceptable
rate. CodeSurfer/x86 extracts the model from an x86 executable and uses reachability
algorithms to verify properties for this the model. A static analysis algorithm called value-
set analysis has been implemented. We developed this approach to analyze XRTL, a low-level
intermediate language generated by a modified GCC [1].
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7 Conclusion

In this paper we developed a variant of the commonly used interval approximation. Lists of
valid intervals are used to approximate sets of possible values. We have detailed the valid
interval approach by defining the notion of valid intervals for integers. Arithmetic operations
were introduced that deal with the under- and overflow of integer values. We showed in detail
how to implement bit operations including shift and rotate functions. After introducing a
refined definition of valid intervals we were even able to handle read and write access to the
byte representation of integers. We are planning to incorporate the strided interval approach
[19] to increase the precision of the analysis. A future application would be the integration
of the valid interval approach into other analysis tools.
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